INlokanbHas ayteHTUmkauusa no PytokeH MFA B OC AnbT

YcTaHoBka HeO6XO£I,I/IMbIX nakeToB
[ns paboTbl HamM NoHagobuTbes 3 nakeTa:
- pam_u2f — mogynbs PAM ¢ nogaepxkoi TexHonoruin ayteHtudmkaumumn U2F n FIDO2.

- libfido2 — nakeT cospaet koHdUrypaumio ans mogyns pam-u2f n ocywiectTenseT npoueaypy permctpaumu ayteHtudgukartopa U2F/FIDO2.
- fido2 — nakeT ansa ynpaesnexusi ayteHtudpukatopom U2F/FIDO2 (Hanpumep, copoc TokeHa unu HasHadveHusi PIN-koga).

ﬂﬂﬂ YCTaHOBKM 3TUX NAKeTOB HeOGXO,D,I/IMO OTKPbITb TEPMUHAS U BbINOJTHUTb KOMaHAY:

$ su -
# apt-get install pamu2f |ibfido2 fido2

B OC AnbT PyTokeH MFA MOXHO MCMONb30BaTh B ABYX CLEHapuaxX ayTeHTudukaumm:

® Kak BTOpOW chakTop nocrne BBoAa NOrMHa 1 Napons B BUAE NPUKOCHOBEHMUS K TOKEHY.
® Kak 3ameHa BBoAa napons Ha Beog PIN-koga PytokeH MFA 1 NpyKOCHOBEHMWE K TOKEHY.

YctaHoBka HoBoro PIN-koga ans PytokeH MFA

1. 3anyctuTb TEepMUHan.
2. MopgkntounTe PyTokeH MFA.
3. BbIBECTU CMUCOK NOAKMHOYEHHbLIX YCTPONCTB. [INs 3TOro BbINOMHUTL KOMaHAy:

$ fido2-token -L

BbiBoA KOMaHAb! AOMKEH GbiTb CreayHLLMM:

/ dev/ hidrawl: vendor=0x0a89, product=0x0093 (Aktiv Co. FIDO

Ham noHapobutcs ctpoka /dev/hidraw 1

4. BbinonHum komaHay yctaHoBku HoBoro PIN-koaa:

$ fido2-token -S /dev/hidrawl

5. [eaxabl BBeaemM HoBbil PIN-koa;

Enter new PIN for /dev/hidrawl:
Enter the sanme PIN again:

PyTtokeH MFA roToB k paborte.

HacTtpowka BToporo gpakropa

1. 3anyctuTb TepMuHan.
2. BbINONHUTL KOMaHAy:

$ nkdir -p /tnp/aktivco/aktivco

3. MopgkntounTb PyTokeH MFA
4. BbINOMHUTL KOMaHAy:

$ pamu2fcfg > /tnp/aktivco/ u2f_keys



B npouecce BbinonHeHust komaHabl HeobxoaMMo ByaeT NPUKOCHYTbCS K ycTponcTBy PyTokeH MFA.
5. BbINONHUTL KOMaHAY:

$ su -
# nkdir -p /etc/aktivco

6. BbInonHMTbL KOMaHAy:

$ su -
# nmv /tnp/aktivco/ u2f _keys /etc/aktivco/ u2f_keys

7. BbINONHUTL KOMaHAy:

$ su -
# nano /etc/pam d/ system auth-1ocal -only

8. [lo6aBuTb CTPOKY:

auth sufficient pamu2f.so authfile=/etc/aktivco/u2f_keys

9. Coxpanutb chaiin /etc/pam.d/system-auth-local-only
10. MpoBepuTb YTO 3anpalLnBaeTCa kacaH1ue B MOMEHT BXOAa MoMb30BaTens, BbiNOMHUB KOMaHAy:

$ su user

HacTtpowka cBasku PIN-kog+kacaHue:

1. 3anyctuTb TepMuHan.
2. BbINOAHUTL KOMaHAy:

$ pamu2fcfg -u <usernanme> > /tnp/u2f_mappi ngs
# <user nane>

B npouecce BbiNoONHeHWs kKoMaHabl Heo6xoaMMo ByaeT NPUKOCHYTLCS K yCTponcTBy PyTokeH MFA.
3. B pesynbTarte 4omkeH NosiBUTLCA haiin co Creayrowmm COAepXXUMbIM:

$ cat /tnp/u2f_nappings
user: hOzdi lekgoVW.Ez QH20uW no A3Dwno53zd2WCvI ApHwf MVp/ zz3+awlubeCLOE3pe, j zL+t 6w7vhBgR2wwO+61
/ g8al i GNbDUpYZj 6nmxLXai n4F1bQBOr vnwz P3n+n/ G XUp5Q0 ui 0Du7/ aKP/ pE27PQ==, es256, +pr esence

4. BbINONHWUTbL KOMaHAY:

$ su -
# nmv [ tnp/ u2f _mappi ngs /etc/ u2f_mappi ngs

5. BbInonHMTbL KOMaHAy:

$ su -
# nano /etc/pam d/ system auth-1ocal -only

6. [lo6aBuTb CTPOKY:

auth sufficient pamu2f.so authfile=/etc/u2f_mappi ngs cue pinverification=1



7. Coxpanutb cain /etc/pam.d/system-auth-local-only
8. lMpoBepuTb yTo 3anpawmsaetcs PIN-kog PyTtokeH MFA npu Bxoae nonb3oBaTensi, BbINOMHUB KOMaHAYy:

$ su user
Pl ease enter the PIN
Pl ease touch the device.

9. lMpoBepuTb rpacuyeckunii Bxos B cuctemy. BBoanm nuH-koa v npukacaemcst K TOKEHY:
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