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C_Initialize()
CK_DEFI NE_FUNCTI ON(CK_RV, C_Initialize)(
CK_VA D_PTR pl nitArgs
)
HasHaueHnue

DyHKUMS nHMumanusmpyet bubnuoteky PKCS #11 ans ee ganbHenwero Ucnonb3oBaHus npunoxeHvem. NepeoHayanbHbln BbI30B 3TON OYHKLUK
aBnseTcs obasatenbHbIM Ans paboTel GUBNMoTEKW, MHaYe nonbIiTka Bbli3oBa noboi dyHkumm 6e3 BeizoBa C_lnitalize npuseaeT k owmnbke
CKR_CRYPTOKI_NOT_INITIALIZED. UckntoveHnem us atoro npasuna sensetcs Boizos dyHkuun G_GetFunctionList, npegocraenstowmin ykaszatens Ha
ctpyktypy CK_FUNCTION_LIST, B KOTOpPO coaepxaTtcs ykasaTenu Ha Bce PyHKUMW, peanunsoBaHHble cTaHaapToM. B CTpykType cogepxaTtcs ykasaTenu
Ha PyHKLMK, MO3BONSIIOLLME CUHXPOHM3MPOBaTL PaboTy GUBNMOTEKM C MOMOLLLIO NPeAOCTaBMNEHHbIX Nonb3oBaTeieM MexaHu3mMoB, dnarv, ykasbiBatoLime
Ha PEXMM CUHXPOHM3aLMK, 1 3ape3epBUpOBaHHbIN napameTp.

Ykazatens plnitArgs moxeT nmeTb 3HadeHne NULL_PTR unu ykasbiBaTb Ha cTpykTypy CK_C_INITIALIZE_ARGS, coanepxallyto MHopmaumio 0 ToM, Kak
6ubnuoTeka gomkHa cebs BECTU Npu MHOTONoTo4HoM goctyne. Ecnu npunoxexue He ByaeT obpaliatbecs K G1ubnmMoTeke HECKONbKUMU NOTOKaMu
OHOBPEMEHHO, TO MOXHO ycTaHoBUTbL 3HaveHne NULL_PTR ans C_lnitialize (nocnencTeumsi ncnonb3oBaHWsi 3TOro 3HaveHusi 6yayT onucaHbl HUXE).

Ecnu plnitArgs He NULL_PTR, C_|nitialize nomkHa npusect ero k Buay CK_C_INITIALIZE_ARGS_PTR 1 3aTtem pa3biMeHOBaTb NOy4YMBLIMIACS
ykasartenb ans nonyyennss CK_C_INITIALIZE_ARGS nonei CreateMutex, DestroyMutex, LockMutex,UnlockMutex, flags n pReserved. [ins atoi Bepcum
cTaHaapTa, Takum obpasom, 3HadeHue pReserved pnomxkHo 6biTb NULL_PTR; B npotuBHom cnyyae C_lnitialize BepHeT 3HaueHne
CKR_ARGUMENTS_BAD.

Ecnu BeictaBnen cdonar CKF_LIBRARY_CANT_CREATE_OS_THREADS, To pyHkums C_Initialize BepHeT ownbky
CKR_NEED_TO_CREATE_THREADS, T.k. BO BpeMs paboTbl 6ubnuoTtekun TpebyeTcsi nopoxaatb HOBbIE MOTOKM.

Cranpgapt PKCS#11 npegnonaraet 4 cxeMbl NOAAEPXKKM MHOTOMOTOYHOrO AocTyna ¢ ncnons3osaHnem cpnara CKF_OS_LOCKING_OK v nonew CreateMu
tex, DestroyMutex, LockMutex n UnlockMutex:

1. ®nar CKF_OS_LOCKING_OK c6poLueH, ykasatenu Ha nonb3oBaTenbckue dyHkumum cogepxat NULL. CtaHgapT He rapaHTMpyeT KOPPeKTHY
paboTy B MHOTOMOTOYHOM PEXUME.
[aHHbIN pexxum paboTbl B peanusaumm Anst PyTokeH UCMOonb3yeT BHYTPEHHUE MeXaHU3Mbl CUHXPOHU3aLuK, peanu3oBaHHble B 6ubnuoTteke
(MexaH13mbl NpeaocTaBneHbl ONepaLnoHHON CUCTEMOM).

2. ®nar CKF_OS_LOCKING_OK BbicTaBneH, ykasatenu Ha nonb3osatenbckue dyHkumm cogepxat NULL. CtaHaapT npegycmaTtpuBaeT B 9TON
CUTyaLuu UCMOSb30BaHNE MEXaHW3MOB CUHXPOHM3aLMKW, peann3oBaHHbix B OC Anst MHOrOMOTOYHOIO AOCTyna.
[aHHbIN pexxum paboTbl B peanusaumm Ans PyTokeH UCnonb3yeT BHYTPEHHWE MeXaHU3Mbl CUHXPOHU3aLuK, peanu3oBaHHble B 6ubnuoTteke
(MexaHU3Mbl NpelOCTaBNEHbI ONEPALIMOHHON CUCTEMOIA).

3. ®nar CKF_OS_LOCKING_OK c6poLieH, ykasaTenu Ha nonb3oBatenbckme dyHKumn nepedarsl. CTaHgapT npegycmarpyBaeT B 3TON CUTyaLmm
MCMOsIb30BaHNE MEXaHN3MOB CUHXPOHM3aLMM C NMOMOLLbIO (OYHKLMIA, MPeaoCTaBleHHbIX NONb3oBaTeNeM.
[aHHbIN pexxum paboTel, B peanvaauuy ans PyTOKeH, UCNONb3yeT MexaHU3Mbl CUHXPOHM3aLUK C UCNONb30BaHUEM (DYHKLMIA, NepefaHHbIX
rosib3oBaTenem.



4. dnar CKF_OS_LOCKING_OK BbicTaBneH, ykasatenu Ha nonb3oBaTternbckune yHKUuM nepedanbl. CTaHgapT npeaycMaTpyBaeT B 3TOW CUTyaumm
MCMONb30BaHNE MEXaHW3MOB CUHXPOHM3ALMM C MOMOLLbIO (DYHKLIMIA, MPEAOCTaBMNEHHbIX NOMb30BaTeNEM UMM MEXAHU3MOB CUHXPOHU3aLMM,
npepoctasneHHbix OC.

5. [aHHbIN pexum paboTel, B peanuaauun ans PyTokeH, UCMonb3yeT BHYTPEHHWE MeXaHU3Mbl CUHXPOHM3aLMKW, peann3oBaHHble B GubnuoTteke
(MexaHV3Mbl NpefocTaBneHbl ONepaLMOHHOR cucteMoit). yHKLMKM, NnepeaaHHbIe NoNb3oBaTeNeM He UCTONb3YHTCS.

BeizoB C_lInitialize co sHayeHvem pinitArgs, pasibiM NULL_PTR, akBuBaneHTeH Bbi3oBy C_Initialize co s3HaueHuem pinitArgs, ykasbisatowmm Ha CK_C_INI
TIALIZE_ARGS, rge 3HaueHusinonen CreateMutex, DestroyMutex, LockMutex, UnlockMutex v pReserved pasHbl NULL_PTR v none flags cbpoLueHo.

Ecnu 61MbnnoTteky MCnosb3ytoT HECKOSBbKO MPUIOXKEHUI, TO KaXaoe U3 H1X AOMKHO Bbi3BaTb doyHkumio C_lnitialize. Kaxxabii BbizoB dyHkumu C_Initialize
[OSDKEH B UTOre 6bITb CMEHEH OAMHOYHBLIM BbI3oBOM oyHKUumn C_Finalize.

BosBpaljaemble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOMHEHA YCNELIHO.
CraHgapTHble koAbl OLNGOK:
CKR_ARGUMENTS_BAD,
CKR_CANT_LOCK,
CKR_CRYPTOKI_ALREADY_INITIALIZED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_NEED_TO_CREATE_THREADS.

PacwnpeHHble kogbl ownBOoK.

Mpumep

Error rendering macro 'excerpt-include'

No link could be created for '2.2.4.2 ®yHkummn obLLero HazHa4YeHus'.

K copgepxaHuio 1

C_Finalize()

CK_DEFI NE_FUNCTI ON( CK_RV, C _Finali ze) (
CK_Vva D_PTR
pReserved

)

Ha3HaueHue

PyHKUWs 3aBepLuaeT paboTy ¢ Gubnuotekoit PKCS#11. MonbiTka Bbi3oBa ntoboii dyHkumm nocne C_Finalize (uckniouenne C_Initalize n C_GetFunctionList
) npmBegeT k owmbke CKR_CRYPTOKI_NOT_INITIALIZED.

MapameTp pReserved 3ape3epBypoBaH Noj crneaytoLine Bepcum ctaHaapTa, U B JaHHON Bepcum aomkeH bbiTb paBeH NULL_PTR, B npoTuBHOM criydae
dyHkumsa BepHeT owmnbky CKR_ARGUMENTS_BAD.

Ecnun 6ubnmoTeky MCnonb3ytoT HECKONBbKO NPUIIOXEHWI, TO KaXKA0e U3 HUX AOMKHO Bbi3BaTb (hyHkumio C_Finalize. BrizoBy C_Finalize nomxeH
npeplwecTteoBaTh Bbi3oB C_Initialize, B npomexyTke Mexay Bbi3oBamm 3TUX ABYX PYHKLMIA MOTYT BbINOMHATLCSA ApYrne YHKLMW, ONUCaHHbIE B
6ubnunoteke.



BosBpalyaemMble 3Ha9YeHust
CKR_OK — thyHKUMS BbINOMHEHa yCneLLHo.
CraHaapTHble Kogbl OWNBOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY.

PacwunpeHHble kofbl oGOk,

Mpumep

Error rendering macro 'excerpt-include’

No link could be created for '2.2.4.2 ®yHKkummn ob6LLero HazHavYeHns'.

K copgepxaHuio

C_Getlnfo()

CK_DEFI NE_FUNCTI ON( CK_RV, C_Cet I nfo) (
CK_I NFO_PTR pl nfo
)

HasHauyeHue

PyHKUMSA NO3BONSET NOMNYyYMTb 06LLYt0 MHdOpMaLumio o GubnunoTeke, KoTopas Bosspallaetcsa B cTpyktype Tuna CK_INFO. pinfo yka3biBaeT Ha
pasmeLLeHne aTo MHdopMaumu.

BosBpalyaemMble 3Ha9YeHust
CKR_OK — byHKUMSA BbINOMHEHA YCMNELHO.
CraHaapTHble Kogbl OWNBOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY.

PacwmpeHHble kogbl OLUMBOK.

Mpumep



CK_I NFO i nf o;

CK_RV rv;

CK_C_I NI TI ALI ZE_ARGS I ni t Args;

I nitArgs. CreateMitex = &WOCreat eMut ex;

I ni t Args. DestroyMitex = &WDest royMit ex;
I nitArgs. LockMutex = &WLockMit ex;
I'nitArgs. Unl ockMit ex = &WUnl ockMit ex;
InitArgs.flags = CKF_OS_LOCKI NG _OK;

I ni t Args. pReserved = NULL_PTR;

rv = Clnitialize((CK_ VO D PTR) &l nitArgs);
assert(rv == CKR_CK);

rv = C_CetlInfo(& nfo);

assert(rv == CKR_X);

if(info.version.mpjor == 2) {
/* */

}

rv = C_Finalize(NULL_PTR);
assert(rv == CKR_ OK);

K coiepxaHuio 1

C_GetFunctionList()

CK_DEFI NE_FUNCTI ON( CK_RV, C_Get Functi onLi st) (
CK_FUNCTI ON_LI ST_PTR_PTR
ppFuncti onlLi st

)

HasHaueHue

PyHKLMS NO3BONSIET NONYYUTb CMNCOK PYHKLUMIA, NogAepxKnBaemMbIix bubnunotekoi. Cnncok ykasaTernei Ha Bce noaaepxuaemble OyHKLMKM BO3BpaLLaeTcs
B cTpykType Tuna CK_FUNCTION_LIST.

C_GetFunctionList snseTcs eguHcTBeHHOM dyHKUmMen ctanaapta PKCS#11, koTopasi MOXeT GbiTh Bbl3BaHa A0 Bbi3oBa dyHkuum C_lnitialize. 3to
cAenaHo Ans ycKopeHusi paboTbl NPUINOXEHUS, a Takke ANt BO3MOXHOCTU OQHOBPEMEHHOIO AOCTYNa NPUIOXKEHUS K HECKOINbKUM BubnuoTekam.

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢hyHKUMS BbINOMHEHA yCNeLHO.
CraHgapTHble koAbl OLWMBOK:
CKR_ARGUMENTS_BAD,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY.

PacwmnpeHHble kofbl OMBOK.

Mpumep



CK_FUNCTI ON_LI ST_PTR pFuncti onLi st;
CK. Clnitialize pC.lnitialize;
CK RV rv;

/* C_Get Functi onLi st Clnitialize */
rv = C_Cet Functi onLi st (&Functi onLi st);

assert(rv == CKR_X);
pC lnitialize = pFunctionList -> C lInitialize;

/* Clnitialize */
rv = (*pC_lnitialize)( NULL_PTR);

K cofiepxaHuio 1
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