3.1.1.2 HacTpoika Bxoaa B AOMEH MO npeabsiBfieHUI0 TOKeHa

Paszgen cogepXuT MHCTPYKLMIO NO HACTPOKiKe BXoAa B AOMEH MO NpeAbsiBNeHnto TokeHa B onepaumoHHoi cucteme Windows Server 2012 R2.

[ins HacTpoNkyM He0BXOAUM KOMMBIOTEP C YCTaHOBIIEHHON onepaunoHHol cuctemont Windows 2012 R2 Server Rus v gpaitBepamm PyTokeH, a Taioke gucTp
noyTus atorn OC.

OnepaunoHHas cuctema JomkHa bbiTb HacTpoeHa kak KoHTponnep AoMeHa, JomkHbl BbiTb ycTaHoBneHb CnyxObl Ceptudmkaumm, a nonb3oBaTensam
BblAaHbl cepTudukatbl Tuna MNMonb3oBaTesnb CO cMapT-KapToi 1 Bxop co cmapT-kapTon.

Bce onuncaHHble AeiicTBYS NPON3BOAATCSA C NpaBaMn aAMUHUCTPATOpa CUCTEMbI.
[na npumepa ncnonb3yeTcs y4eTHasa 3anvcs Admin.

OTanbl BX0Aa B JOMEH NO NPeAbsBMNEHNIO TOKEHa:

1 atan: Hacrtpoiika y4eTHbIx 3anvcelt nonb3oBaTenein.

2 atan: Hactpoika nonuTrk 6e3onacHocTi JoMeHa.

3 atan: HacTtpoiika KIMeHTCKOIM onepaLMoHHOM CUCTEMBI.

HacTtpoiika y4eTHbIX 3anmucen nonb3oBaTesien

B nepsyto oyepeab HEO6XOAMMO HACTPOUTL YYEeTHbIe 3anucK nosb3osaTeneii. B atom npumepe Gyaet HacTpoeHa yyeTHas 3anuch User — nonb3osarterb
[IOMeHa, BKIIOYEHHbIN Tonbko B rpynny Monb3oBarteny aomeHa.

[nsi HACTPOWMKM y4eTHOW 3anuncu nonb3oBaTens:

1. Otkpovite MaHenb ynpaBneHus.
2. [Ba pa3a LienkH1Te No Ha3BaHWio AGMUHUCTPUPOBaHUE.
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B gomeHe nop ynpaeneHmem Windows Server 2012 R2 ecTb BO3MOXHOCTb O4HVUM OEACTBMEM 3anNpeTUTb BCEM BXOAUTb B JOMEH 6e3 Hanmuus
y! icTBa PyTOKeH ¢ HeobxoammbiM cepTudmkaTom (nonb3osartenb ¢ yyeTHou 3anuckio Administrator Takke He cmoxeT BONTU B AoMeH 6e3
ycTpoiictBa PyTokeH). LWaru 2-5 gaHHOM MHCTPYKLUMM HEOGXO0AMMO BbIMOMHWUTL TOMBKO B TOM Criydae, ecnv B AoMeHe 6yayT nonb3oBaTeny He
TONbKO C yCTpONCTBaMu PYTOKEH, HO U UCNOMb3YHOLME anbTepHaTUBHbIE CNOCOOLI ayTeHTUdnKaumm (naponu, BruomeTpuyeckne gaHHble U T. 4.).
Mpu atom warun 9-10 Hago NponycTUTb.



3. [lBa pa3sa LienkH1Te no HasBaHuio ocHacTku Monb3oBaTenu 1 komnbioTepbl Active Directory.
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4. B neBoW YacTn OKHa OCHACTKM LLeNKHUTe No Ha3BaHuto nanku Users.

5. LWenkHWTe NnpaBoi KHOMKOW MbILIM MO UMEHW NONb3oBaTens, KOTOpOMY 6y,qu paspeLieHo BXoAUTb B JOMEH TOMbKO Npn Hann4iuu yCTp0I7ICTBa

PyTokeH, u BbibepuTe nyHkT CBOMCTBA.
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6. B okHe CBOWCTB nomnb3oBaTens nepenanTte Ha Bknaaky YYeTHas 3anuchb.



7. B cekumu MNapameTpbl y4€THOM 3anmcy ycTaHoBKTe naxok [inAa MHTepakTMBHOrO Bxofa B CeTb HyxHa cmapT-kapTa. Haxvute OK.

UneH rpynn I%MMICMM[M]YMW
Mpoduns cnyx6 yaanexHsx pafowx cTonos |  coms
O6wwme [Npec Yyeman sanucs I'bomm]TeneNu[Qrmmn

Wmn exopa nonb3oBaTenn:
|userl | | @test2012R2rus local vl

WmA xoaa nome3osaTens (npea-Windows 2000):
| TEST2012R2RUS\ [ |user1

| Bpemasxoma.. | | Broawa.. |

[ ] PasBnoxkuposams yuemyio sanucs

Eﬂnn WHTEPEKTMBHOMD BX0A3 B CETb HYXHE CMapTKapTa
[] Yuemian sanuce BaxHa u He MOXET BbiTe Aeneruposara
[] Menonesosate une wmeposarma Kerberos DES ang atoi

Cpok neAcTeug yueTHON 3anucn
(® Huxorga
O Wcrexaer: 15 susapa 2015r.

8. 3akponTe okHo Active Directory - nonb3oBaTenu u KOMNbIOTEPHI.
9. AHanornyHblm 06pasom HacTpounTe Apyrue yyeTHble 3anucy B JoMeHe. [Ina Takvux nonb3oBaTenen BXo B JOMeH OyaeT A0CTYNeH TOMbKO npu

Hanu4um yctporctBa PyTokeH ¢ cepTudukaToM, BblAaHHBIM adMUHUCTPATOPOM AOMEHa.

Hacrtpoiika nonutuk 6e3onacHOCTU fOMeHa

[nsi HACTPONKM NONNTUK 6esonacHocTu:

1. OtkpoinTe MaHenb ynpaBneHus.
2. [lBa pasa LenkHUTe No Ha3BaHMIo NyHKTa AOMUHUCTPMPOBAHME.



3. [1Ba pas3a LenkHUTe No Ha3BaHWI0 OCHACTKM YNpaBfeHUe rpynrnoBoii NOSIMTUKON.

4. B okHe YnpaBeneHue rpynnoBoi NOMUTUKOMA psiAoM C HasBaHueM kateropum O6bekTbl FPYNnoBoi NONUTUKM LLIETTKHUTE MO CTPENOYKE.
5. LLlenkHnTe NpaBoW KHOMKOW MbILWK MO Ha3BaHWo ob6bekTa rpynnosor nonutuku Default Domain Policy v BeiGepute nyHKT N3MEHUTD. ..
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LWary 4-5 naHHON MHCTPYKLMKM HEOBXOAMMO BbINOMHATEL TOMNBKO B TOM Cryyae, ecnv Bcem nonb3oBatensm OyaeT 3anpeLleH BXof, B JoMeH 6e3
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cTBa PYyTOKEH C HEOBXOAMMBIM CEPTUUKATOM.

. B okHe Pepakrop ynpaeneHus rpynroBbIMU NONMTUKAMU PSAOM C HasBaHueM nyHkTa KoHdurypauua Windows LuenkHuTe no ctpenouyke.

. Papgom c HasBaHnem NyHKTa I'IapameTpH 6e30MacHOCTH LLEeNKHUTE No CTpeno4ke.
. Psapom c HasBaHveM nyHkTa JlokasibHble NONIMTUKM LLENKHUTE MO CTPEerioyke.

. LLlenkHnTe no HasBaHuto nyHkTa MNMapameTpsl 6e30nacHOCTY.



10. LLenkHute ABa pasa no Ha3BaHWIO NONUTUKM MIHTepaKTUBHLIV BXOA B CUCTEMY: TpeboBaTb CMapT-kap
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11. YcraHosuTe cnaxok Onpegenutb cneayioLmii napamMeTp NONUTUKK.
12. YcTtaHoBuWTe nepeknoyvaTerb B nonoxeHne BKroyeH.
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. Haxmute OK.

MapameTp NOMMTKN Ge30NacHocT™ |

WHTepaK TMBHLIA BXOA B CUCTEMY: TPE00BaTL CMapTHapTY

[] Onpepenums cneayiowmi NnapameTp NOAMTMKK:
(®) Brmioven
() Omemoven

. B okHe PeaakTop ynpasneHus rpynnoBbiMM MONUTMKaMK psigom ¢ nyHkToM KoHdomrypaumm Windows LuernkHuTe no cTpenovke.
. Psagom c HaseaHueM noanyHkTa MapameTpbl 6€30MaCHOCTH LLETNKHUTE MO CTPESIoYKe.

. Psinom c HassaHueM JlokanbHble MOMUTUKM LLETTKHUATE MO CTPEMNOYKE.

. LLlenkHuTe no HaseaHmio nognyHkTa MapaMeTpbl GesonacHOCTy.



18. LlenkHnTe npaBoW KHOMKON MbILLIW MO Ha3BaHWIO NOMUTUKN VMIHT@PAKTUBHbBIV BXO, B CUCTEMY: NOBEAEHUE NPU U3BIIEYEHUU CMapT-KapTbl 1

Bbl6epute nyHKT CBONCTBA.
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19. YcraHosute chnaxok Onpegenutb cneayiowmii napaMeTp NONUTUKK.

20. W3 packpblBatoLerocsi cnucka Bbibepute noseaeHue knmeHtckon OC npu oTcoeamHeHun ycTporcTBa PyTokeH B npoLecce OTKpbITOro
nosib3oBaTeNbCKOro ceaHca. B gaHHom npumepe BbiGpaHo noBegeHne OC — BrokupoBka paGoudei cTaHLmm.




21. Haxmunte OK.

CeovicTea: IHTepakTUBHbIW BXOA B CUCTEMY: NOB... L-

MNapameTp NonumkK Ge30NacHOCTH | O6vacHeHue |

i MHTepakTMBHEIA BXOA B CHCTEMY: MOBEASHWE NPV USBNEYESHIM
- f CMapTKapThi

[v| OnpeaenuTe cneayowwit NapaMeTp NONMTUKK

MpiiHy DM TENEHBIA BEXOA U3 CUCTEMBI
OmxnioueHwe B Cnyyae yaaneHHoro ceaHca cnyxt yoaneHHLx pabous

il e

22. 3akpoliTe OkHO PegakTop ynpaeneHus rpynnoBbIMU NONUTUKAMM.
23. 3akponte MaHenb ynpasneHus.

Hactpoiika 6yaet AocTynHa Tonbko nocne nepesarpy3ku KoMnbtoTepa. Hactpoiika cepBepHoOi onepaLmoHHO CUCTEMbI Nocre aToro ByaeT
3aBepLueHa.

HacTpoiika KnueHTcKoi ornepaLvoHHOM CUCTEMBI

KoMnbtoTephbl ¢ yCTaHOBNEHHbLIMU KIMEHTCKMMU onepauunoHHbiMu cuctemamu Windows 10/8.1/8/7/Vista/XP/2000 Heo6xoavumMo BBECTU B JOMEH U
YCTaHOBWTb Ha HVX apaviBepbl PyTokeH.

Pepnakummn OC gomkHbl BKNOYaTb BO3MOXHOCTb NPUCOEANHEHNS K JOMEHY.
Ecnu KnneHTCK1e KoMMboTepbl Obiny 3arpyXeHbl BO BPEMSs HAaCTPOiikM cepBepa, TO HEOBXOAUMO UX Nepe3arpysuTb.

Tenepb nonb3oBaTenu, KOTOPbIM BbiAaH cepTudmkat Tvna Monb3oBaTenb co cMapT-kapToi 1nu Bxoa co cMapT-kapToiA, CMOryT BXOAWTb B JOMEH TOMbKO
Npy NOAKMIOYEHNN K KOMMBIOTEPY YCTPOWCTBA PYTOKEH C 3TUM cepTUdUKaToMm.

Mpwu nsBneyeHun yctpoiictBa PyTokeH B NpoLiecce OTKPbITOro Nofb30BaTenbCkoro ceaHca, knneHtckast OC 6yaeT aBTomaTtunyeckmn 3abnokvposaHa (B OC
Windows 10/8.1/8/7/Vista ons 6nokvpoBku paboyero ctona npu oTKNOYEHUN YCTpocTBa PyToKkeH HEOBXOAMMO YCTaHOBUTL aBTOMaTUYECKUIA 3amyck
cnyx6bl MonuTuka yaaneHus cmapr-kapt/Smart Card Removal Policy).
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