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Kak opraHu3oBaTb 6e3onacHbIvi yaaneHHbIi 4OCTYN U3 JoMa, eCrv y Bac ecTb

PyTokeH?

® Kak opraHusoBath 6e30nacHbIi yaaneHHbli oCTyn
13 goma

® He ycTaHOBIEH NporpamMmHbIi KoMnoHeHT PCPAP-
KpunTo 3

® QOwwbka: He HaiineHo HY ogHoro ceptTudukata Ha
annapaTHOM Kntoye

® He oGHapy)xeH annapaTHbI KoY Npy NpoBepke Ha
EFAVC

® OQOuwwubka: BcTaBbTe cmapT-kapTy npu reHepaumn RSA
B EFTAUC

® Owwnbka Ha Moptane ®CPAP B koHTelHepe
annapaTHOro KrtoYa He HaaeHo HYU OHOro
cepTudumkaTa

®  TokeHbl Unn cMapT-KapTbl HEAOCTYMHbI
PyTokeH n RDP
CuctemHas cnyx6a CmapT-kapTbl HE OTBEYaeT Ha
3anpochbl

® Mopaynb nopaepxku Cesaskn Knroyen (KeyChain) -
YcTaHoBKa He BbIMOMHEHa

® C 1 auBapsi 2019 roga 3anpelLleHo chopmmnpoBaHme
3l ¢ nomowkto FTOCT P 34.10-2001

® CepTtudukat HeHagexeH / He ynanock npoBeputb
cTaTtyc oT3biBa

® He ycTaHOBIEH KOPHEBOI cepTUdMKaT.
MpocmoTpeTh | YcTaHoBUTL

® Windows 10 - Cnyxx6a yctaHoBLumka Windows
HepaocTynHa
YkazaHHOe YCTPOWCTBO YTEHUS ceiyac HEOCTYMHO
Kog 37 B ncnetyepe yctpoincts Ha Windows 10
He ynaeTtcsa 3anycTtuth chann yctaHoBkv [paniBepoB
PyTokeH

® Kak 3aKpbITb 3anyLLeHHyto Bepcuto TeamViewer
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Mogenu kntoyeBbIX AEHTUDUKATOPOB PyTOKEH 1
X MapKMpoBKa

Kakow PIN-kog ycTtaHoBneH Ha PyTokeH
3HaveHus PIN-kogoB Ha PyTokeH no ymonyaHuio
CwmeHa PIN-kofoB nonb3oBatens u
agMuHUCTpaTopa

PIN-koa nonb3oBaTtens unu agMmHucTpaTopa
HeusBecTeH

PIN-kopa Monb3oBaTtens 3abnokuposaH

PIN-koa AomunHucTpatopa 3abnokupoBaH

Kak opraHunsoBaTb 6e30nacHsblii yaaneHHbIi 4OCTyn
13 goma

Monutukn 6esonacHocTn cMeHbl PIN-koaa
nonb3oBarens

Kakvm yaocToBepsoWwmM LLEeHTPOM BblAaH
cepTudmKaT aNEeKTPOHHOW NOANUCH

[MepBuyHasa gnarHocTuka HemcnpaBHOCTU PyTokeH
dopmaTbl KrtoYen 3NeKTPOHHOW noanucu
PytokeH n RDP

PyTtokeH n VipNet CSP

TecTupoBaHUe LLeNOCTHOCTU KOHTEHepa Yepes
ViPNet CSP

PyTokeH He paboTaeT Ha ESXi 6.5

He ynaetcs npobpocutb PytokeH no RDP ¢
Windows 7 SP1 / Windows 2008 SP1

Mogaynu nogaepxku PytokeH ans Signal-COM CSP
Ownbkm -164 nnum object Object npu peructpauum
Ha gemo-nnowagke PytokeH Web ans PHP

He nosiBnsieTcsi okHo BBoAa PIN-kopa ans PyTokeH
npu nogknovexHmn no VPN

Ha Baluem KomnbloTEPE OTCYTCTBYHOT UMK
HEeKOPPEKTHO HacTpOeHbI cpeacTBa Ans paboTbl ¢
aun

HeB0O3MOXHO co3filaHne oGbekTa cepBepoM
nporpammypoBaHns 0OGbEKTOB

He yctaHoBneH o6bekt CAPICOM

Owmwubka! bubnunoteka CAPICOM He MoXeT 6bITb
3arpyxeHa

B Balwem Gpaysepe oTCyTCTBYIOT paspeLleHnst Ha
ncnonb3oBaHne ActiveX 06bekToB

BkntoueHue / oTkntodeHne cnyxobi
pacnpocTpaHeHus ceptudmkaTos
CepTtudmkaumsa PyTokeH

BkntoueHune nopaepxku PytokeH U2F B Mozilla
Firefox

Mpentudukatopel VID/PID ans mogenen PyTokeH
PyTokeH Web He BuaeH B VipNet Client nocne
nepesarpysku (Windows XP)

AHnTuBUpyc Comodo u [paiiBepbl PyTokeH
PyTokeH S nepectaet pabotatb Ha Windows 10
MpocMoTp cn1cka KpunTonpoBanaepos,
YCTaHOBMEHHbIX B CUCTEME

BkntoueHne HanomuHaHus o cmeHe PIN-koaa no
YMOJYaHWio

OneKkTpoHHasi noAnuCh: BUAbI U obnactu
npuMeHeHns
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YcTaHoBka [QpanBepoB PyTokeH

Kak npoBepuTb paboTy knto4eBoro
naeHTudgukatopa PyTokeH

Kak cobpatb noru yctaHoBku OpanBepoB PyTokeH?
Kak caenatb CKpUHLIOT

CKPUHLLOTbI Ans crny»0bl TEXHUYECKOWN NOAAEPXKKN
CpencTBo NpoBepKM cUCTEMHbIX (harnos sfc
/scannow

YcTaHoBka [panBepoB PyTokeH Yepe3 KomaHaHyto
CTPOKY

Kak 3aKkpbITb 3anyLieHHyto Bepcuio TeamViewer
M3meHeHne cepTudmkaTa no ymonyaHuio Ans
Bxoga RDP/VPN

BkntoyeHne otobpaxeHus cnucka cepTudmkaToB
RDP/VPN

CwmeHa PIN-koga ans PyTtokeH 3LIM 2.0 yepes
LleHTp pernctpauun PyTokeH

3anvcb AaHHbIX Ha dnew-namsate PyTokeH SLM
Flash

dopmaTtupoBaHve dnew-namatu PytokeH LM
Flash

dopmaTnpoBaHme KMYeBOro naeHTUgmukaTopa
PyTokeH

dopmaTupoBaHne KNYeBoro naeHTudgukaropa
PyTokeH Web

BoccraHoBneHne nporpammel PyTtokeH [luck nocne
ownbkm CKR_DEVICE_ERROR

HacTtpoiika PyTokeH n Teradici

YcTaHoBKa MyHugparisepa

Mocne nony4yexusi HoBoro FOCT-cepTudumkaTa
owmbka B norax YTM
CKR_KEY_TYPE_INCONSISTENT

Mocne o6HoBneHus YTM fo Bepcuu 3.0.8
aHTuBMpyc Windows meluaeT 3anycky YTM

Yto Heobxoammo ans pabotel ¢ ETAUC
Bkntouerune nogaepxkn EFAUC Ha PyTtokeH SLIM
2.0

[MpoBepka roTOBHOCTY KOYEBOro
naeHTudmkatopa PyTokeH k cmeHe
KpunTonpoBangepa

Bxoga B nu4yHbIN kabuHeT EFTAVC 1 nonyyeHve
RSA-kntoua

YkasaHue HectaHgapTHoro PIN-koga Ha PyTokeH B
HacTtporkax YTM

Mepexop ¢ JaCarta SE Ha Pytoken OLIM 2.0 B
cucteme EFAUC

He ycraHoBneH nporpammMHbii komrnoHeHT PCPAP-
Kpunto 2

He ycTaHoBneH nporpammHbiii KOMNoHeHT PCPAP-
Kpunto 3

SCPAP-KpunTo 3 Yxe ycTtaHoBneHa gpyras
Bepcust 9Toro npoaykTa. MNpoaonxeHne ycTaHoBKM
HEBO3MOXHO

He oBHapy»eH annapaTHblii KMoy Npu NpoBepke
Ha EFAVC

TpebyeTcs ycraHoBka o6HoBneHus (Windows XP)
Hactponka YTM yepes proxy

Mposepka nopta 8080 ana YTM
[ononHutensHas HacTpoiika YTM ans pabotel ¢
PyTtoken 3UIM 2.0

YpaneHue kntovesoi napbl U ceptudumkata FOCT
YpaneHue 3aBoeHHbIX krtovelt RSA Ha PyTokeH
QLU 2.0

He BuaHbl ceptudmkatel RSA (Windows XP)

B nunuHom kabuHeTte EFANC oTtcyTtcTByeT
nogpasaenexHne

3aBucaeT npoBepka Ha NyHkTe: Yb6eanTech, Y4To Ha
BalleM KOMMNblOTEPE BCTABMNEH annapaTHbIii Koy
Bxoga B nuuHbIn kabuHeT EFTAVC 1 nonyyveHne
RSA-kntoya (cTtapbli yHKLMOHAn)

Owmwubka: Key not found

Owwbka npu 3anycke YTM:
CKR_FUNCTION_NOT_SUPPORTED

Owwmbka: CKR_OBJECT_HANDLE_INVALID
Owwbka: He HageHo HM ogHoro ceptudmkarta Ha
annapaTHOM Kroye

Owwmbka: CKR_PIN_LOCKED lMoapo6HocTu:
undefined AnnneT: undefined

Owwnbka: BctaBbTe cMapT-kapTy

Owmwmbka: MNopaknioumTe cmapT-KapTy

Owwnbka: CmapT-kapTa He MOXET BbINOMHNUTD
3anpoLueHHyto onepaumio nmbo onepauus TpebyeT
Apyro cMapT-KkapTbl

Owwnbka: PyHkums: authSignButt() Annnert: false
Owwubka B meToae createCertificateRecuest
CucTeme He yaaeTcst HalTV yKasaHHbI NyTb
0x80070003

Owwubka: Exception has been thrown is file
"Context.cpp" at line 13. HenpasunbHasa nognuce
Owwbka B meToae createCertificateRequest()
ReferenceError: "btoa" He onpenenexo

Owwbka Ha MopTtane ®CPAP B koHTeliHepe
annapaTHOro KIoYa He HaaeHO HY OHOro
cepTudumkaTa
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PytokeH n Kpuntollpo CSP

YcTaHoBKa NUYHOro ceptudmkata

ABTOMaTM4YECKas yCTaHOBKA NNYHbIX cepTudmKaToB
KpunTtollpo CSP c PyTokeHa

CosmecTtmocTb Bepcuii Kpuntollpo CSP v Bepcuii
OC Windows

CoobueHune Kpuntollpo CSP o nepexoae Ha HOBbIN
FOCT

TpebyeTcsa HacTpoiika CUCTEMBI

KpunTtollpo CSP He HacTpoeH Ans paboTbl ¢
PyTokeH

Cpok aToro cepTudukarta UCTeK Unu eLle He
HacTynun

KoHTenHep ¢ cepTudmkatom nospexaeH
CmapT-KapTa He YiTaeTcs B YCTPOWCTBE YTEHUS 13-
3a KOH(NMKTOB B HacTporke ATR

Ha PyTokeH 3anucaHo 6onblue KOHTENHEPOB, YeM
Kpuntollpo CSP moxeT yBuaeTb

Hosble dyHkummn Kpuntollpo CSP Bepcun 5.0
Mopgynu nogaepxkun PytokeH ansa Kpuntollpo CSP
/JSP

CoxpaHeHue (3KCropT) NIMYHOro cepTudmkaTa B
cdopmate .CER

CoxpaHeHue (3KCrnopT) AOBEPEHHOTO KOPHEBOTO
cepTudumkata YL

KonupoBaHue koHTeliHepa ¢ nomolubio Kpuntollpo
CSP

BcraBbTe kntoyeBoi HocuTenb / BecTaBneH apyroit
KIno4YeBON HocUTeNb

YnaneHue 3anoMHeHHbIX napone

HekoppeKTHbIN TUM HOCUTENSs UM HOCUTENb He
oTcopmaTupoBaH

TecTupoBaHuWe LIeNOCTHOCTN KOHTEHEPa Yepes
Kpuntollpo CSP

YnaneHue koHTenHepa ¢ nomollbto Kpuntolpo CSP
CepTudmkat HeHaaexeH"/"He yaanock npoBeputb
cTaTtyc oT3bIBa

He ycTaHoBneH kopHeBoW cepTudukar.
[MpocmoTpeTh | YcTaHoBUTL

[Ina ncnonb3oBaHusa cepTudmkata HeobxoanmMo
yctaHoBuTb Kpuntollpo CSP

YctaHoka Kpuntollpo CSP kpunTonpoBangepom
no ymonyaHuto

Kakvum ynoctoBepsioLwymM LLEeHTPOM BblaaH
cepTudumKaT ANEeKTPOHHOW NoANucH

M3meHeHne makcMmanbHOro konmyecTea
koHTenHepoB B Kpuntolpo CSP

Hactpoiika Kpuntollpo CSP ans pa6oTbl ¢ PyTokeH
Lite micro SD

Cpok gevicteust atot Bepcum Kpuntollpo CSP ucrek
Kak BBecTu cepuiiHblii Homep Kpuntollpo CSP
BBegeH HenpaBunbHbIN HOMEpP NpoAyKTa
MopaepxvBaembix coopok Kpuntollpo CSP B
cucteme He obHapyxeHo

3anyck Kpuntollpo CSP c npaBamu
agMuHUCTpaTopa

CwMeHa kpunTonpoBaizepa no ymonyaHuio Ha
Kpuntollpo CSP

0x8009001d - BubnuoTteka nocTasLUMKa
NpovHMLUMan1MaMpoBaHa HenpasuibHO

He ynaeTtcs 3anyctuTb chaiin yctaHoBky [paniBepos
PyTtokeH

MpownsBoauTcsa apyras ycraHoBka. Heobxoammo
3aBepLnTb ee nepes NpoaoHKeHNeM 3TON
3aBwucaeT ycraHoBka [ipaiiBepoB PyTokeH Ha
Windows 10

Windows 10 - Cnyx6a yctaHoBLumka Windows
HepocCTynHa

Mpown3sowna owwnbka Npu co3gaHum BpeMeHHOro
darina, Heo6xoaAMMOro AN BbIMONHEHNS YCTaHOBKU
Kop owwmbkm 5 - OTkazaHo B goctyne

Koga owwnbkn 10 - Ownbka B cpeae

Kop owwmbkm 13 - Hegonyctumble faHHble

Ko owmbkn 183 - HeBoamoxHO co3aath dhaiin, Tak
KaK OH yXe cyLuecTByeT

Kop owmbku: 2388525606 (0x8e5e0226)

Kon owinbkm 259 - [lononHUTenbHblE AaHHbIE
OTCYTCTBYIOT

Kopa owmbkn 1053 - Cnyxba He oTBeTMNa Ha 3anpoc
CBOEBPEMEHHO

Kopa owmnbkn 1083 - NcnonHsiemas nporpamma,
3anyck KOTOPOW HacTpoeH B crnyx6e, He BKIoYeHa B
cocTaB Cnyx0bl

Koga owmnbkn 1060 - YkasaHHas cnyxba He
ycTaHoBreHa

Kopn owmnbkm 1223 - YctaHoBka Ha Windows
Embedded

Kop owwmbkm 1459 (0x000005b3) - 31a onepauus
TpebyeT MHTEPaKTUBHOrO OKOHHOTO TepMuHana
Kopa owmbkn 1812 - YkasaHHbIn daiin obpasa He
COOEPXKMUT CEKLMN PECYPCOB

Kop owwmbkm -536870387 (-3758096909)

Ko owmnbkn 0x80070005 - OTkasaHo B foCTyne
Koga owmnbku 0x8007051b - ATOT naeHTudmkaTop
6€e30MacHOCTN He MOXET ObITb Ha3Ha4eH
BnajenbLeM 3Toro obbekta

Kopa owwmbkn 0x80070643 - B npoLiecce yCcTaHOBKM
npowusoLuna Heucnpasvmasi owndka

Ko owmnbkn 0x80070652 - Yke 3anyLieHa apyras
KOMWs npoLecca ycTaHOBKU. 3aBepLumTe yxe
HayaTyl yCTaHOBKY, Mpexae Yem 3arnyckaTb HOBYIO
Mbl 0BHapyxunv npeablayLLyto yCTaHOBKY,
BbINONHEeHHyto n3 EXE-cavina

O6GHOBMEHNe msi-nakeToM He NoAAepPKMBaETCA

He ynaetcs ynanutb 6Gonee paHHo BEPCUIO
Rutoken Drivers

Hy>HbI charin HaxoOuUTCs Ha CeTEBOM pecypce,
KOTOpbIV ceyac He[oCTyneH
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Bxopn B cuctemy MapkMpoBKku YecTHbIN 3HaK C
nomoLblo PyTokeHa

Owwubka He HaligeHa cooTBETCTBYOLLAsN KnoveBas
napa Ha cante YecTHbIn 3HaK

Bxopa B nuyHbIn kabuHeT KOJ1 nalog.ru no PyTokeH
Bxop B nuuHbIii kabuHeT UM nalog.ru no PyTokeH
Bxopn B nuuHbIN kabuHeT KOJ1 nalog.ru no PyTokeH
QLM 2.0 ana ETANC

Owwnbka: JTOT calT He MoXeT obecneynTb
6e3onacHoe coeauHerve B JIK KOJ1 Ha nalog.ru
Owwubka: CooTBeETCTBYIOLANA cepTudmkaTy
KrnoYeBas napa He HandeHa npy BXoae Ha canT
nalog.ru

Owwubka: He ynaeTtca o6HapyXuTb TOKEH UK cMapT-
KapTy Ha nalog.ru

Owwubka: Ha PyTokeHe HeT cepTudukatoB Ha nalog.
ru

He ynanock o6patutbes k cepeepy ¢
MCMONb30BaHMEM 3aLLULLEHHOrO COEANHEHNS Ha
nalog.ru

TOoKeHbl UM cMapT-KapTbl HEAOCTYMHbI
CuctemHas cnyxba CmapT-kapTbl He OTBEYaeT Ha
3anpochl

PyTokeH He BuaeH B MNMaHenu ynpaeneHus PyTokeH
MpekpalleHa paboTa nporpammel MNaHenb
ynpasnexusi PyTokeH

CepTudmkat HeHaaexeH"/"He yaanock npoBeputb
cTaTtyc oT3bIBa

He ycTaHoBneH kopHeBow cepTudukar.
[MpocmoTpeTh | YcTaHoBUTL

KonunyecTBo NoAKMOYEHHBIX CYMTLIBATENEN CMapT-
KapT AOCTUIMO MaKCUManbHOro 3Ha4YeHust

PIN-kop MNMonb3oBaTtens 3abnoknposaH

PIN-kog AoMuHucTpaTopa 3abnokupoBaH

Koga owmnbkn 0x80100017 - YkazaHHOe yCTPOWUCTBO
YTeHUs cenyac HeJOCTYNHO

HeT pgoctyna k cuctemHon cnyx6e CmapT-kapThl.
[anbHenwasn pabota HEBO3MOXHA.

He yzanock nony4untb BCo MHGOPMALMIO O TOKEHE.

dain/ RSF He HaligeH

OGHapy»KeHO noBpexaeHne cucTeMHoln obnacTu
namaTu (owmnbka CRC)

CoctosiHne namstn Rutoken He namenunocs. Kopg,
owmnbkm 0x6400

PedepeHcHble AaHHble He HanaeHbl

He ynaetcs yBennunTb KOMUMYECTBO CcYMTbIBaTENEN
PyTokeH S

0x8009001d - BubnroTeka nocTasLynka
NPOUHULManNu3MpoBaHa HenpaBuibHO

KonunyecTBo NoakMoYeHHbIX CYMTLIBaTENEN CMapT-
KapT AOCTUIIO MaKCUMarnbHOroO 3Ha4YeHust

Kop owwnbkm 19 B Jucnetyepe yCTPOUCTB Ha
YcTpoincTBe YteHus cmapT-kapT Microsoft Usbccid
(WUDF)

Kop owwnbkm 28 B lucnetyepe yCTPOUCTB Ha
ycTpovictee CmapT-kapTa

Kop owwubkm 37 B Jucnetyepe yCTPOUCTB Ha
Windows 10

Koga owmnbkn 39 B [lcnetyepe ycTponcTB Ha
Windows 10

Kop owmbkm 52 B lucnetyepe yCTPONCTB Ha
Windows 7 / Server 2008 R2

FreeRDP B Linux 3aBrcaeT npu nonbiTke
yAaneHHom paboTbl C TOKEHOM

OpenVPN knueHT 3asucaet / He 3anpawwmsaeT PIN-
Ko oT PyTokeHa

PytokeH U2F He paboTaeT B Linux

YcraHoBka apansepa PytokeH S ansa AltLinux 8 64-
bit (x64)
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® [InaruH Ha nopTtane Gosuslugi He BUAWUT PyToKeH Ha
macOS Catalina

® PytokeH QLI 2.0 / PyTokeH Lite He BuaeH B Terminal
KoMaHzon pcsctest

® [pobpoc yctpoiictea PyTokeH B Parallels Desktop

® [poBepka paboTbl PyTokeH B OS X

® [iByxdpakTopHas ayTeHTUMKaLWs HEBO3MOXHA
nocne BkntoyeHus/nepesarpyskm Ha macOS Catalina

® YcraHoBka Mogyns nogaepxku Cesskm Kntoyen
(KeyChain)

® B gaHHbIi MOMEHT He yaanocb noaknioumTb Rutoken
K Bawen BupTyansHon mawuHe (Parallels Dekstop)

® [Iporpammy He yaaeTcsi OTKpbITb, Tak kKak oHa 6bina
3arpyxeHa He u3 App Store

® [oGaeneHue ycTpoiicTB PyTokeH B VirtualBox Ha
macOS

® Mopaynb nopgaepxku Ceasku Knoyen (KeyChain) -
YcTaHoBka He BbIMOnHeHa

® PyTtokeH S He paboTaeT Ha Makbykax ¢ macOS

0x80070643 536870387 exsi kb-how-to-article KD-troubleshooting-article keychain

linux Macos openvpn pin-koA rdp rutokenvpn virtualbox vmware windows10 winscard apaieepbl

e Fa U C koa10 koa13 koa19 koa37 koaS KOHTENHep _NOBPEXAEH KOPHEBOW KPUMTOMNPO JS10TK

MapKMpOoBKa MOAENb NMMHKOA NPOBpPOC pyTOKEHVPN pyTokeHAnswindows cepTudukaT cepTudmka
T_docb cepTudmkat _qpCcTak cepTudmkaLms TeCTMpoBaHNe KOHTeNHepa yaaneHHasipaboTta dop
MaTupoBaHue YECTHbIN3HaK
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