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Kak opraHn3oBaTth 6e3onacHbIi yaaneHHbIin 4oCTyn U3 AoMa, eCi Y Bac eCcTb
PyTokeH?

A ® Kak opraHusosaTb 6e3onacHblii yaaneHHbI 4OCTyn

13 goma

® He ycTaHoBneH NporpamMmmMHbIi KOMNOHeHT PCPAP-
Kpunto 3

® Owwnbka: He HaiaeHo HY ofgHOro cepTudmkaTa Ha
annapaTHOM KIloye

® He obHapyxeH annapaTHbIN KoY Npy NpoBepKe Ha
EFAVC

® Owwubka: BctaBbTe cmapT-kapTy npu reHepauum RSA
B EFTANC

® Owwnbka Ha MopTane ®CPAP B koHTeliHepe
annapaTHOro KIo4a He Hal4eHo HY OOHOro
cepTudmkaTa
TOKeHbI UM cMapT-KapTbl HEAOCTYMHbI
PytokeH n RDP
CuctemHas cnyx6a CmapT-kapTbl He OTBeYaeT Ha
3anpocsl

® Mopynb nogaepxku Cesasku Kmioyeit (KeyChain) -
YcTaHoBKa He BbIMOMHeHa

® C 1 aHuBaps 2019 roaa 3anpeLleHo dhopmypoBaHme
3N ¢ nomoubio FOCT P 34.10-2001

® CepTtudumkat HeHagexeH / He yananocb npoBeputb
cTaTtyc oT3biBa

® He ycTaHOBEH KOPHEBOW cepTudmKkar.
MpocmoTpeThb | YcTaHoBUTL

® Windows 10 - Cnyx6a yctaHoBLumka Windows
HegoCTynHa
YkasaHHOe YCTPOWCTBO YTEHUS ceiyac HeOCTYMNHO
Koga 37 B [lncnetyepe yctponcts Ha Windows 10
He ynaeTtcsa 3anyctutb chann yctaHoBkv [Jpansepos
PyTokeH

® Kak 3akpbITb 3anyLleHHyto Bepcuto TeamViewer
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Mogenu kntoyeBbIX AEHTUDUKATOPOB PyTOKEH 1
X MapKMpoBKa

Kakow PIN-kog ycTtaHoBneH Ha PyTokeH
3HaveHus PIN-kogoB Ha PyTokeH no ymonyaHuio
Cnoco6bl nsmereHust PIN-koga Ha PyTokeH
CwmeHa PIN-kogoB nonb3oBartens u
agMuHucTpaTtopa Yepes MNMaHens ynpaenexns
PyTokeH

CwmeHa PIN-koga Monb3oBatens ans PytokeHa
cemeiicta QUMM yepes LieHTp cepTudpmkaumnm
PyTokeH

PIN-koa Monb3oBaTtens unu AgMmuHucTpatopa
HeunsBecTeH

PIN-koa Monb3oBaTtens 3abnokuposBaH

PIN-koa AomunHucTpatopa 3abnokupoBaH
[apaHTUNHBLIN CPOK ANA naeHTUdrKaTopos PyTokeH
Kak opraHunsoBaTb 6e30nacHsblii yaaneHHbIi 4OCTyn
13 goma

Monutukn 6esonacHocTn cMeHbl PIN-koaa
Monb3oBartens

Kakvm yaocToBepsoWwmM LLEeHTPOM BblAaH
cepTUcMKaT SNEKTPOHHONM NOANMUCK

[MepBUYHaa amarHocTuka HemcnpaBHOCTU PyTokeH
dopmaTbl Krtoyen ANeKTPOHHOW noanucu
Pytoken n RDP

PyTtokeH n VipNet CSP

TecTupoBaHue LLeNOCTHOCTU KOHTEHepa Yepes
ViPNet CSP

PyTokeH He paboTaeT Ha ESXi 6.5

He ynaetcs npobpocuts PyTokeH no RDP ¢
Windows 7 SP1 / Windows 2008 SP1

Mopaynu nogaepxku PytokeH ans Signal-COM CSP
Ownbkm -164 nnum object Object npu peructpauum
Ha gemo-nnowaake PytokeH Web ans PHP

He nosiBnsieTcsi okHo BBoAa PIN-koga ans PyTokeH
npw nogknoyeHmn no VPN

Ha Bawuem KomnbroTEpPE OTCYTCTBYHOT UMK
HEeKOPPEKTHO HacTpOeHbI cpeacTBa Ansd paboTbl ¢
aun

HeB0o3MOXHO co3fiaHue oGbekTa cepBepoM
nporpammvpoBaHns 06bEKTOB

He yctaHoBneH o6bekt CAPICOM

Owmwubka! bubnunorteka CAPICOM He MoXeT 6bITb
3arpyxeHa

B Balwem 6paysepe oTCyTCTBYIOT paspeLleHnst Ha
ncnonb3oBaHne ActiveX 06bekToB

BkntoueHue / oTkntodeHne cnyxobi
pacnpocTpaHeHusi cepTudmkaTon

Bkntouerne nogaepxkun Pytoken U2F B Mozilla
Firefox

Mpentudpukatopel VID/PID ana moaenen PyTokeH
PytokeHn Web He BuaeH B VipNet Client nocne
nepesarpysku (Windows XP)

AHTuBMpyc Comodo 1 [ipaiiBepbl PyTokeH
PyTokeH S nepecrtaet pabotatb Ha Windows 10
lMpocMoTp cnucka KpMnTonpoBanaepos,
YCTaHOBMNEHHbIX B CUCTEME

BkntoueHne HanomunHaHms o cmeHe PIN-koga no
YMOYaHuio

OneKTpoHHas noanuck: BUAbI U obnactn
npuMeHeHus
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YcTaHoBka [QpanBepoB PyTokeH

Kak npoBepuTb paboTy knto4eBoro
naeHTudgukatopa PyTokeH

Kak cobpatb noru yctaHoBku [IpanBepoB PyTokeH
C6op cBeaeHuii 06 onepaunoHHo cucteme

Kak coenaTb CKpUHLLOT

CKPUHLLOTBI Ans cny0bl TEXHUYECKOWN NOAAEPXKKN
CpencTBo NpoBepkM CUCTEMHbIX (harinos sfc
/scannow

YcTaHoBka [IpanBepoB PyTokeH Yepe3 KomaHaHyto
CTPOKY

Kak 3akpbITb 3anyLueHHyto Bepcuio TeamViewer
[nctaHuMoHHasn nomoLLb Yepes YaaneHHbIn
pabouuit cton Chrome

M3meHeHne cepTudukata no ymonyaHuo ans
Bxoga RDP/VPN

BkntoueHne otobpaxeHus cnucka cepTudmkaToB
RDP/VPN

CwmeHa PIN-koaa vepes LieHTp cepTudmkauum
PyTokeH (ansa cemeinctea SLIM)

3anvcb AaHHbIX Ha dnew-namsate PyTokeH SLM
Flash

dopmaTtupoBaHve dnew-namatu PytokeH LM
Flash

dopmaTnpoBaHme KNYEBOro naeHTUgmukaTopa
PyTokeH

dopmaTUpoBaHne KNYeBOro naeHTudgukaropa
PyTokeH Web

BoccraHoBneHne nporpammel PyTtokeH [luck nocne
ownbkm CKR_DEVICE_ERROR

HacTtpoiika PyTokeH n Teradici

YcTaHoBKa MuHuapansepa

lMpocmoTp cBeAeHWn B NNYHOM cepTudmkaTte
MoanvcaHne JOKYMEHTOB 3NIEKTPOHHON MOAMNUCHIO

Mocne nony4yexusi Hosoro FOCT-cepTudmkaTa
owwmbka B norax YTM
CKR_KEY_TYPE_INCONSISTENT

Yo Heobxoammo ans paboTtbl ¢ ETAVC
Bkntouerue nopaepxkn EFAUC Ha PytokeH QLI
2.0

[MpoBepka roTOBHOCTY KItOYEeBOro
naeHTudmkaTopa PyTokeH k cMeHe
KpunTonposangepa

Bxop B nuuHbIii kabuHeT EFAVC 1 nonyyeHune
RSA-kntova

Owwubka: He yaanock nonyynTs ceptudmkat
YkasaHue HectaHgapTHoro PIN-koga Ha PyTokeH B
HacTporkax YTM

Kak npoBepuTb 1 06HOBUTL Bepcuio YTM
Mepexon Ha YTM EFANC 4.0

HacTtpoiika caiinoB KoHUrypaumm npu nepexoae
Ha YTM 4.0 ETAUC

Mepexop ¢ JaCarta SE Ha Pytoken OLIM 2.0 B
cucteme EFANC

He ycTaHoBneH nporpammMHbii komrnoHeHT PCPAP-
Kpunto 3

PCPAP-Kpunto 3 ¥Yxe ycTaHoBneHa apyras
Bepcusi aToro npoaykTa. MNpoaoskeHne ycTaHoBKM
HEBO3MOXHO

He obHapyxeH annapaTHbIi KoY npu NpoBepke
Ha ETAVC

Hactponka YTM yepes proxy

Mposepka nopta 8080 ana YTM

YpaneHue kntoyeBoli napbl u ceptudpukata FOCT
YpaneHue 3aaBoeHHbIX kntovent RSA Ha PyTokeH
3Lumn 2.0

Kop owmnbku 0x80090029 - 3anpolueHHas
onepauus He NoaAepXKMBaeTcs

B nuyHom kabuHeTe EFAUC oTtcyTCcTBYET
nogpasaeneHve

3aBucaeT npoBepka Ha NyHkTe: Y6eanTech, Y4To Ha
BalleM KOMMNbloTepe BCTaBMNEH annapaTHbIi KoYy
Bxop B nuuHbIii kabuHet EFAVC 1 nonyveHune
RSA-kntoya (cTapblii hyHKLMOHAI)

Owwubka: Key not found

Owwnbka npu 3anycke YTM:
CKR_FUNCTION_NOT_SUPPORTED

Owwnbka: CKR_OBJECT_HANDLE_INVALID
Owwbka: He HaigeHo HM ogHoro cepTudmkata Ha
annapaTHOM Kroye

Owwmbka: CKR_PIN_LOCKED Moagpo6HocTu:
undefined AnnneT: undefined

Owwbka: BctaBbTe cMapT-kapTy

Owmwubka: MNopaknounTe cMapT-kapTy

Owwnbka: CmapT-kapTa He MOXET BbINOMHNUTb
3anpoLUeHHyto onepauuto NMbo onepauus Tpebyet
Apyron cmapT-kapThbl

Owmwmbka: PyHkums: authSignButt() Annnert: false
Owwnbka B meTope createCertificateRecuest
CucTeme He yaaeTcs HalTV yKas3aHHbI NyTb
0x80070003

Owwnbka: Exception has been thrown is file
"Context.cpp" at line 13. HenpaBuneHasa nognuce
Owwubka B meToge createCertificateRequest()
ReferenceError: "btoa" He onpeaeneHo

Owwnbka Ha MNMoptane PCPAP B koHTeliHepe
annapaTHOro KroYa He HaaeHO HY OHOro
cepTudumkaTa
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® [locne o6HoBneHns YTM o Bepcum 4 owmnbka B
norax YTM "Startup failed. An encrypted database
cannot be accessed without the correct boot
password"

He ynaeTtcs 3anyctuThb chaiin yctaHoBky [paniBepoB
PyTokeH

MpoussoguTCs Apyras ycraHoska. Heobxoamumo
3aBepLnTb ee nepes NpoaorHKeHNeM 3ToN
3aBucaeT ycTaHoBka [IpanBepoB PyTokeH Ha
Windows 10

Windows 10 - Cnyx6a yctaHoBLumka Windows
HepocCTynHa

Mpowsowwna owwnbka Npu co3gaHum BpeMeHHOro
arina, Heo6xoAMMOro AN BbINONHEHNS YCTaHOBKM
Kop owwmbku 5 - OTkazaHo B goctyne

Koga owwnbkn 10 - Ownbka B cpeae

Koga owmnbkn 13 - Hegonyctumble AaHHble

Kop owwmbkm 183 - HeBo3moxHO co3aath dhaiin, Tak
KaK OH yxe cyLlecTByeT

Kopa owmnbkn: 2388525606 (0x8e5e0226)

Ko owmnbku 259 - [lononHuTenNbHbIe AaHHble
OTCYTCTBYIOT

® Kop owmbku 1053 - Cnyx6a He oTBeTUNA Ha 3anpoc

CBOEBPEMEHHO

® Kop ownbkm 1083 - NcnonHsemas nporpamma,

3anyck KOTOpOW HacTpoeH B cnyxbe, He BKkrtoveHa B
cocTaB Crnyx06bl

® Kop ownbkm 1060 - YkasaHHas cnyxba He

yCTaHOBINEeHa

® Kop ownbkm 1223 - YcraHoBka Ha Windows

Embedded

® Kop owmbku 1459 (0x000005b3) - Ata onepauus

Tpe6yeT WHTEPaKTUBHOIO OKOHHOro TepMuHana

® Kop ownbkm 1812 - YkasaHHbI hann obpasa He

COOEPXNT CceKkuun pecypcos

® Kop owmbku -536870387 (-3758096909)
® Kop owmnbkm 0x80070005 - OTkasaHo B foCTyne
® Kop owmbku 0x8007051b - A1OT MaeHTUdUKaTop

6€e30MacHOCTN He MOXET OblTb Ha3Ha4eH
BrnagesnbLem 3Toro obbekta

® Kop owmbkn 0x80070643 - B npouecce ycTaHOBKM

npousoLuria HeucnpasumMas owmbka

® Kop owmnbkm 0x80070652 - Yike 3anyLieHa apyras

KOMWsi NpoLiecca yCTaHOBKWU. 3aBepLUUTE yKe
HayaTyto YCTaHOBKY, Npexae YeM 3anyckaTb HOBYIO

®  Mbl 0OGHapYXUW NPeabIAYLLYI0 YCTAaHOBKY,

BbINOMHeHHyto 13 EXE-carnna

® (O6HOBNEHMEe Msi-NakeTom He noaaepXkmBaeTcs
® Het gocTyna k ceTeBol narnke
® He ypnaetcs ynanutb 6onee paHHIOK BEPCUIO

Rutoken Drivers

®  HyxxHbI (hait HAXOAMTCSA Ha CETEBOM pecypce,

KOTOpbIV ceyac HeJoCTyneH
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PytokeH n Kpuntollpo CSP

YcTaHoBKa NUYHOro ceptudumkaTa

ABTOMaTM4YECKas yCTaHOBKA NNYHbIX cepTudmKaToB
KpunTtollpo CSP c PyTokeHa

CosmecTtmMocTb Bepcuii Kpuntollpo CSP v Bepcuii
OC Windows

CoobueHne Kpuntollpo CSP o nepexoae Ha HOBbIN
roCT

TpebyeTcsa HacTpoiika CUCTEMBI

M3ameHeHne PIN-koaa Ha PyTokeH yepes Kpuntollpo
CsP

Kpuntollpo CSP He HacTpoeH ans paboTsl ¢
PyTokeH

Cpok aToro cepTudmkata UCTEK Unu eLle He
HacTynun

KoHTeliHep ¢ cepTudukaTtom nospexaeH
CmapT-KapTa He YATaeTcs B YCTPOWCTBE YTEHUS 13-
3a KOH(NMKTOB B HacTporike ATR

Ha PyTokeH 3anucaHo GonbLue KOHTeiHepoB, Yem
Kpuntollpo CSP moxeT yBuaeTb

HoBble dyHkumn Kpuntolpo CSP Bepcun 5.0
Mopgynu nogaepxku Pytoken ana Kpuntollpo CSP
/JSP

CoxpaHeHue (3KCropT) IMYHOro cepTudmkaTa B
dopmate .CER

CoxpaHeHue (3KCnopT) OBEPEHHOTO KOPHEBOTO
cepTudumkata YL

KonvposaHue koHTenHepa ¢ nomolybio Kpuntollpo
CSP

BcTaBbTe kntoveBon Hocutenb / BctaBneH apyrow
KIMYeBON HoCcUTE b

YnaneHue 3anoMHeHHbIX napone

HekoppeKTHbIN TN HOCUTENS U HOCUTENb He
oTdopmMaTnpoBaH

TecTupoBaHue LenoCTHOCTM KOHTeHepa Yyepes
KpunTtollpo CSP

YpnaneHve koHTelHepa ¢ nomollbto Kpuntolpo CSP
CepTudmkat HeHagexeH"/"He yaanock npoBeputb
craTtyc oT3biBa

He ycTaHoBneH kopHeBow cepTudukar.
MpocmoTpeTh | YcTaHoBUTL

[Ina ncnonb3oBaHusa ceptudmrkaTa Heobxoanmo
yctaHoBuTb Kpuntollpo CSP

YctaHoBka Kpuntollpo CSP kpuntonpoBangepom
no yMonyaHuto

Kakvm ynoctoBepsiioLymM LLeHTPOM BbiaaH
cepTudmKaT SNEeKTPOHHOW NoAnncK

M3meHeHMe MakcMmarnbHoro KonmyecTsa
KoHTelHepoB B Kpuntollpo CSP

HacTtpoiika Kpuntollpo CSP ans paboTbl ¢ PyTokeH
Lite micro SD

Cpok gevicteust atoit Bepcun Kpuntollpo CSP ucrek
Kak BBecTu cepuitHblii Homep Kpuntollpo CSP
BBefeH HenpaBunbHbIA HOMEp NPoAyKTa
MopaepxvBaembix coopok Kpuntollpo CSP B
cucTeme He obHapyxeHo

Banyck Kpuntollpo CSP ¢ npaBamu
agMuHUCTpaTopa

CMeHa KpunTonpoBaigepa no yMonyaHuio Ha
Kpuntollpo CSP

0x8009001d - bubnuoTteka nocTasLLMKa
NpoVHMLUManM3MpoBaHa HenpasuibHO
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Bxopn B cuctemy MapkMpoBKku YecTHbIN 3HaK C
nomoLblo PyTokeHa

Owwubka He HaligeHa cooTBETCTBYOLLAsN KnoveBas
napa Ha cante YecTHbIn 3HaK

Bxopa B nuyHbIn kabuHeT KOJ1 nalog.ru no PyTokeH
Bxop B nuuHbIii kabuHeT UM nalog.ru no PyTokeH
Bxopn B nuuHbIN kabuHeT KOJ1 nalog.ru no PyTokeH
QLM 2.0 ana ETANC

Owwnbka: JTOT calT He MoXeT obecneynTb
6e3onacHoe coeauHerve B JIK KOJ1 Ha nalog.ru
Owwubka: CooTBeETCTBYIOLANA cepTudmkaTy
KrnoYeBas napa He HandeHa npy BXoae Ha canT
nalog.ru

Owwubka: He ynaeTtca o6HapyXuTb TOKEH UK cMapT-
KapTy Ha nalog.ru

Owwubka: Ha PyTokeHe HeT cepTudukatoB Ha nalog.
ru

He ynanock o6patutbes k cepeepy ¢
MCMONb30BaHMEM 3aLLULLEHHOrO COEANHEHNS Ha
nalog.ru

TOoKeHbl UM cMapT-KapTbl HEAOCTYMHbI
CuctemHas cnyxba CmapT-kapTbl He OTBEYaeT Ha
3anpochl

PyTokeH He BuaeH B MNMaHenu ynpaeneHus PyTokeH
MpekpalleHa paboTa nporpammel MNaHenb
ynpasnexusi PyTokeH

CepTudmkat HeHaaexeH"/"He yaanock npoBeputb
cTaTtyc oT3bIBa

He ycTaHoBneH kopHeBow cepTudukar.
[MpocmoTpeTh | YcTaHoBUTL

KonunyecTBo NoAKMOYEHHBIX CYMTLIBATENEN CMapT-
KapT AOCTUIMO MaKCUManbHOro 3Ha4YeHust

PIN-kop MNMonb3oBaTtens 3abnoknposaH

PIN-kog AoMuHucTpaTopa 3abnokupoBaH

Koga owmnbkn 0x80100017 - YkazaHHOe yCTPOWUCTBO
YTeHUs cenyac HeJOCTYNHO

HeT pgoctyna k cuctemHon cnyx6e CmapT-kapThl.
[anbHenwasn pabota HEBO3MOXHA.

He yaanock nony4unts BCO MHAOPMALIMIO O TOKEHE.
dain/ RSF He HaligeH

OGHapy»KeHO noBpexaeHne cucTeMHoln obnacTu
namaTu (owmnbka CRC)

CoctosiHne namstn Rutoken He namenunocs. Kopg,
owmnbkm 0x6400

PedepeHcHble AaHHble He HanaeHbl

He ynaetcs yBennunTb KOMUMYECTBO CcYMTbIBaTENEN
PyTokeH S

0x8009001d - BubnroTeka nocTasLynka
NpoVHMLUMan1MaMpoBaHa HenpasuibHO

Kopa owmnbkmn 0x80090029 - 3anpolueHHas onepaums
He noafepXxuBaeTcs

He BuaHbl cepTudpukatel RSA (TpebyeTcs
ycTaHoBka o6HoBneHuns Windows XP)

KonunyecTBo NoakMoYeHHbIX CYMTLIBaTENEN CMapT-
KapT AOCTUIIO MaKCUMarnbHOroO 3Ha4YeHust

Kop owwnbkm 19 B Jucnetyepe yCTPOUCTB Ha
YcTpoincTBe YteHus cmapT-kapT Microsoft Usbccid
(WUDF)

Kop owwnbkm 28 B lucnetyepe yCTPOUCTB Ha
ycTpovictee CmapT-kapTa

Kop owwubkm 37 B Jucnetyepe yCTPOUCTB Ha
Windows 10

Koga owmnbkn 39 B [lcnetyepe ycTponcTB Ha
Windows 10

Kop owmbkm 52 B lucnetyepe yCTPONCTB Ha
Windows 7 / Server 2008 R2
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MnarvH Ha noptane Gosuslugi He BUAUT PyTokeH Ha
macOS Catalina

PyTokeH He oTobpaxaeTtcs B Terminal Ha macOS ¢
npoueccopom Apple M1

Mpo6poc yctpoiictBa PyTokeH B Parallels Desktop
Mposepka paboTbl PyTokeH B OS X

[iByxdbakTopHasi ayTeHTmrkaLms HeBO3MOXHa
nocne BkntoyeHus/nepesarpyskm Ha macOS Catalina
YcrtaHoBka Mogyns nogaepxku Cesskm Kntoyen
(KeyChain)

B AaHHbI MOMEHT He yaanock noakniountb Rutoken
K Bawen BupTyansHon mawuHe (Parallels Dekstop)
Mporpammy He yaaeTcsi OTKPbITb, Tak Kak OHa Obina
3arpyxeHa He u3 App Store

[ob6asnexune yctporictB PyTokeH B VirtualBox Ha
macOS

Mopaynb nogaepxkn Cesasku Kntoveit (KeyChain) -
YcTaHoBka He BbIMOnHeHa

PyTokeH S He paboTaeT Ha Makbykax ¢ macOS

He pa6otaet PyTokeH NnarvH B macOS

FreeRDP B Linux 3aBucaeT npwv nonbiTke
yAaneHHon paboTbl C TOKEHOM

OpenVPN knueHT 3aBucaet / He 3anpalwumsaeT PIN-
koa oT PyTokeHa

PyTtokeH U2F He paboTaeT B Linux

YcTaHoBka gpanBepa PytokeH S ans AltLinux 8 64-
bit (x64)

YnaneHue nakeToB apaiisepoB PyTokeH B OC Linux
Mpobnema onpeaenexns PyTokeHa npy Hanuuum
naketa OpenCT B OC GNU/Linux
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