AyTteHTudpukaums B AlterOS npu nomowm RSA knioyen Ha
PyTtokeH QUMM

Co3sfaHue kntoven n cepTudumkaTon

[ob6aBneHune cepTudmkaTa B CUCOK JOBEPEHHbIX
HacTtpoika pam_pkcs11

PervcTtpauus Mmogyns Ans ayTeHTUdukaumum B cucteme

Mogxkniounte ycTponcTs cemeiictea PyTokeH SLUM k komnbloTepy.

Mepea Hayanom paboTbl, yCTaHOBUTE CreaytoLme nakeTbl:

sudo yum updat e

sudo yuminstall ccid opensc pam pkcsll gdm plugi n-snartcard pll-kit openssl-pkcsll
# -

sudo pcscd

3arpysuTe moayns librtpkcs11ecp.so n yctaHoBuTe:

sudo rpm-i |ibrtpkcsllecp-2.3.0.0-1.x86_64.rpm

CospgaHue kno4ven n ceptudmkaTtoB

Bbl MOXeTe NponycTuTb AaHHbIA pa3gen, ecnv y Bac yxe umetotcst Heobxogumble RSA kntoum.
Ecnu kntoyeii HeT, HUXe KoMaHAa Anst UX CO34aHuIo:

pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

MapameTp id 3agaeT ngeHTUdUKaTOp KNOYEBOK Napbl.

Tenepb HYy>KHO MONYYUTb CEpPTUPMKAT:
® cospganiTe camonoanucaHHbI cepTudmkaT:
openssl

penSSL> openssl engi ne dynanmic -pre SO PATH: /| i b64/ openssl/engines/|ibpkcsll.so -pre |D:pkcsll -pre LIST_ADD: 1
-pre LOAD -pre MODULE _PATH:. /usr/1ib64/1ibrtpkcsllecp.so

penSSL> req -engi ne pkcsll -new -key 0:45 -keyform engi ne -x509 -out cert.crt -outform DER

® ynu cospaniTe 3anpoc Ha cepTudukaTt Ans nepegaym ero B YL


https://www.rutoken.ru/support/download/pkcs/

openssl

QpenSSL> openssl engine dynamic -pre SO PATH:/1ib64/ openssl/engi nes/|ibpkcsll.so -pre I D pkcsll -pre LIST_ADD: 1
-pre LOAD -pre MODULE_PATH: /usr/1ib64/1ibrtpkcsllecp.so

penSSL> req -engi ne pkcsll -new -key 0:45 -keyform engi ne -out request.req

CoxpaHute cepTUdMKaT Ha TOKEHE:

pkcs1l-tool --nodule /usr/lib64/librtpkcsllecp.so -1 -y cert -wcert.crt --id 45

[MpoBepbTe, YTO TOKEH MOAKMHOYEH U HA HEM COXPaHEHbI CeEPTUMKaTLI U KIOYN.

[obaBneHne cepTudmkarta B CMCOK AOBEPEHHbIX

Cospaiite 6a3y AaHHbIX JOBEPEHHbIX CepTUMKaToB

sudo nkdir /etc/pam pkcsll/ nssdb
sudo chnod 0644 /etc/pam pkcsll/ nssdb
sudo certutil -d /etc/pam pkcsll/nssdb -N #

sudo nodutil -dbdir /etc/pampkcsll/ nssdb/ -add pll-kit-trust -libfile /usr/lib64/pkcsll/pll-kit-trust.so

Bbirpy3ute Baw cepTudukaT ¢ TOKeHa (ecnu Bbl NOMb30BanNuCh AN NONy4eHust cepTudmkaTa BblLLEONMCAHHOW UHCTPYKUWMel , To ID = 45):

pkcs11l-tool --nodul e=/usr/1ib64/librtpkcsllecp.so -1 -r -y cert -d <ID> -0 cert.crt

[o6aBbTe cepTuduKaT B JOBEPEHHbIE:

sudo cp cert.crt /etc/pki/ca-trust/source/anchors/ # ,
sudo update-ca-trust force-enable

sudo update-ca-trust extract #

Hactpowka pam_pkcs11

CospaiiTe (Hanpumep, Ha pabodem cTone) TekcToBbIv hann pam_pkces11.conf co cneayowmm coaepXumbim:



pam pkcs1l {

nul l ok = fal se;

debug = fal se;

use_first_pass = fal se;

use_aut ht ok = fal se;

card_only = fal se;

wait_for_card = fal se;

use_pkcs1ll_nodul e = rutokenecp;

# AKtiv Rutoken ECP

pkcsll_nodul e rut okenecp {
nodul e = /usr/1ib64/1ibrtpkcsllecp.so;
sl ot _num = 0;
support _thread = true;
ca_dir = /etc/pampkcsll/cacerts;
crl_dir = /etc/pampkcsll/crls;
cert_policy = signature;

}
use_nmappers = di gest;
mapper _search_path = /usr/|ib64/pam pkcsll;
mapper digest {
debug = fal se;
modul e = internal;
al gorithm = "shal";

mapfile = file:///etc/pam pkcsll/ di gest_nappi ng;
}

MomecTuTe baiin B katanor /etc/pam_pkecs11/:

cd /etc/pam pkcsll/
sudo nmv pam pkcsll. conf pam pkcsll.conf.default #
sudo nkdir cacerts crls

sudo cp /path/to/your/pam pkcsll. conf /etc/pam pkcsll/

Pernctpauus moayns ans ayteHTudpmkauum B cucteme

MopxntounTe Moaynb k cucteme asTopusauuvm PAM:

sudo vim/etc/pam d/ system auth
#
sudo vim/etc/pam d/ passwor d- aut h

Mepen nepBbIM MCMONBb30BaHMEM MOAYIIS pam_unix Jo6aBbTe TyAa CTPOKY CO CreayoLLIMM COAEPXUMbIM:

aut h suf ficient pam pkcs1l. so pkcsl1ll_nodul e=/usr/1ib64/1ibrtpkcsllecp. so

CoxpaHuTte hain u y3HaiTe nons Ballero ceptudmkaTa ¢ NOMOLLbIO crieaytoLien KOMaHabl:



sudo pkcsll_inspect

B pesynbTate oTobpasutcs coobLyeHue:

[tester @ocal host]$ sudo pkcsll_inspect

PIN for token:

DEBUG subj ect _napper.c: 116: Subj ect mapper started. debug: 1, mapfile: file:///etc/pam pkcsll/ subject_mapping,
icase: 0

Printing data for mapper subject:

E=t ester @mi | . ru, CN=t est er, QU=t est, O=t est, L=nsk, ST=nsk, C=ru

Ckonupy#iTe CTpoYKy € onncaHuem ceptudmkata B chaiin /etc/pam_pkes11/digest_mapping B dopmare:

< pkecsll_inspect> -> <_>

[tester @ocal host]$ cat /etc/pam pkcsll/ subject_mappi ng
E=t ester @mi | . ru, CN=t est er, OU=t est, O=t est, L=nsk, ST=nsk, C=ru -> tester

MonpobyWiTe ayTeHTUULMpOBaTLCS:

[tester @ocal host]$ su tester
Pl ease insert your Smart card or enter your usernarmre.
Found the Smart card.
Rut oken ECP <no | abel >!
Smart card PIN:

B okHe 3KpaHa NpMBEeTCTBUA aHanorn4yHo:

3

Please insert your Smart card or el
Found the Smart card.
Ro6po noxanosaTk Rutoken ECP <

é\\ AlterOS

HacTpoiika aBTo6110KMpOBKU



B coctaB naketa libpam-pkcs11 BxoauT ytunuta pkcs11_eventmgr, KoTopasi NO3BONSIET BbINOMHATE pa3nuyHbie 4EeACTBUS NPU BO3ZHUKHOBEHUM CODbLITUI
PKCS#11.

[ns HacTponku pkcs11_eventmgr cnyxuT dain koHdpurypauum - /etc/pam_pkes11/pkes11_eventmgr.conf

Mpumep chavina koHpUrypaumm npeacTaBneH HUXe:

pkcs1l_event ngr

{
#
daenon = true;
#
debug = fal se;
#
polling_time = 1,
# -
#-0
expire_time = 0;
# pkesll
pkcs1l_nodul e = /usr/lib64/1ibrtpkcsllecp. so;
#
#
event card_insert {
# ()
on_error = ignore ;
action = "/bin/fal se";
}
#
event card_renove {
on_error = ignore;
#
action = "ci nnanon-screensaver -command --1 ock";
}
#
event expire_time {
# ()
on_error = ignore;
action = "/bin/fal se";
}
}

Mocne aToro no6asbTe NpunoxeHue pkcs11_eventmgr B aBTo3arpysky v nepesarpysuTe KOMMbOTEp.

[ns aToro co3ganTe dann /etc/xdg/autostart/smartcard-screensaver.desktop

[ Deskt op Entry]

Type=Appl i cation

Name=Smart Card Screensaver

Cormment =Application to |l ock screen on smart card renoval .
Exec=/usr/ bi n/ pkcs1l_event ngr daenon
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