PytokeH OL|I1 B onepaumoHHbIX cuctemax macOS

O6was nHpopmaums
Onpepenexvie Ha3BaHusa modenu USB-TokeHa
MpoBepka KOPPEKTHOCTN NOAKMHOYEHNS CHUTBLIBATENS ANs CMapT-KapT K KOMMbOTEPY
OnpepenexHne Ha3BaHWUA MOAENU cMapT-KapTbl
Mposepka paboTbl PyToken 3L B cucteme
Mpoeepka Hanuuns RSA ceptudmkaToB u knoyeBbix Nnap RSA Ha PytokeH OLIMM
O HauuHas c Bepcun 10.15
© o Bepcun 10.15
Mpoeepka Hanuuus FOCT ceptudmkatoB u kntodeBbix nap FOCT Ha PyTtokeH SLIM
M3ameHeHune PIN-koga PytokeH SLM
Peluenune npobnem ¢ Pytoker SLIT B cucteme

O6wasn nHopmauus

YcTpoinctea cemerictBa PyTtokeH QLM ucnonb3ytotcs aAns 6e3onacHoro XxpaHeHust U NpeabaBneHus NepcoHanbHoM HopMaLMn: Kroyen W poBaHus,
cepTUMUKaTOB, NULIEH3NIA, YAOCTOBEPEHUI N APYTUX JaHHbIX.

[nsa pa6otbl ¢ USB-TokeHoM nogkntoumte ero k USB-nopTy komnbtoTepa.
[nsi paboTbl CO cMapT-KapToON BCTaBbTE €€ B CYUTLIBATENb ANS CMapT-KapT U NoAkniounTe cuntbiBatens k USB-nopty komnbloTepa.

YTto6bl NnpoBepUTL KOPPEKTHOCTL paboTbl PyTokeH SLIM B onepaumnoHHbix cuctemax macOS HeobX0AMMO BbINONHUTL AENCTBUS, YKa3aHHble B AaHHOW
MHCTPYKLUK.

Ecnu Bbl ucnonbayeTe Ans yctponcTBa ctaHaapTHbli PIN-kog (12345678), To pekoMeHayeTcs ero M3MeHWUTb Ha 6onee CroXHbIN.

Onpepenexve Ha3BaHusa mogenu USB-TokeHa

Ecny Bbl paboTaeTte co cMapT-kapToi, TO BbINOMHATL NpoLieaypy, ONMCaHHYI0 B 3TOM pasaene, He Hafo.
[ns onpegenexusi HasBaHus mogeny USB-TokeHa:

1. Mogkniounte USB-TOKEH k kKOMNbIOTEPY
2. Otkporite nporpammy Launchpad.




3. B cTpoke novcka BBeauTe crnoso "nHgopmaums” (information).

Q MHq)opmaLmd

MHdopmMa...cucteme

4. Otkpotite nporpammy UHdopmauus o cucteme (System Information).

5. Ha 6okoBoli naHenu okHa nporpammbl BeiGepute nyHkT USB.
6. [ns USB-TokeHa B OkHe nporpaMmbl 0TO6pasnTCa Ha3BaHne Modenu YCTPOUCTBa U MHopMaLUsi O HeM:

| BON MacBook

¥ AnnapaTHble CpencTea CTpykTypa USB
gIT“‘ oot ¥ LinHa USB 3.0
F';e c::h | BcTpoeHHas knasuatypa Apple / Tpeknag
F'_ r\?\r anne ¥ BRCM20702 Hub

irefire KoHTponnep Bluetooth USB
NVMExpress Rutoken ECP
PCl Mass Storage
SAS
SATA/SATA Express
SPI -
RupUL L. U e oo
Thunderbolt MNpon3soguTens: Apple Inc.
USB ID paaMeLLeHuns: 0x14330000/ 5
iBridge OonycTumblil Tok (MA): 500
AnnapaTHbiit RAID MNoTpebnaemblid Tok (MA): 4]
MN36bIToYHbIA paboyunii Tok (MA): O
Ipadvka/MoHUTOPDI BCTPOGHHI: Oa
NwarHocTuka
3anvch AMCKOB Rutoken ECP:
3BYK
Kamepa ID npogykTa: 0x0030
KapTbl Ethernet :al?egg;):.ssop,menﬂ: 10)5%389
MamaTb CKOpOCTb: Oo 12 M6uT/c
MapannenbHbiii SCSI MpouasoaguTenb: Aktiv
MpuHTEpbI ID pasMeLLeHus: 0x14200000/19
. OdonycTumeblid Tok (MA): 500

YCTPOICTBO |TeHus K... MoTtpebnaemblid Tok (MA): 100
XpaHunnuie M3bBbiTouHbIl paBounii Tok (MA): 0
JnekTponuTaHve

I'IpOBepKa KOPPEKTHOCTU NOAKITIYEHNA CHUTbIBATENA OJ1A CMapPT-KapT K KOMNbOTEPY

Ecny Bbl paboTtaeTe ¢ USB-TOKEHOM, TO BbINONMHATL NPOLIEAYPY, ONUCaHHYI B 3TOM pasferne, He Haao.
[lns NpoBepKM KOPPEKTHOCTY MOAKIIOYEHUS CHATLIBATENS AMSt CMaPT-KapT K KOMMbIOTEPY:

1. MopkntounTe cumTbiBaTEND AN CMapT-KapT K KOMNbIOTEPY U BCTaBbTE B HEITO CMapT-KapTy



2. Orkpoiite nporpammy Launchpad.

L@

3. B cTpoke noucka BBeauTe cnoso "uHdopmauus” (information).

NHPopMa...cucTemMe

4. Orkpoiite nporpammy MHdopMmauusi o cucteMe (System Information).

5. Ha 6okoBoi naHenu okHa nporpaMmbl BbibepuTe nyHkT USB.
6. [nsa cunTbiBaTENs B OKHE NPOrpamMMbl 0TOBpa3uTCsl Ha3BaHWe MOLENU CYUTLIBATENS U UHGOPMALIS O HEM.



[ ] o MacBook Pro
¥ AnnapatHble cpeacTsa CrpykTypa USB
gITAt " ¥ LWina USB 3.0
-;e ooh | BcTpoeHHas knasuaTypa Apple / Tpeknag
E{ r\?VC anne ¥ BRCM20702 Hub
NI\I:’eMére KoHTponnep Bluetooth USB
xpress CCID USB Reader
PCI
SAS
SATA/SATA Express
SPI
Thunderbolt ID npopykKTa: 0x8289
USB ID npousBoguTeENns: 0x05ac (Apple Inc.)
. Bepcus: 1.43
iBridge . CKopocThb: o 12 MéuT/c
AnnapatHbiid RAID MpouseoanTens: Apple Inc.
Mpadvka/MoHuTOpPbI ID pa3melueHus: 0x14330000 /5
OuarHocTuka OonycTuMblid Tok (MA): 500
MoTpebnsemblii Tok (MA): 0
3
annce auckos M36bITouHbIM paboyunii Tok (MA): O
38BYyK BCTPOEHHBIA: Ha
Kamepa
Kaptbl Ethernet CCID USB Reader:
MamaTb
“ ID npogykTa: 0x90cc
MapannensHblid SCSI
P ID nponssoguTens: 0x072f
MpuHTepbl Bepcus: 1.00
VCTpOI‘/’ICTBO 4YTeHWA K... CKopQCTb; Oo 12 MéuT/c
XpaHunuue MpownssoguTens: ACS
SnekTponuTaHWe ID pa3melleHus: 0x14200000/ 8
ve Lonyctumbiil Tok (MA): 500
etb MoTtpebGnaembiid Tok (MA): 100
WWAN M36bITouHbIl paboynii Tok (MA): O
Wi-Fi

370 03HaYaeT, YTo CUUTLIBATENb Af1s CMapT-KapT NOAKMOYEH KOPPEKTHO.

Onpep,eneHVle Ha3BaHUA Modesin CMapT-KapThbl
Ecnu Bbl pabotaete ¢ USB-ToKkeHOM, TO BLINONHSATL NPOLIEAYPY, ONUCaHHYI0 B 3TOM pasjerne, He Hafo.

Mepepn 3anyckom npoLecca onpeaeneHnst Ha3BaHWUs Moernv cMapT-kapTbl:

® 3arpyauTe u yctaHoBuTe naket OpenSC;
® 3arpyauTte u ycraHosuTe 6nbnuoteky PKCS#11;
® onpegenute nyTb Ao 6ubnuotekn librtpkes11ecp.dylib.

AkTyanbHas Bepcusi ycTaHoBouYHoro naketa OpenSC AocTynHa no Cebifke:

https://github.com/OpenSC/OpenSC/wiki

Download

OpenSC 0.22.0 is the latest stable version released on 10.08.2021. It is available as

e Windows installer
o OpenSC-0.22.0_win64.msi for 64 bit programs
o OpenSC-0.22.0_win32.msi for 32 bit programs
s OpenSC-0.22.0.dmg: macOS installer

s opensc-0.22.0.tar.gz: Source code distribution

[ns yctaHosku naketa OpenSC:

1. 3anycTtuTe nporpammMy yctaHoBku naketa OpenSC.
2. B OKHe ¢ yBeJOMIIEHNEM O TOM, 4TO aBTOP NPOrPamMMbl SBMSIETCS HEYCTAaHOBMNEHHLIM pa3paboTunkom HaxmuTe OK.


https://github.com/OpenSC/OpenSC/wiki

7/

3. BoibepuTe B MeHo Apple (.) nyHKT CUCTEMHbIe HacTpoitku (System Preferences).

4. Bbibepute HacTporiky 3awmTa u 6esonacHocTb (Security & Privacy).

[ ] CUCTEMHbIe HAacTPOIKM Ql
E B B Qa Q]
OCHOBHble Pa6ouunii cton Dock Mission SA3bIk U 3awmTa n Spotlight YBepgomnenus
¥ 3acTaBka Control pervoH 6e3onacHoOCTb
[] = N &
PN k-3 e _N S
MoHuTOpBbI SKoHOMUS Knaeuatypa Mbliwb Tpeknag, MpuHTEpbI U 3ByK 3arpy3o4Hblii
3Heprum CKaHepbl TOM
a2 . o
© @ 0 o =
iCloud Y4eTHble 3anucu  App Store Bluetooth PacwvpeHus 0O61wmit
MHTepHeTa goctyn
2L ® © @ @
Monb3oBatenu PoauTenbckuii Siri Time YHUBepcanbHbii
W rpynnbi KOHTPOJ1b Machine pocTtyn
5. HaxwmuTe MNMoaTBepAvTb BXOA,.
[ ] < 3awwuTa 1 6esonacHocTb Q

[ins aTOro nonb3oBaTens 3afaH naposb BXoAa

Filevault  BpaHgmayap KoHduaeHumanbHOCTb

CMeHuUTb napornb...

3anpalmeath Naponb  4epes 5 MMHYT &) NPy BbIXOME U3 PEXWMA CHa MW 3aCTaBKM

Moka3sbiBaTb COOBLLEHUE, eCNV 3KPaH 3a610KUpoBaH

PaspelwnTb MCNob30BaHWe NPOrpaMM, 3arpy>XXeHHbIX 13:

Mporpamma «OpenSC

pkg» 3a6n0kMpoBaHa U He MOXET B6biTb OTKPbITA,

TaK KaK aBTop NpOrpammbl He SBNSIETCS YCTaHOBIEHHbIM pa3paboTynkom.

~

[’ 3 HaxmuTe Ha 3aMok, YTo6bl BHECTU M3MEHEHMS.

MopTBEpPAUTL BXOA,

6. YT06bl NOATBEPANTL OTKPbITUE ycTaHOBOYHOrO naketa OpenSC HaxmuTe OTKPbITb.

ABTOp nporpammbl «OpenSC & " W.pkg» aBnsercs

HeycTaHOB/IEHHbIM pa3paboTynkom. Bbi AeﬁcTBlﬂTeﬂbHO

XOTUTE OTKPbITb NporpamMmmy?

OTKpbITUE NporpaMmbl «OpenSC | .pkg» No3BONUT BCerga 3anyckaTtb ee

Ha aTom Mac.

«OpenSC .pkg» HaxoguTcs B obpa3e aucka «OpenSC-

Mporpamma «Safari» 3arpyavna sToT o6pa3s gucka
github.com.

.dmg».
c

[ Oreors | (CIEETEN




7. CHoBa 3anycTuTe nporpammy yctaHoBku naketa OpenSC n Haxmute MpogonmkuTb.

BeepeHue
PasmeleHue
Tun ycTaHoBKM
YcTaHoBKa

0630p

OpenSC

‘e YctaHoBka: OpenSC

[No6po noxanoBaTb B YcTaHOBLUMK «OpenSC »!

OpenSC smartcard framework

OpenSC provides a set of libraries and utilities to work with smart cards.
Its main focus is on cards that support cryptographic operations, and
facilitate their use in security applications such as authentication, mail
encryption and digital signatures.

OpenSC implements the PKCS#11 API so applications supporting this
API (such as Mozilla Firefox and Thunderbird) can use it. On the card
OpenSC implements the PKCS#15 standard and aims to be compatible
with every software/card that does so, too.

Provided under the terms of the GNU Lesser General Public License
(LGPLv2.1+).

Documentation

The OpenSC Wiki is available at: https://github.com/OpenSC/OpenSC/
wiki and should be consulted for further documentation and support.

8. YT06bI HaYaTb NPOLIECC YCTAHOBKM HaXMuTe YCTaHOBUTD.

BeeneHue
PasmeleHune
Tun ycTaHOBKU
YcTaHoBKka

0O630p

OpenSC

‘e YcrtaHoBska: OpenSC
CraHpapTHas ycTaHoBKa Ha «Macintosh HD»

3Ta ycTaHoBKa 3aiiMeT MB Ha gucke.

HaxxmuTe «YcTaHOBWTb» [ BbIMONHEHWs CTaHAAPTHOM
ycTaHoBKu atoro MO Ha gucke «Macintosh HD».

MN3MeHnTb pa3melleHme ycTaHOBKM!...

Hasap YCTaHOBUTDb




9. B okHe ansa BBOAA YYETHbIX AaHHBIX YKaXWTe Naposb Nofib3oBaTens n HaxMmuTe YCTaHOBUTb Mno.

Mporpamma «YCTaHOBLMK» MbITAETCA YCTAaHOBUTb
Hosoe MMO.

YTo6bl pa3pelwnTh 9TO AeiiCTBME, BBEAMTE Naponb.

MmMsa nonb3osatens: admin

Maponb: | eeeeeee
1
2

10. lNocne 3aBepLueHMs npoLlecca yCTaHOBKM HaxkmunTe 3akpbiTh. B pesynbtarte naker OpenSC 6yaeTt ycTaHOBMEH.

[ ] ‘& YcraHoeka: OpenSC

YcTaHoBKa ycnewHo 3aBeplueHa.

BeepeHwue
PasmeleHue
Tvn yCcTaHOBKM
YcTaHoBKa

0630p YcTaHOBKa npolusa ycrneLHo.

MO ycnewHo ycTaHOB/EHO.

OpenSC

11. Ecnu nocne yCTaHOBKM NakeTa Heo6X0ANMMO OCTaHOBWTb YCTAHOBLUMK, TO HAXMUTE OCTaHOBUTDL.

[nsa Toro 4yto6bl 3arpy3uTb 6ubnuotTeky PKCS#11 nepeignTe no ykasaHHOW CCbinke 1 BblbeprTe HEO6XOANMYHO BEPCUIO:
https://www.rutoken.ru/support/download/pkcs/

Monb3oBaTensam mac0S

YcranoBuwHK 6ubnuotekn rtPKCS11ecp ana mac0S

Bepcua:
MNopaepusaembie OC:  Apple mac0S 12/11/10.15/10.14/10.13/10.12/10.11/10.10/10.9

[ns yctaHoBku 6ubnuotekn PKCS#11:

1. 3anyctuTe nporpammy yctaHoBku 6ubnuotekn PKCS#11 1 HaxxmuTe MpoaoniuThb.


https://www.rutoken.ru/support/download/pkcs/

2. YTtobbl 3anyCcTUTb NPOLECC YCTAaHOBKN HaXXMUTE YCTaHOBUTD.

@ ‘e YcTaHoBKa: PyTokeH a

CTaHpapTHag ycTaHoBKa Ha «Presale»

OTa ycTaHOBKa 3aimMeT MB Ha gucke.
BeegeHue Y A
PasmeuieHmne Ha)kmuTe «YCTaHOBUTb» O71S BbINOJHEHUS CTaHOAPTHOMN
ycTaHoBKW gaHHoro MO gns Bcex nonb3oBaTenei aToro
KOMMbioTepa. Bce nonb3oBaTeny KOMMbioTepa CMoryT
nonb3oBaTbcs aTUM MO.

® Twun yctaHOBKMK

HacTpouTtb Hasap YcTaHOBUTH

3. B okHe Ansi BBOAA yYETHbIX AaHHbIX YKaXUTe Napornb nofb3oBaTtens u HaxmuTte YcraHoButs MO.

_— MporpamMma «YCcTaHOBLMK» MbiTaeTCs YCTAHOBUTDb
HoBoe 0.

Y106bl pa3pelwnTb 3TO AeWCTBMe, BBEAMTE Naponb.

Mma nonb3osaTtens: admin

Maponb: | eeessssl

1

2

OTMeHnTb YctaHoButh MO

4. TNocne 3aBepLUeHUst NpoLecca YCTaHOBKY HaxkmMuTe 3akpbliTh. B pesynbtate 6ubnuoteka PKCS#11 6yaeT yctaHoBneHa.

[ ) ‘e YcTaHoBka: PyTokeH s

YcTtaHoBKa yCnewHo 3aBepLieHa.

BeegeHne
PasmelyeHue
Tvn yCTaHOBKM

YcTaHoBKa

0630p YcTaHOBKa npolLuia ycrneLHo.

MO ycnewHo ycTaHOBNEHO.




5. Ecnu nocne yctaHoBkM 61BnnoTekn HeO6XOANMO OCTAaHOBUTL YCTAHOBLLMK, TO HaxMuUTe OCTaHOBUTb.
[ns Toro 4To6bl ONpeaenuTb NyTb A0 GubnuoTekm librtpkes11ecp.dylib:

1. Ortkponte nporpammy Launchpad.

2. B cTpoke nowvicka BBeguTte crnoso "TepmuHan” (terminal).

Q TepmuHan

TepMuHan

3. Ortkpoiite Tepmunan (Terminal).
-

4. Beepgute kOMaHay:
sudo find /usr -name |ibrtpkcsllecp.dylib

5. Haxwvute Enter. B pesynbTate B okHe TepmuHana otobpasurtcsi nyTb Ao 6ubnuoteku librtpkcs11ecp.dylib.
[android-cb449385bb8d1615:~ admin$ sudo find /usr —name librtpkcsllecp.dylib
[Password:

fusr/local/lib/pkcs1l/librtpkcsilecp.dylib
/usr/local/lib/librtpkcsilecp.dylib

YTo6bl OnpeaenvuTb HassaHUe MOLENN CMapT-KapTbl BBEAMTE KOMaHay:

pkcs1ll-tool --nodule {A} -T
A — nyTb fo 6ubnuoTekum librtpkcs11ecp.dylib.

B paspnene token model otoGpa3nTcs HasBaHne moaeny cMapT-KapThbl.

landroid-cb449385bb8d1615:~ admin$ pkcsll-tool --module /usr/local/lib/librtpkcsllecp.dylib -T
Available slots:
Slot @ (@x@): ACS ACR 38U-CCID
token label ¢ Rutoken ECP <no label>
token manufacturer : Aktiv Co.
token model : Rutoken ECP SC
token flags : login required, rng, SO PIN to be changed, token initialized, PIN initialized, user PIN to be changed
hardware version : 54.2
firmware version : 18.0
serial num : 332882eb
pin min/max t 6/32

MpoBepka paboTbl PyTokeH BLI B cucteme



[nsa nposepku paboTtbl PyTokeH SLIM:

1. TMopakniounTe yCTPOMCTBO K KOMMbIOTEPY.
2. Ortkporite nporpammy Launchpad.

3. B ctpoke noucka BBeauTe cnoso "TepmuHan” (terminal).

Q TepmuHan

‘ >

TepMuHan

4. Otkpoiite Tepmunan (Terminal).
-

5. Beegute komaHay:
pcsct est

6. Haxwvute Enter n BBegute undpy "1".

7. Haxmute Enter n BBegute undpy "1".

8. Haxwmure Enter.

9. Ecnu oTo6pasunocs crnegytollee coobLieHme:
[Onst USB-TokeHa:



L JON

72y admin — -bash — 80x43

MBP- :~ admin$ pcsctest

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext
Testing SCardGetStatusChange
Please insert a working reader
Testing SCardListReaders
Reader 81: Aktiv Rutoken ECP
Enter the reader number
Waiting for card insertion

SCardConnect
SCardStatus

Reader Name

Reader State

Reader Protocol
Reader ATR Size
Reader ATR Value
SCardDisconnect
SCardReleaseContext
Testing SCardEstablishContext
Testing SCardGetStatusChange
Please insert a working reader
Testing SCardListReaders
Reader ©81: Aktiv Rutoken ECP
Enter the reader number
Waiting for card insertion

Testing
Testing
Current
Current
Current
Current
Current
Testing
Testing

SCardConnect
SCardStatus

Reader Name

Reader State

Reader Protocol
Reader ATR Size
Reader ATR Value
SCardDisconnect
SCardReleaseContext

Testing
Testing
Current
Current
Current
Current
Current
Testing
Testing

: Command

: Command
: Command

Last login: Mon Dec 25 16:85:22 on ttys0@0

successful.

successful.
successful.

1
Command successful.

Command successful.
Command successful.

: Aktiv Rutoken ECP

: Command

Ox54

Ox1

15 (oxf)

3B 8B @1 52 75 74 6F 6B 65 6E 20 44 53 20 C1
Command successful.

Command successful.

Command successful.

successful.
successful.

Command

1

Command successful.
Command successful.
Command successful.
Aktiv Rutoken ECP
Ox54

ax1

15 (exf)

: 3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1
: Command successful.
: Command successful.

PC/SC Test Completed Successfully !

MBP- :~ admin$ [

3Haunt USB-TokeH paboTaer.

ﬂﬂﬂ CMapT-KapTbl:




[ NON ) 7y admin — -bash — 94x39

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext : Command successful.
Testing SCardGetStatusChange
Please insert a working reader : Command successful.

Testing SCardListReaders Command successful.
Reader @1: ACS ACR 38U-CCID

Enter the reader number 1

Waiting for card insertion

Command successful.

Command successful.

Testing SCardConnect

Testing SCardStatus : Command successful.

Current Reader Name ¢ ACS ACR 38U-CCID

Current Reader State ¢ 0x54

Current Reader Protocol H>'{]

Current Reader ATR Size ¢ 16 (0x10)

Current Reader ATR Value : 3B 9C 96 80 52 75 74 6F 6B 65 6E 45 43 50 73 63
Testing SCardDisconnect : Command successful.

Testing SCardReleaseContext : Command successful.

Testing SCardEstablishContext Command successful.
Testing SCardGetStatusChange

Please insert a working reader : Command successful.
Testing SCardListReaders Command successful.
Reader @1: ACS ACR 38U-CCID

Enter the reader number H

Waiting for card insertion

: Command successful.

Testing SCardConnect : Command successful.

Testing SCardStatus : Command successful.

Current Reader Name ¢ ACS ACR 38U-CCID

Current Reader State : 0x54

Current Reader Protocol H> (]

Current Reader ATR Size : 16 (0x10)

Current Reader ATR Value ¢ 3B 9C 96 0@ 52 75 74 6F 6B 65 6E 45 43 50 73 63
Testing SCardDisconnect : Command successful.

Testing SCardReleaseContext : Command successful.

|PC/SC Test Completed Successfully !

3HauuT cmapT-kapTa paboTaer.
10. Ecnu otobpasunocb coobLyeHune:

® ® admin — pcsctest — 80x11
Last login: Mon Dec 25 16:04:48 on ttyso0eo
MBP- :~ admin$ pcsctest

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext : Command successful.
Testing SCardGetStatusChange
|Please insert a working reader | :

3Haunt PyTokeH SLIM He paboTaeT. [Ans pelueHus gaHHon npobnemsl nepenaute B pasgen PelueHne npobnem ¢ PytokeH SLIIMN B cucTeme.

MpoBepka Hannuna RSA ceptudumkatoB n knoveBbix nap RSA Ha PyTtokeH QUMM

Mpouecc npoBepku Hannyma RSA cepTudukaToB M3amMeHUncs B onepaumnoHHon cucteme ¢ Bepcum 10.15.

B nepBom nogpa3sgene onucaH TEKyLUMiA MPOLECC NPOBEPKYU, a8 BO BTOPOM — TOT, YTO Gblf paHblLUE.

HauuHas c Bepcumn 10.15

Mepen nposepkon Hanuuus RSA cepTudumkaTos ¢ knovesbiMU Napamu Ha PyTokeH SLIM 3arpysnTte n ycTaHOBUTE Ha KOMMbIOTEP creumnansHoe
npunoxexve ans pabotsl ¢ RSA-ceptudukatamm.

[nsi Toro 4Tobbl 3arpy3nTb 3TO NPUNOXEHUE NEpPeNanTe No yka3aHHOW CChIke:

https://www.rutoken.ru/support/download/drivers-for-mac/


https://www.rutoken.ru/support/download/drivers-for-mac/

PyTokeHn gna mac0S

Bepcua:
MogaepxneaeMele OC:

CneunansHoe NpUAoKEHHe AnA padoTsl RSA-CepTUDUKATOB Ha YCTPORCTEAX CeMeiicTEa PyToKeN
JUM & MCNONbI0BAHMEM HHCTPYMEHTOE macOs.

[insi yCTaHOBKN NPUSIOKEHUS:

1. 3anycTuTe nporpammy yctaHoBku. Ha akpaHe oTobpasuTcs okHo PyTokeH anst macOS.
2. B 3TOM OKHE C NOMOLLbIO MbILIW NEPEHECUTE 3Ha4oK npunoxeHust PyTokeH ana macOS B nanky Applications.

eC e | PyTokeH ans macOS

PYTOKEH

3. B okHe PytokeH anst macOS fBa pasa wenkHute no nanke Applications. OTkpoeTcsi nanka NporpaMmel.
4. Hanpute B aTol nanke npunoxeHve PyTokeH ans macOS v aBa pasa LUeNkHUTE Mo Hemy.

[ JON ) {21 MporpamMmbl

: ~

- -
—

PyTokeH gns
macOS

L
i8N
e

.« »

5. YTtobbl NnoaTBEPANTD OTKPLITUE NPUIMOXEHNS, HAXMUTE OTKprTb. B pesynbTaTe Ha akpaHe 0TOOpa3nTCcs yBeAOMIIEHME O TOM, YTO cUcTema

HacTpoeHa.
daiin «PyToKeH gna macOS» siBngeTca NPorpaMMoi, 3arpy>KeHHoM
— - — 13 UHTepHeTa. Bbl JeACTBUTENIbHO XOTUTE OTKPbITb ero?
n www.rutoken.ru

? OTMeHnTb MokasaTtb Be6-cTpaHuLy OTKpbITb




® OO PyTokeH ans macOS

- CucrtemMa HacTpoeHa

macOS roTtoea Kk paboTe ¢ yCTpONCTBaMMK
PyTokeH.

TexHnyeckas noanepxka:

hotline@rutoken.ru
+7 (495) 925-77-90

6. 3akpoiiTe OKHO C 3TUM yBeOMNEHNeM 1 OkHO PyTokeH Ans macOS.

[ns npoBepku Hannumst RSA cepTudmkaTos ¢ kntodeBbiMu napamu RSA Ha PytokeH SLIM:

1. MopknioynTe yCTPOMCTBO K KOMMbLIOTEPY.
2. Otkporite nporpammy Launchpad.

TepMUHan

4. Otkpovite Tepmunan (Terminal).
-

5. Beepute komaHay:

sc_auth identities

B pesynbTaTte B okHe TepmuHana otobpasuntcst nicpopmaumsa o060 Bcex RSA-cepTudmkatax ¢ kroveBbiMy napamm RSA, xpaHswmxes Ha
yctponctee PyTokeH SLIM.



[ NON ) 73 user — -bash — 80x24

Last login: Mon Nov 18 17:34:14 on ttys@@e
android-93312e4947dbd71c:~ user$ sc_auth identities
objec[1245]: Class TKTokenRefImpl is implemented in both /System/Library/Framewor
ks/Security.framework/Versions/A/Security (@x7fff8afc@@98) and /System/Library/F
rameworks/CryptoTokenKit.framework/ctkbind.bundle/Contents/Mac0S/ctkbind (@xl@ec
3cd4@). One of the two will be used. Which one is undefined.

objc[1245]: Class TKTokenRefCtkd is implemented in both /System/Library/Framewor
ks/Security.framework/Versions/A/Security (@x7fff8afceec®) and /System/Library/F
rameworks/CryptoTokenKit.framework/ctkbind.bundle/Contents/MacOS/ctkbind (@x1@ec
3cd68). One of the two will be used. Which one is undefined.
SmartCard: ru.rutoken.RutokenApp.Rutoken:EBreHuid BenoB(864778457)
Unpaired identities:

D4E2D7EQ6C852703361B81E7991095194482CEBC EBreHunin benoe, Users
android-93312e4947dbd71c:~ user$ [

Oo Bepcun 10.15

Mepea 3anyckom npouecca npoBepku Hanuunst RSA cepTtudmkaToB u kntodeBbix nap RSA Ha PytokeH QLI 3arpy3uTe u ycTaHOBUTE Ha KOMMNbIOTEP
Moaynb noaaepxku Ceszka Kntoueir (KeyChain).

[nsi Toro 4To6bI 3arpy3nTb AaHHbIA MOAYIb NMOAAEPXKKM NepenamTe No ykasaHHOW CCbINke U BbIGepuTe HEO6X0AMMYIO BEPCUIO MOAYIS:

https://www.rutoken.ru/support/download/drivers-for-mac/

Mopynb nopaepxkn Ceasku Knioueii (KeyChain)

Bepcua:
Mopnepwueaemble OC:  mac0S 10.14/10.13/10.12/10.11/10.10/10.9

Monynt nopaepxkn Cea3ku Knwouel fo6asnaer nogaepxky PyToken 3N npu padore
C cepTHdUKaTamMu RSA. CepTudiMKaTsl M KNiYH MOCT, xpaHauMeca Ha PyToked 3N B CeA3Ke
Kmoyeit (KeyChain), BugHsl He ByayT.

[ns yctaHoBku mMopyns nogaepxku Cesasku Knioyeit (KeyChain) sanyctute nporpaMmmy yCTaHOBKM MOAYIS U CrieAyinTe MHCTPYKLUMAM, oToGpaxatoLwmmes
Ha 3KpaHe.

Mocne ycTtaHOBKM MOAyns nepesarpysnte cUcTemy.
[na nposepkn Hannuna RSA cepTudmkatos u knoyesbix nap RSA Ha PytokeH OLIMM:

1. Mopakniounte yCTpoOMCTBO K KOMMNbIOTEPY.
2. Ortkpovite nporpammy Launchpad.



https://www.rutoken.ru/support/download/drivers-for-mac/

3. B cTpoke novcka BBeauTe cnoso "cesska" (keychain).

Q cBA3Ka

P

CBg3Ka Knouen

4. OrtkponTte nporpammy Cesiska kntover (Keychain Access).

A

1

5. B GokoBoli naHenu okHa nporpamMmbl BbibeprTe Ha3BaHue ycTponcTea. B okHe nporpammbl oTobpasatcs RSA cepTudukaTbl 1 KnioveBble Napbl
RSA, xpaHsiwpmecs Ha yCTpoWcCTBe.

[ XN ] Casizka Kiioyeit
@ HaxmuTe, 4T06bl OTKPbITL AOCTYN K CBA3KE Knloueil «Rutoken ECP <no label> (3527628d)». Q Mowuck
Casizku Knioyeit
Omutpuesa AHacTacus
ﬁ’ Rutoken ECP <...label> (3527628d) | Boinan: AKTIV-SUBCA
@ Bxoa VicTekaeT: BTOpHYK, 27 Hos6ps 2018 T, 12:07:51 MocKsa, CTaHAapTHOE BpeMs!
@ JlokanbHble 06beKTbl @ Ceprudukat aelicTenteneH
&) Cucrema
LleHTpbl ceptudukaummn [lata uameHeHus
Rutoken E bel> (
 OmwTpesa Anactacus 3aKpbITbIiA KNioY Rutoken ECP <no label> (...
=] Ivanov Ceptudukar - 26 pek. 201... Rutoken ECP <no label> (...
[=] dmitrieva_1511774107129_rutokenVpnClient  CepTudukat - 17 nex. 2019... Rutoken ECP <no label> (...
ﬁf dmitrieva_1511774107129_rutokenVpnClient  3akpbiTbiit Koy - - Rutoken ECP <no label> (...
Kateropust
/& Bce 06bekThI
/.. Naponn
CeKkpeTHble 3aMeTKu
[ Mow ceptudmkatsi
T Knoun
= Ceprudukarel
= I i WICronmposary OBbexTos: 5

6. LLlenkHWTe NeBoit KHOMKOWM MbILWK B CTPOKE C HeobxoamMmblM RSA cepTudmkaTom unm knodesor napoi RSA.
- Ans RSA cepTudmkata B BEpXHEl YacTu OkHa NporpaMmbl 0Tobpasmntcsa uHcdopmMaumsi o BbIGpaHHOM cepTudukaTe. Y AecTBUTENBHOMO
cepTudmkaTa oTobpasntcsa cooblieHune "Ceptudukat gencrTeutenen";

_ H N

BbigaH: AKTIV-SUBCA

McTekaeT: BTOpHWK, 27 Hoabps 2018 r., 12:07:51 MockBa, cTaHOapTHOe Bpems
@ CepTudukaT geicTsmTeneH

@m’%ﬂdp

Hhanetared
o~ g

- ANs KnoYeBo napbl RSA B BEpXHEN YacTy OKHa NporpaMmbl 0To6pasnTcs MHGopMaLmusi 0 BbIGpaHHOM KIYEBON nape.

MBaHoB MBaH -3
Twun: 3akpbiTblid kntod, RSA, 1 024 6ut
Wcnonesoeanme: pacwuopoeka, noanvch, BoccTaHosneHne nognvcy, passepTka

YUT06bI OTKPLITE RSA cepTudmkaT unu kntoyesyto napy RSA LienkHWTe ABa pasa no CTpoke ¢ MMeHeM Heobxoaumoro obbekTa. B pesynbtate



OTKPOETCH OKHO C NOSHOM MHdopMaLmelt 0 HeMm.
[ns RSA cepTudukara:

@® @ Omutpresa AHacTtacus

OmMutprueBa AHacTacus

BoipaH: AKTIV-SUBCA

McTekaeT: BTOpHUK, 27 Hosbpa 2018 r., 12:07:51 MockBa, cTaHgapTHoe Bpems
@ CepTtudukaT gelicTeuTeneH

==
éﬁw’ﬂiﬁ//{w

p [OoBepue
¥ MoppobHee

KoMnoHeHT poMeHa ru
KomnoHeHT pomeHa guardant
KoMnoHeHT gomeHa aktiv
Moppaspenenne AktivUsers
Moppazpenedne UsrTechnologyPartners
Obwee nma [OmuTpuesa AHacTacusa
Appec E-mail Dmitrieva@rutoken.ru

KoMnoHeHT poMeHa ru
KomnoHeHT pomeHa guardant
KoMnoHeHT gomeHa aktiv

O6wee uma AKTIV-SUBCA

CepuWiiHbIil HOoMep

Bepcusa 3
[Ons kntoyeBoi napbl RSA:
[ ) [ ) dmitrieva_1511774107129_rutokenVpnClient
QLGIEAEN noctyn

(0 Mma: | dmitrieva_
&LI;/ Tun: 3akpbeiToiii kntod, RSA, 2 048 6ut

Mcnonb3oBaHue: noanuch, BocctaHoeneHue nonucu
Data BCTYMN/€HUA B CUNy: --

[aTa ucteyeHus cpoka AevCTBUA: --

KoMmMmeHTapuu:

Ecnu ansa PytokeH 3L Bbl ucnone3yete craHaapTHbeIn PIN-koa (12345678), To cnegyeT ero namMeHuTb Ha 6onee CroXHbIi.

Mpoeepka Hannuna TOCT cepTudmkaToB u kntodesbix nap FOCT Ha PyTtokeHn UMM

[ns nposepku Hannuusi FTOCT cepTudumkaTos u kmoyeBbix nap MOCT Ha PytokeH SLIMM:

1. MopgknioynTe yCTPOMCTBO K KOMMbIOTEPY.



2. OtkpoWite nporpammy Launchpad.

3. B cTpoke noucka BBeauTe cnoso "tepmuHan” (terminal).

Q TepmuHar

‘ >

TepMUHan

4. Otkpovite Tepmunan (Terminal).
-

5. BBegute komaHay:

pkcsll-tool --nodule {A} -O

A — nyTtb no 6ubnunoteku librtpkcs11ecp.dylib.
B pesynbTaTte B okHe TepMmuHana otobpasuntcst nHdopmaumsa 060 Bcex cepTudukatax, xpaHsawmxcs Ha PyTokeH LM,
[ NON ) 7% admin — -bash — 80x24

Last login: Tue Feb 6 15:41:01 on ttys@ee
[android-cb449385bh8d1615:~ admin$ pkcsll-tool --module /usr/local/lib/librtpkcsi]
lecp.dylib -0
Using slot @ with a present token (8x@)
Public Key Object; GOSTR3410

PARAMS 0ID: 06072a850302022400

VALUE: 6721bbaé2e8cf5cd30d54646d32bcP6c091e8587ee61097e65451930Fb06728F
Bbdbfd407653c556b41e99106F194a040d04d1a0917906c8bbabb4046b239ed8

label: B publicKey

ID: 1ced4eb700000000100d36eal38ed301

Usage: verify

Public Key Object; GOSTR3410
PARAMS 0OID: 06072a850302022301
VALUE: 8b081e84806367866c20efdl7d6leffd59fbb4ab7be78e496d176F45cab53ch0
a31e2910577e091931d8b0B2a286008157ce755973daccdel38b568cd99foffes

label:
ID: 4976616e6T762d34
Usage: verify

Public Key Object; GOSTR3410
PARAMS OID: 06072a850302022400
VALUE: feaBBaf6964fac77e7a03e3169a4498b76398718e344FF930ed0c95e1912e93e

6653795fa22c0887740a2104b9125F499bc84eb5eafc3929a040831067d1378ec
label:

ID: 313830313136313230352d313233343536373834353434

YT06b!I OTKPLITE CEPTUMUKAT UNK KNkoYeByH napy ckonupyinte ID Heobxoammoro o6bekTa 1 BBeAUTE KOMaHAay:



pkcs1ll-tool --nmodule {A} -r -y cert --id {B} | openssl x509 -informder -text

A — nyTb Ao 6ubnuoteku librtpkcs11ecp.dylib.
B — ID ceptudumkaTa.

B pesynbTate B okHe TepmuHana otobpasutcsa nonHas uHdopmaums 06 ykazaHHOM oObekTe.

[ ) @ 2y admin — -bash — 125x65

android-cb449385bb8d1615:~ admin$ pkesll-tool --module /usr/local/lib/librtpkesilecp.dylib -r -y cert --id lced4eb708860000010
0d36ea138ed301 | openssl x509 -inform der -text
Using slot @ with a present token (8x8)
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
12:00:24:c8:ce:00:20:79:60:b3:05:1d:dd:00:00:00:24:c8:ce
Signature Algorithm: GOST R 34.11-94 with GOST R 34.10-2001
Issuer: emailAddress=support@® .ru, C=RU, L=Moscow, 0=
Validity
Not Before: Jan 15 15:87:42 2018 GMT
Not After : Apr 15 15:17:42 2618 GMT
Subject: CN=\xD@\x98\xD@\xB2\xDo\xB@\xD@\xBD\xD@\xBE\xDB\xB2 \xD8\x98\xDe\xB2\xD@\xBo\xD@\xBD-2
Subject Public Key Info:
Public Key Algorithm: GOST R 34.10-2001
Public key:
X:8F7206FB301945657E0961EE87851EQ96CCA2BD34646D538CDFE58C2EA6BB2167
Y:D89E236BB464A5B5C8067991A0D1048DB44A196F10991EBL56C5537640FDDEOB
Parameter set: id-GostR3416-2601- -XchA-ParamSet
Digest Algorithm: id-GostR3411-94-1 ParamSet
X589v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
X509v3 Extended Key Usage:
TLS Web Client Authentication
X509v3 Subject Key Identifier:
30:DE:6C:F8:52:89:A6:E7:87:58:CF:BA:FB:01:53:A4:EE:8E:97:05
X509v3 Authority Key Identifie
keyid:15:31:7C:B@:8D:1A:DE:66:D7:15:9C:49:52:97:17:24:B9:01:7A:83

LLC, CN=( Test Center 2

X589v3 CRL Distribution Points:

Full Name:

URI:http://testca.

Authority Information Access:

CA Issuers - URI:http://

0CSP - URI:http://testca.

.ru/CertEnroll/ %28Test%20Center%262.crl

ru/CertEnroll/test-ca-2014_
i.ru/ocsp/ocsp.srf

%28Test%20Center’%202.crt

Signature Algorithm: GOST R 34.11-94 with GOST R 34.16-20061
:1e:d8:19:00:50:83:ce:86:c9:21:99:02:ca:d2:e1:72;
c4:57:83:F9:28:85:1f:e6:2b:bd:97:8a
a a2:ee:fh:11:13:4F:04:fd:9ciccifc:i3c:0
99:c8:00:62:06:13:61:92:d9: 7
----- BEGIN CERTIFICATE---—-—
MITDEzCCAsKgAWIBAQITEgAkyM4ATP1gswUd3QAAACT Iz ATBGYqhQMCAgMWF 2E]
MCEGCSqGSIb3DQEJARYUc3VwcG9ydEBjcnlwdG9wemBucnUxCzAJBgNYBAYTALIV
MQ8wWDQYDVQQHEWZNb3Njb3cxFzAVBgNVBAOTDKNSWVBUTY1QUK8GTEXDMSEWHWYD
VQQDExhDU11QVE8tUFJPIFR1c3QgQ2VudGVyIDIwHhcNMTgwMTEIMTUWNzQyWheN
MTgwNDEIMTUxNzQyWjAiMSAwHgYDVQQDDBFQMNCy@LDQvdC+BLIgeJjQstCwaLet
MjBjMBwGBigFAWICEZASBgcqghQMCAIQABgcqhQMCAh4BAGMABEBNIbumLoz1zTDY
RkbTK8BSCR6Fh+5hCX51RRKkw+WZY jwvb/UB2USVWtB6ZEGBZSgQANBNGg kX kGY LWL
ZARrI57Y04IBcDCCAWWWDGYDVROPAQH/BAQDAG TWMBMGALUdJQQMMAOGCCsGAQUF
BwMCMB@GA1UdDgQWBBQw3mz4Uomm54dYz7rwAVOk7g6XBTATBgNVHSMEGDAWGBQY
MXywiRreZtcVnE1S1xckuQFégzBZBgNVHRBEUBOMESgTKBKhkhodHRWOi8vdGY 2
dGNhLmNyeXBOb3Byby5ydS9DZXIORWSyb2xsLONSWVBUTY1QUK81MIBUZXN@ITIw
Q2VudGVyJTIwMi5jcmwwgakGCCsGAQUFBWEBBIGCMIGZMGEGCCSGAQUFBzACh1Vo
dHRW018vdGYzdGNhLmNyeXBOh3Byby5ydS9DZXJORW5Syb2xsL3R1c3QtY2EtMIAX
NFODU11QVE8tUFJIPITIWVGVzdCUyMEN1bnR1ciUyMDIuY3J@MDQAGCCSGAQUFBZAB
hihodHRwOi8vdGVzdGNhLmNyeXBob3Byby5ydS9vY3NwL297c3Auc3ImMAgGBigF
AwICAWNBANIe2BKAUIPOhskhmQLKOUFy9im473rEV4PSKIUFEiu914rxkKii/ Myl
7vsRE@BE/ZzM/DwL9INIAGIGB2GS2fc=
————— END CERTIFICATE-———-
android-ch449385bb8d1615:~ admin$ I

YT06bI cCKONMpOBaTb cepTudMKaT B charin BBEAUTE KOMaHAY:

pkcs1ll-tool --nodule {A} -r -y cert --id {B} > ./{C

A — nyTb o 6ubnuoteku librtpkes11ecp.dylib.
B — ID ceptudukaTa.
C — vms danna.

N3meHeHune PIN-koga PyTtokeH QLM
Mepen 3anyckom npouecca cmeHbl PIN-koga ycTpolictsa:

® 3arpyauTe u yctaHoBuTe naket OpenSC;
® 3arpysuTe u yctaHoBute 6ubnunorteky PKCS#11;
® onpegenute nyTb Ao 6ubnuoteku librtpkcs11ecp.dylib.

[nsi Toro 4To6bl 3arpy3nTb yCTaHOBOYHbIN NakeT OpenSC neperianTe No ykasaHHOW cebifike 1 BbIbepnTe HeoOXoanMyo Bepcuto:



https://github.com/OpenSC/OpenSC/wiki

Download

OpenSC 0.22.0 is the latest stable version released on 10.08.2021. It is available as

¢ Windows installer
o QpenSC-0.22.0_win64.msi for 64 bit programs
o QOpenSC-0.22.0_win32.msi for 32 bit programs
* OpenSC-0.22.0.dmg: macOs installer

* opensc-0.22.0.tar.gz: Source code distribution

[Ons ycraHosku naketa OpenSC 3anycTuTe nporpamMy yCTaHOBKM MakeTa U CriefynTe MHCTPYKUMSIM, OTOBpaXaloLmmes Ha aKkpaHe.

[nsa Toro 4ytoGbl 3arpy3uTb 6Gubnuoteky PKCS#11 nepenianTe no ykasaHHOW ccblfike 1 Bbibepute Heobxoanmyo
BEpCHUIO:

https://www.rutoken.ru/support/download/pkcs/

Monb3oBaTenam mac0S

YcranoBuwuk 6ubnnorekun rtPKCS11ecp ana mac0S

Bepcus:

Mopnepwueaembie OC:  Apple mac0S 12/11/10.15/10.14/10.13/10.12/10.11/10.10/10.9

[ns yctaHoBkn 6ubnuotekn PKCS#11 3anycTtute nporpammy ycTaHOBKM BUONNOTEKN 1 cneayiTe MHCTPYKLMSIM, OTOBpaxXatoLLMMCs Ha 9KpaHe.

[ns Toro 4To6bI ONpeaenuTb NyTb A0 GubnuoTekm librtpkes11ecp.dylib:

1. Otkponite nporpammy Launchpad.



https://github.com/OpenSC/OpenSC/wiki
https://www.rutoken.ru/support/download/pkcs/

2. B cTpoke novcka BBeauTe cnoso "TepmuHan” (terminal).

Q TepmuHar

‘ >

TepMuHan

3. Ortkporite TepmuHan (Terminal).
-

4. Bepgute komaHay:
sudo find /usr -nane |ibrtpkcsllecp.dylib

5. Haxwute Enter. B pesynbTaTte B okHe TepMuHana otobpasutcsi nyTb Ao 6udnuoteku librtpkes11ecp.dylib.

[android-cb449385bb8d1615:~ admin$ sudo find /usr —-name librtpkcsllecp.dylib
[Password:

/usr/local/lib/pkcs11l/1librtpkcsilecp.dylib
Jusr/local/lib/librtpkecsllecp.dylib

[nsi uameHenns PIN-koga BBeaWTE KOMaHay:

pkcsll-tool --nodule {A} --login --pin {B} --change-pin --newpin {C}
A — nyTb fo 6ubnuoteknm librtpkcs11ecp.dylib.

B — Tekywmit PIN-kog ycTpoicTea.

C — HosbIn PIN-kog ycTpoiicTBa.

android-cb449385bb8d1615:~ admin$ pkcsll-tool —--module /usr/local/lib/librtpkcsllecp.dylib --1
ogin —-pin 12345678 —--change-pin —--new-pin 123456

Using slot @ with a present token (0x@)

PIN successfully changed

B pesynbtate PIN-kog ycTpoiictBa 6yaeT U3MEHEH.

Pewenne npobnem ¢ PytokeH 3L B cucteme

[ns Havyana onpegenuTe BepCcuio onepauyoHHOW CUCTEMbI, KOTOPYIO Bbl UcronbayeTe. [ns aToro:

1. Bbibepute B MeHio «Apple» (‘) nyHKT «O6 aTom Mac» (About This Mac).




2. Ha Bknapke O630p (Overview) oTobpaxaeTcst Bepcusi onepaLmoHHOR CUCTEMBI.

[ XON®) MoHWTOPbl ~ XpaHunuwe  loppepxka = O6cnyxuBaHWe

macOS High Sierra

Bepcusa 10.13.2

T

OT4eT 0 cucTeme... O6HosneHwe MO...

™ 1 © 1983-2017 Apple Inc. Bce npaBa 3awuiieHbl. JIMLLEH3WMOHHOE cornaleHne

Ecnu Bbl ncnonbsayete Bepcuto 10.7 1 Bbllle, TO YyCTPOWCTBO cemeiictBa PyTokeH 3L gomkHO onpeaensaTbca cucteMoin aBTomatuyecku. B Takom cnyyvae
NpoBepPbLTE KOPPEKTHO NN NOAKMHOYEHO YCTPOMCTBO K KOMIMBIOTEPY M CHOBa NoBTOpUTE Npoueaypy MNposepka paboTsl PyTtokeH SLIM B cucteme.

Ecnu Bbl ncnonb3ayete Bepcuio Hke 4em 10.7, To He06X0ANMO M3MEHUTL KOHUIYPaLMOHHBIN daiin n nepesarpys3nTb CUCTEMY.
ByabTe o4YeHb BHUMAaTEMbHbI NPy paboTe ¢ KOHGUrypaumoHHbIM ainom info.plist
[ns nameHeHns koHdUrypaumoHHoro danna:

1. Ortkpoiite nporpammy Launchpad.

TepmMuHan

3. Otkponte Tepmunan (Terminal).
4. OTKkponTe KOH(UrypaLMoHHbIn dann. [ina atoro BBeAMTe KOMaHAay:

sudo nano /usr/|ibexec/ Smart CardServi ces/drivers/ifd-ccid.bundle

/ Contents/Info.plist

5. B koHdurypaumoHHbI dann gobasbTe cneaytoLime CTPoKu:



a. B maccuB <key>ifdVendorlD</key> ctpoky <string>0x0A89</string>;

b. B maccus <key>ifdProductID</key> cTpoky <string>0x0030</string>.

c. B maccuB <key>ifdFriendlyName</key> ctpoky <string>Aktiv Rutoken ECP</string>.
6. MNepesarpysute cucremy.

Mocne aToro cHoBa NpoBepbTe paGoTy YCTPOWCTBa B CUCTEME, a8 UMEHHO NoBTOpUTE npoueaypy Npoeepka paboTsbl PyTokeH SLUM B cucteme.



	Рутокен ЭЦП в операционных системах macOS

