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C_GetSlotList()

CK_DEFI NE_FUNCTI ON(CK_RV, C Get Sl ot List)(

CK_BBOOL t okenPresent,
CK_SLOT_I D PTR pSl ot Li st ,
CK_ULONG_PTR pul Count
)
HasHaueHue

PyHKLMS NO3BONSIET NONYYUTb CNCOK 3apPErMCTPUPOBAHHBIX COTOB B cucTeMe. CNnCoK MaeHTUMMKaTOpOB CoToB Bo3BpaLlaeTcs B maccuse Tuna CK_SL
OT_ID. NapameTp tokenPresent yka3blBaeT, 4OMKEH NN CNUCOK BKIMOYATb CMOThI TOMBKO € NOAKMYeHHbIM TokeHamu (CK_TRUE) unu Bce cnotbl
(CK_FALSE); pSlotList yka3biBaeT Ha NnepeMeHHyto, B KOTOPYH BO3BpaLLaeTCsl KONMYeCTBO CrOTOB.

CyluecTByeT ABa BapuaHTa BbidoBa C_GetSlotList:

1. Ecnu pSlotList == NULL_PTR, Ttoraa C_GetSlotList BepHeT B *pulCount TONbKO KONMMYECTBO CMOTOB, @ HE MOJNHOCTLIO CNUCOK. Coaepxumoe
ykasbiBaeMoro pulCount 6ycdepa B TakoM criyyae He uMeeT 3HadeHus, u pyHkumust BepHeT CKR_OK.

2. Ecnu pSlotList'!= NULL_PTR, Torga *pulCount pornmxeH cogepxatb pa3mep (B popmate CK_SLOT_ID anemeHTa) ykasbiBaemoro pSlotList
bydepa. Ecnu pasmep bydepa sBnsieTca 4OCTATOYHBIM Ans TOro, YTobbl BMECTUTbL B c€6S CNUCOK, TO CMMCOK BO3BPALLAETCA B HEM U (DYHKLMS



Bo3BpawaeT CKR_OK. B npotusHom cniydae C_GetSlotList Bosspawaer CKR_BUFFER_TOO_SMALL. B o6oux cnyyasx *pulCount npuHumaeT
3HayeHue, paBHOE KONMYECTBY CIIOTOB.

Mockonbky C_GetSlotList He BbiaenseT cBoe NpocTpaHCTBO, NpUNoXeHne Yacto moxeT BbidbiBaTe C_GetSlotList Asaxapl (a nHorga n bonbLue - ecnu
NpVNOoXeHWe NbITaeTcst MOMyYUTb NUCT CIOTOB C MOAKMOYEHHBIMW TOKEHaMU, TO KONIMYECTBO TakMX CIIOTOB MEHSIETCA MeXAy TeM, Korga npunoxeHue
3anpalunBaeT KONMMYECTBO CMOTOB, U TEM, KOrAa NPUMOXeHWe 3anpalumBaeT caMmm crnoTbl. TeM He MeHee, Heckonbko Bbi3oBoB C_GetSlotList oTHioab He
TpebyeTcs.

Bce cnotbl, nepeaaHHble C_GetSlotList, nomkHbl 6bITe AocTynHbI AN 3anpocoB C_GetSlotinfo B kayecTBe KOPPEKTHLIX CNOTOB. CNOTbI, AOCTYNHbLIE YEpe3
6ubnuotexky PKCS #11, npoepsitotcs Bce Bpemsi BbinonHeHust C_GetSlotList ons nporHosmposaHuns anuHel cnucka. Ecnv npunoxenuve BoisbiBaeT C_GetS
lotList c He-NULL 3HaueHuem pSlotList, n 3aTem nonb3oBaTesb NOAKMIOYAET UMW OTKMOYaeT YCTPONCTBO, U3MEHMBLUMICSA CNUCOK CNOTOB ByAyT BUAUM U
KOPPEKTEH NWLLb B TOM cnyvae, ecnu dpyHkums C_GetSlotList 6yaeT BbisBaHa cHoBa co 3HaveHnem NULL. CnoTbl npu OTKMHOYEHUN TOKEHOB HE
yaanstoTcsi, a nomevatotcs kak nyctole (tokenPresent == CK_FALSE). TekyLlee Konnm4ecTBO CNOTOB NpY NOAKMIOYEHUN HOBbIX TOKEHOB MOXET ObITb
yBeIIMYeHo, yMeHbLLEHWE OCTYNHO Tonbko nocne BbizoBa C_Finalize.

BoaapamaeMble 3HaYeHud
CKR_OK — cbyHKUUs BbINONHEHA YCMELLUHO.
CraHgapTHble koAbl OLWMBOK:
CKR_ARGUMENTS_BAD,
CKR_BUFFER_TOO_SMALL,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY.

PaCLIJVIpeHHbIe KoObl OLIMGOK.

Mpumep



CK_ULONG ul Sl ot Count, ul Sl ot Wt hTokenCount ;
CK_SLOT_I D_PTR pSl ot List, pSlotWthTokenLi st;
CK RV rv;

/* */
rv = C_Get SlotList(CK FALSE, NULL_PTR, &ul Sl ot Count);
if (rv == CKR.OK) {
pSlotList = (CK_SLOT_I D PTR) nul | oc(ul Sl ot Count *si zeof (CK_SLOT_I D)) ;
rv = C_Get SlotList(CK FALSE, pSlotlList, &ul SlotCount);
if (rv == CKR.XK) {
/* */

}
free(pSlotList);

}

/* */
pSl ot Wt hTokenLi st = (CK_SLOT_I D_PTR) nal | oc(0);
ul Sl ot Wt hTokenCount = 0;
while (1) {

rv = C_Get SlotList(CK TRUE, pSlotWthTokenList, ul SlotWthTokenCount);

if (rv !'= CKR_BUFFER_TOO SMALL)

br eak;
pSl ot Wt hTokenLi st = real |l oc(pSl ot Wt hTokenLi st, ul Sl ot Wt hTokenLi st*si zeof (CK_SLOT_ID));

}

if (rv == CKR.OK) {
I* */

j

free(pSl ot Wt hTokenLi st);

K coiepxaHuio 1

C_GetSlotInfo

CK_DEFI NE_FUNCTI ON( CK_RV, C Get Sl ot I nfo) (
CK_SLOT_I D sl ot 1D,
CK_SLOT_I NFO_PTR pl nfo

)

HasHaueHue

PyHKLMS NO3BONSET NONYYUTb MHCOPMALMIO 0 AaHHOM crioTe. MHdopmauus o cnoTe Bosepalyaetcs B cTpykType Tuna CK_SLOT_INFO. slot/D - ID
croTa, kK KOTOPOMY NOAKIIOYEH TOKEH, pinfo yka3biBaeT Ha NepeMeHHyto, KoTopasi NonyyaeT UHdopMaLmio O croTe.

BosBpalyaemMble 3Ha4YeHUs1
CKR_OK — cbyHKLUs BBINOSIHEHA YCMELLUHO.
CraHaapTHble koAbl OLWMBOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,

CKR_HOST_MEMORY,



CKR_SLOT_ID_INVALID.

PaclumpeHHble koabl OWMBOK.

Mpumep

CK_ULONG ul Count ;
CK_SLOT_I D_PTR pSl ot Li st ;
CK_SLOT_I NFO sl ot I nfo;
CK_TOKEN_I NFO t okenl nf o;
CK RV rv;

rv = C_GetSlotList(CK FALSE, NULL_PTR, &ul Count);

if ((rv == CKR_OK) && (ul Count > 0)) {
pSlotList = (CK_SLOT_I D_PTR) nal | oc(ul Count *si zeof (CK_SLOT_I D)) ;
rv = C_GetSlotList(CK FALSE, pSlotlList, &ulCount);
assert(rv == CKR_OK);
| * */
rv = C GetSlotlnfo(pSlotList[0], &slotlnfo);
assert(rv == CKR_CK);
/* */
rv = C_Get Tokenl nfo(pSlotList[0], & okenlnfo);
if (rv == CKR_TOKEN_NOT_PRESENT) {

free(pSlotlList);

K coiepxaHuio 1

C_GetTokenlnfo()

CK_DEFI NE_FUNCTI ON( CK_RV, C_Get Tokenl nf o) (
CK_SLOT_I D sl ot 1D,
CK_TOKEN_| NFO_PTR pl nfo

)

HasHaueHue

PyHKUMS Bo3BpaLLaeT ykasaTenb Ha cTpykTypy CK_TOKEN_INFO, B KoTOpOI1 XpaHUTCst MHGOpMaLIMs O TOKeHe: Mofenb, MeTKa, Has3BaHe KOMNaHum-
npowssoautens u T.4. slot/D - ID cnoTa, K KOTOPOMY NOAKMIOYEH TOKeH, p/nfo ykasbiBaeT Ha MECTO pa3MeLLeHUs NOMy4YeHHON MHAOPMaLIMK O TOKEHE.

B cBS31 ¢ 0COGEHHOCTLIO annapaTHoii peanusaumy y PyTOKEH HET pa3nnuunst BHyTPEHHEN NaMsTU Ha OTKPbITYIO W 3aKpbITYto, MoaTomy B cTpykType CK_TO
KEN_INFO 3HaueHve noneit ulTotalPublicMemory == ulTotalPrivateMemory u ulFreePublicMemory == ulFreePrivateMemory.

Mpu pasnnyHbIX YCNoBUsX MOryT ObiTb BO3BpaLLEeHbl crieaytowme dnaru:
CKF_RNG

CKF_LOGIN_REQUIRED

CKF_USER_PIN_INITIALIZED

CKF_TOKEN_INITIALIZED

CKF_USER_PIN_FINAL_TRY

CKF_USER_PIN_LOCKED



CKF_SO_PIN_COUNT_LOW
CKF_SO_PIN_FINAL_TRY
CKF_SO_PIN_LOCKED
CKF_PROTECTED_AUTHENTICATION_PATH
Cnegaytowpme dnarv He BO3BpaLLaTCs HUKoraa:
CKF_WRITE_PROTECTED
CKF_RESTORE_KEY_NOT_NEEDED
CKF_CLOCK_ON_TOKEN
CKF_DUAL_CRYPTO_OPERATIONS
CKF_SECONDARY_AUTHENTICATION
CKF_USER_PIN_COUNT_LOW
CKF_USER_PIN_TO_BE_CHANGED
CKF_SO_PIN_COUNT_LOW

CKF_SO_PIN_TO_BE_CHANGED

BosBpalyaemMble 3Ha4YeHus1
CKR_OK — ¢pyHKUMSA BbINOMHEHA YCNELLUHO.
CraHgapTHble koAbl OLWMBOoK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_SLOT_ID_INVALID,
CKR_TOKEN_NOT_PRESENT,
CKR_TOKEN_NOT_RECOGNIZED.

PaclunpeHHble kofbl onBOK.

Mpumep



CK_ULONG ul Count ;
CK_SLOT_I D_PTR pSl ot Li st;
CK_SLOT_I NFO sl ot I nf o;
CK_TOKEN_I NFO t okenl nf o;
CK_RV rv;

rv = C_GetSlotList(CK FALSE, NULL_PTR, &ul Count);

if ((rv == CKR.OK) && (ul Count > 0)) {
pSlotList = (CK_SLOT_I D _PTR) nal | oc(ul Count *si zeof (CK_SLOT_I D)) ;
rv = C_Cet SlotList(CK FALSE, pSlotList, &ul Count);
assert(rv == CKR_X);

/* */

rv = C GetSlotlnfo(pSlotList[0], &slotlnfo);
assert(rv == CKR_OK);

/* */

rv = C_Cet Tokenl nfo(pSlotList[0], &t okenlnfo);
if (rv == CKR_TOKEN_NOT_PRESENT) {

free(pSlotlList);

K copepxaHuio

C_WaitForSlotEvent()

CK_DEFI NE_FUNCTI ON( CK_RV, C Wi t For Sl ot Event ) (

CK_FLAGS flags,
CK_SLOT_I D_PTR pSl ot ,
CK_VA D _PTR pReserved
)
HasHa4yeHue

DyHKUMS OTCneXMBaeT cobbITUS, MPONCXOASILLME CO CIIOTaMM CUCTEMBI (MOAKIMIOYEHME UK OTKINYeHne TokeHa). MapameTp flags onpegenser,
3abnokvposaH nu BbizoB C_WaitForSlotEvent (1.e. HaxoguTca nu yHKUMA B pexxnme oxunaaHnsa cobbiTis); pSlot ykasbiBaeT Ha NepemMeHHyo Tuna
CK_SLOT_ID, nonyuyatowyto ID croTa, ¢ KOTOpbIM NPOM30LUso cobbiTue. [Ans nonyveHus nogpobHon nHdopmMaumm o cobblTm HeobxoanMo BbI3BaThb
dyHkumio C_GetSlotinfo. MapameTp pReserved 3ape3epBnpoBaH ANs creayowmx Bepcuin 6nbnuoteku, u Ans AaHHOW BEPCUN JOIKEH UMETb 3HaYEeHWe
NULL_PTR.

Ha paHHbIi MOMEHT Anst ucnonb3oBaxus B flags onpeaeneH Tonbko oanH aprymeHT - CKF_DONT_BLOCK.

Kaxpoe npunoxeHuve, ucnonsaytouiee 6ubnmoteky PKCS #11, nmeeT conar ans kaxgoro cnota, UCNonb3ywWwmninest Ans OTCNEXMBaHUA Hepacno3HaHHbIX
cobbiTniA B croTe. Mpu nHuumanmsauum 6uénuotekn C_lnitalize Bce cdonarn cobbituil cnotoB copackiBatoTcs, T.€.HE3aBUCUMO OT HaNMYMs/OTCYTCTBUS
TOKEHOB o4epeapb cobbITWi B crioTax ByaeT nycra.

Ecnu npu BeidoBe C_WaitForSlotEvent Beictasnenbl onar CKF_DONT_BLOCK v cnar Hannums cobbits B kakom-nubo cnote, dyHKuusi BosspaluaeTt ID
TOr0 CroTa, B KOTOPOM MPOM3OLLIO COBbITUE B MEPEMEHHYIO, Ha KOTOPYIO yka3biBaeT pSlot. Ecniv Bo BpeMsi BbI3oBa yHKLUMK cbriarn BbiCTaBreHbl y
HECKOJbKUX CNOTOB, TO BMbnMoTekon BeibupaeTcs, kakon cnar 6yaet copolueH u Bo3spalleH ID crnota. Ecnu C_WaitForSlotEvent BrizsaHa 13
HECKOMNbKUX MOTOKOB NMPUMOXEHMSI, TO NPU NMOSIBIIEHUM OQHOTO COBbITUS BCE OXMUAAOLLME ero NOTOKW 3aBepLUaT oXxuaaHue 1 npogomkat paboTy.

Ecnu npu BbizoBe C_WaitForSlotEvent uictasneH donar CKF_DONT_BLOCK 1 HeT BbiCcTaBreHHbIX (hraroB Hanmuns cobbITUs HW Asi OQHOTO U3 CIOTOB,
dyHkumsa sosspaLwiaeT CKR_NO_EVENT 1 B 3TOM criy4ae coaepXmmoe nepeMeHHon, Ha KoTopyto ykasbiBaeT pSlot, He onpeaeneHo.

Ecnu npu Bbizose C_WaitForSlotEvent copolueH dgnar CKF_DONT_BLOCK, To hyHKUMSI BbIMONHAETCS aHanorMyHo OnmcaHHOMY Bbille CLEeHapuio, 3a
MCKIMIOYEHNEM TOro, 4TO oHa ByaeT 3abnokvupoBaHa. 3TO 03HaYaeT, YTO eCnv BO BPEMSI BbI30Ba (DYHKLMK HET BbICTABMNEHHbIX dhnaroB cobbiTuii B cnotax, C
_WaitForSlotEvent 6yneT »xpatb 4o Tex nop, Noka Kakor-Hnbyab 13 dnaros He 6yaeT BoicTaBneH. Ecnu C_WaitForSlotEvent HaxoauTcs B pexume
oxvaanus (3abnokunposaHa), To BeizoB C_Finalize n3 gpyroro notoka npepseT oxuaaHve n 3asepwmT paboty 6ubnuotekn, a C_WaitForSlotEvent BepHeT
3HayeHne CKR_CRYPTOKI_NOT_INITIALIZED.



B peanusauunn ansa PyTOKeH cobbITUA Ansi CnoTos npoucxoaat npu NOAKNIOYEHNN\OTKIIOYEHNM ToKeHa. [ins ogHoro crota XpaHUTCA o4HO cobbITue, T.K.
XpaHUTb 6onee offHOro cobbITUS HE UMEET CMbICHa.

CobbiTus pernctpupytotcs Bce Bpems mexay soizoBamu C_Initalize n C_Finalize, T.e Bce Bpems noka 6ubnmoteka rotosa k MCNonb3osBaHuto. [Mpu Bbi3oBe
C_WaitForSlotEvent nepsoe cobbiTve U3 o4epean usbiMaeTcs, nonb3oBaTteso Bo3spalLaeTcs ID crnoTa, ¢ KoTopblM OHO npousowwno. Ovepeab
CTaHOBUTCSI KOPOYE Ha eauHNULY.

Ecnu TpebyeTcs nonyynTb Bce cobbiTus, To C_WaitForSlotEvent TpebyeTcs Bbi3BaTh CTONLKO pas, Noka o4epeHON BbI30B HE BEPHET OLLUMOKY
CKR_NO_EVENT, aTo yka3sbiBaeT Ha TO, 4TO ovepeAb COBbITUIA MycTa 1 HOBbIX GOSbLUIE HE NPUXOAUITO.

BosBpaliaemble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOSIHEHA YCMELLIHO.
CraHgapTHble koAbl OLIMBOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,

CKR_NO_EVENT.

Mpumep

CK_FLAGS flags = 0;
CK_SLOT_ID slot|D;
CK_SLOT_I NFO sl ot I nf o;

/* */

rv = C_WiitForSlotEvent(flags, &slotlD, NULL_PTR);
assert(rv == CKR_X);

/* */

rv = C GetSlotlnfo(slotlD, &slotlnfo);

assert(rv == CKR_OK);

K cogepxaHuio 1

C_GetMechanismList()

CK_DEFI NE_FUNCTI ON( CK_RV, C_Get Mechani snii st) (

CK_SLOT_ID sl ot1D,
CK_MECHANI SM TYPE_PTR pMechani snii st ,
CK_ULONG_PTR pul Count

);

HasHaueHue

DyHKUMS NO3BONSET NOMYYUTb CNMCOK MEXaHN3MOB, NoaaepKuBaeMbix TokeHoM. SlotlD - 1D cnoTa, k KOTOpOMyY NOAKMYeH TokeH; pulCount ykasbiBaeT Ha
nepemenHyto Trna CK_ULONG, kyaa Bo3BpallaeTcs KOnM4ecTBo MexaHn3moB. CnMCoK MexaHM3MOB BO3BpaLLaeTCs B CTPYKTYpe Tuna
CK_MECHANISM_TYPE.



Ykasatenb pMechanismList moxeT nmeTb 3HadeHne NULL_PTR. B aTom criydae dyHKUMS BO3BpaLLaeT TOMbKO KONMMYECTBO MEXaHW3MOB (HO He CMUCOK),
Ons KOTOpbIX HEOOX0AMMO 3ape3epBUPOBaThL NaMsATh.

CyluecTByeT ABa BapuaHTa BbidoBa dyHkuun C_GetMechanismList npunoxennem:

1. Ecnu ykasatenb pMechanismList umeeT 3HadeHne NULL_PTR, Toraa C_GetMechanismList Bo3BpalLaeT nuilb KONMMYECTBO MEXAHU3MOB (HO He
cnucok). Copgepxxmnmoe ykasbiBaemoro pMechanismList 6ycpepa B Takom cnyyae He UMeeT CMbICIIOBOW Harpy3ku, n dyHkumsa BepHeT CKR_OK.

2. Ecnu pMechanismList!= NULL_PTR, Ttorga *pulCount normkeH cogepxaTtb pa3vep (B anemeHTax CK_MECHANISM_TYPE) yka3biBaemoro pMec
hanismList 6ycdepa. Ecnu pasmep 6ydepa sBnseTcst 4OCTaTOUHbIM A5t TOro, YTOObl BMECTUTL B CE0SI CMUCOK, TO CNMCOK BO3BPALLAETCS B HEM U
dpyHkuus BosspalaeT CKR_OK. B npoTtmBHom cnydae C_GetMechanismList Bosspawaer CKR_BUFFER_TOO_SMALL. B o6oux cnyyasx *pMec
hanismList npyuHUMaeT 3HavyeHue, paBHOE KONIMYECTBY MEXaHU3MOB.

PasnnyHble TUNbl TOKEHOB NOAAEPKMBAIOT PA3HOE KONMYECTBO MeXaHU3MOB, 6onee noapobHas nHopmaums goctynHa B 3.2.6 MexaHusmbl cTaHaapTa
PKCS#11 1 3.2.7 MexaHu3mbl paclumpeHus ctaHgapta PKCS#11.

BosBpalyaemMble 3Ha4YeHus1
CKR_OK — ¢pyHKUMS BbINOMHEHA YCNELUHO.
CraHgapTHble koAbl OLWMBOoK:
CKR_ARGUMENTS_BAD,
CKR_BUFFER_TOO_SMALL,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_SLOT_ID_INVALID,
CKR_TOKEN_NOT_PRESENT,
CKR_TOKEN_NOT_RECOGNIZED.

PacwupeHHble kogbl ownBOoK.

Mpumep

CK_SLOT_I D sl ot D

CK_ULONG ul Count ;

CK_MECHANI SM TYPE_PTR pMechani snli st ;
CK RV rv;

rv = C_Get Mechani snList(slotlD, NULL_PTR, &ul Count);

if ((rv == CKR.OK) && (ul Count > 0)) {
pMechani snli st = (CK_MECHANI SM TYPE_PTR) mal | oc(ul Count *si zeof ( CK_MECHANI SM TYPE) ) ;
rv = C_Get Mechani snLi st (sl otlD, pMechanisnList, &ul Count);
if (rv == CKR.XK) {

free(pMechani snLi st);
}



K cofepxaHuto T

C_GetMechanisminfo()

CK_DEFI NE_FUNCTI ON( CK_RV, C_Get Mechani sl nf o) (

CK_SLOT_I D sl ot D,
CK_MECHANI SM_TYPE type,
CK_MECHANI SM | NFO_PTR pl nfo
)
HasHauyeHue

DyHKUMSA NO3BONSIET NOMYYUTb MHCOPMALIMIO O JAHHOM MeXaHu3Me Ans AaHHOro TokeHa. iHdopmaums o mexaHmame Bo3Bpalyaetcs B cTpykType Tuna CK
_MECHANISM_INFO. slotID - ID croTa, k KOTOPOMY NMOAKITIOHEH TOKEH, type - Tun mexaHuama, pinfo ykasbiBaeT Ha NepeMeHHyto, koTopasi nonyyaeT
MHOPMALMIO O MEXaHU3ME.

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — ¢hyHKUMS BbINOMHEHA YCNELLIHO.
CraHpapTHble Kofbl OWUGOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_MECHANISM_INVALID,
CKR_SLOT_ID_INVALID,
CKR_TOKEN_NOT_PRESENT,
CKR_TOKEN_NOT_RECOGNIZED.

PacumpeHHble kofbl ownBOoK.

Mpumep



CK_SLOT_I D sl otlD;
CK_MECHANI SM | NFO i nf o;
CK RV rv;

/* CKM_MD5 */
rv = C_Get Mechani sm nfo(slotl D, CKM M5, & nfo);
if (rv == CKR.XK) {

if (info.flags & CKF_DI GEST) {

K copgepxaHuio 1

C_InitToken()

OK_DEFI NE_FUNCTI ON( CK_RV, C I ni t Token) (

CK_SLOT_ID sl ot | D,
CK_UTF8CHAR_PTR pPi n,
CK_ULONG ul Pi nLen,
CK_UTF8CHAR_PTR pLabel

slotID - ID cnoTa, K KOTOPOMY MOAKIIOYEH TOKEH;

pPin - ykazaTenb Ha HayanbHbI PIN-kog AaMyHucTpaTopa (KoTopbli He 06a3aTenHbo A0MKEH ObiTh HYNb-TEPMUHUPOBAHHOW CTPOKOM);
ulPinLen - anuna PIN-kopa B 6anTax;

pLabel - ykazaTenb Ha MeTKy TokeHa (KoTopasi AOMmKHa ObITb JOMNOMHEHA NyCTbIMM CMMBONamMu (npobenamu) Ao 32 6aiT u He BbiTb HyMb-
TEPMUHUPOBAHHOW CTPOKON).

[aHHbIn cTaHaapT no3sonsieT 3HaveHuto PIN-koaa cogepxatb ntobon koppekTHbIi UTF8 cumBon, HO Npou3BOAMTENW TOKEHa MOTYT HaknaablBaTb CBOU
orpaHnyeHnst (Tornbko LUnMdpbl?).

HasHaueHue
¢yHKL|VIﬂ MHUUManm3npyeT naMmAaTb TOKEHa, a UMEHHO!

cbpacbiBaeT cHeTYMK HEBEPHbBIX MOMbITOK BBOAA MUH-KOAA Nonb3oBaTtens,
yCTaHaBnMBaeT NMH-KOA MO YMOYaHUIo ANsi Nonb3oBaTtens,

oumnwaeT nanky anst oobekroB PKCS#11,

ycTaHaBnMBaeT METKY TOKeHa.

Ecnu TokeH He 6bin UHMUManu3nMpoBaH (T.e. SIBNSETCA HOBbIM, C NPOU3BOACTBA), TorAa napaMmeTp pPin cTaHOBUTCSt NnepBoHavasnbHbIM 3HadeHnem PIN-
Koga AgMuHUCTpaTopa. Ecnu TokeH nHMumanuampyeTcs NoBTOPHO, TO pPin ceepsieTcs ¢ TekywmmM PIN-kogom AgMuHMCTpaTopa Ans asTopmsaumm
onepauuu nHuumanusaumn. B obonx cnyyasx npu ycnewHom BbinonHeHun dyHkumm PIN-kogq AgMyHUCTpaTopa npuHnMaeT 3HaveHne napameTtpa pPin. Ec
nn PIN-kog AoMuHKUCTpaTopa yTepsiH, TO TOKEH MOXeT ObITb MHULMAaNM3MpoBaH NOBTOPHO C UCMOMNb30BaHNMEM PaCLUMPEHHOro NPOU3BOANTENEM
mexaHuama C_EX_InitToken. ®nar CKF_TOKEN_INITIALIZED B ctpyktype CK_TOKEN_INFO noka3sbiBaeT geicTBME, KOTOPOE CTaHET pe3yrbTaToM
BbizoBa C_InitToken. Ecnu oH ycTaHoBNEH, TO TOkeH ByAeT nHMUmManM3vpoBaH NOBTOPHO, U Nonb3oBaTenb AOMKeH OyaeT npefocTaBuTb TEKYLLMIA Napornb
AgmMmuHucTpatopa.

Korga TokeH MHULManuanpyeTcsi, Bce 0GbEKTbI, KOTOPbIE MOTYT BbITb YHUUTOXEHbI, OYAYT YHUUTOXEHDI (T.€. BCE OOBEKTHI, 32 UCKMHOYEHNEM
"HeyHUYTOXaeMbIX", TakuX KaK KMouu, CreHepMpoBaHHble Ha caMoM TokeHe). Takke ByaeT HefoCcTyneH AOCTYN OGbIYHOIO Nonb3oBaTerns 4o Tex nop, noka
AomuHncTpatop He yctaHoBuT PIN-koa nonb3oBaTtensi.

TokeH He MOXeT 6bITb MHMLIMANU3MPOBaH, ecnn 6ubnmoTeka obHapyxuna, 4To kakoe-nMbo NpuUNoXXeHne NMeeT OTKPbITYIO Ceccuto ¢ HUM; koraa Bbi3os C_|
nitToken ocyLecTBnsieTca Npu Taknx obcToATenbCcTBax, To OH 3aBepluaeTcs owmbkon CKR_SESSION_EXISTS. K coxaneHuto, MoXeT Cry4nTbest Tak,
yTo npu Bbi3oe C_InitToken HekoTopble Apyrue NPUOXeHUs UMEIOT OTKPbITYHO CECCUIO C TOKEHOM, HO BUBNMOTEeKa He MOXeT 3TOro 0GHapPYXUTb,
MOCKOIIbKY OHa He MOXeT 3HaTb BCe O APYIMX NPUNOXEHUSX, UCNIONb3YIOLWMX TOKeH. B aTom cnyyae nocneactsus Boizoea C_InitToken He onpepeneHb..


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_InitToken

Mpun dbopmaTmpoBaHum yctponcts PytokeH n3 Rutoken Control Panel moxHo 3agatb nonutuky cMeHbl PIN-koga nonb3oBaTtens — «PIN-kog nonb3oBaTens
MoMeT MeHaTL Tonbko nomnb3osaTens». CtaHaapT PKCS#11 He npeanonaraeT Takoi nonuTukm cMeHsl PIN-koga nonb3osaTtens, NoaToMy npu NonbITke
yctaHoBku PIN-koda no-ymonyanuto ansi nonb3osatensi 6yaet BosspalueHa ownbka CKR_FUNCTION_REJECTED. Onsi cMeHbl nonutuku cmeHbl PIN-
koaa cnepyeT ucnonb3osath dyHkumio C_EX_InitToken 13 paclumpenus ctanaapta PKCS #11.

O6paboTka BXOAHbLIX NapaMeTPoB PYHKLMM MPOUCXOAUT CrEAyoLLUM 06pa3om.

1. Ecnu ulPinLen != 0 n pPin'= NULL_PTR, 10 npoBepsietcs anvHa PIN-koga. Ecnv gnvHa He siBnsieTcs 4ONYCTMMOW, TO BO3BPaLLaeTcsl 3HaueHne
CKR_ARGUMENTS_BAD. Ecnu anvHa yooBreTBOpSiET YCNOBUSIM NPOBEPKM, TO NpoBepsitoTcst npasa goctyna aAns « CKU_SO» Ha ocHoBaHun
npeawbaBneHHblx pPin v ulPinLen.

2. Ecnu ulPinLen!= 0 n pPin == NULL_PTR, To Bo3BpaLyaeTcsi owndka CKR_ARGUMENTS_BAD.

. Ecnu ulPinLen == 0 n pPin'= NULL_PTR, 1o Bo3BpalyaeTcs owmnbka CKR_ARGUMENTS_BAD.

4. Ecnu pLabel == NULL_PTR u pPin!= NULL_PTR, 10 Bo3BpaLiaeTcs owmnbka CKR_ARGUMENTS_BAD.

w

BosBpalyjaemble 3Ha4YeHusi
CKR_OK — gpyHKUMS BbINOMHEHA yCNeLUHO.
CraHaapTHble koAbl OLWMBOoK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED,
CKR_FUNCTION_FAILED,
CKR_FUNCTION_REJECTED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_INCORRECT,
CKR_PIN_LOCKED,
CKR_SESSION_EXISTS,
CKR_SLOT_ID_INVALID,
CKR_TOKEN_NOT_PRESENT,
CKR_TOKEN_NOT_RECOGNIZED,
CKR_TOKEN_WRITE_PROTECTED.

PaclumnpeHHble kofbl oLMBOK.

Mpumep



CK_SLOT_I D sl otlD;
CK_UTF8CHAR_PTR pin = "M/PIN';
CK_UTF8CHAR | abel [ 32] ;

CK_RV rv;

nenset (| abel, ' ', sizeof(label));

mencpy(l abel, "My first token", strlen("My first token"));
rv = C_InitToken(slotlID, pin, strlen(pin), |abel);

if (rv == CKR.K) {

K cogepxaHuio 1

C_InitPIN()

CK_DEFI NE_FUNCTI ON(CK_RV, C_InitPIN)(

CK_SESSI ON_HANDLE hSessi on,
CK_UTF8CHAR _PTR pPin,
CK_ULONG ul Pi nLen

® hSession - peckpunTop ceccuu;
® pPin - ykasatenb Ha PIN-kop MNonb3oBaTens;
® ulPinLen - pnuHa PIN-koaa B GaiTtax.

HaHHbIn cTaHgapT nossonseT 3HaveHuto PIN-koaa cogepxatb nobon koppekTHeln UTF8 cumBon, HO Npon3BoaMTENy TOKeHa MOryT HaknablBaTb CBOU
orpaHnYeHnst (Tonbko LUndpbl?).

HasHaueHue
PyHKUMSA Npon3BoanT nHMUmanusaumio PIN-koga MNonb3oBaTens TokeHa.

DyHKUMSA MOXeT ObITb Bbi3BaHa Tonbko B cecun «R/W SO Functions». Mpu nonbiTke BbI3BaTb MYHKUMIO B APYrMX ceccusix byaeT Bo3BpalleHa owmnodka
CKR_USER_NOT_LOGGED_IN.

DyHKUMSA obpabaTbiBaeT BXOAHbIE NapamMeTpbl criegyowmm obpasom.

1. Ecnu ulPinLen != 0 n pPin'= NULL_PTR, 10 npoBepsietca anvHa PIN-koga. Ecnv gnvHa He siBnsieTcs 4ONYCTMMOW, TO BO3BPaLLaeTCsl 3HaveHne
CKR_PIN_LEN_RANGE. Ecnu gnuHa ygoeneTBopsieT ycrnoBUsiM NpoBEpPKM, TO npoBepsitoTcst npasa goctyna ans « CKU_USER» Ha ocHoBaHun
npeabaBneHHblx pPin v ulPinLen.

2. Ecnu ulPinLen = 0 n pPin == NULL_PTR, To Bo3BpawaeTcs owmbka CKR_ARGUMENTS_BAD.

3. Ecnu ulPinLen == 0 n pPin'= NULL_PTR, 1o Bo3Bpawaetcs ownbka CKR_PIN_LEN_RANGE.

4. Ecnu ulPinLen == 0 u pPin == NULL_PTR, To Bo3BpaLLaeTcs owmnbka CKR_ARGUMENTS_BAD.

Mpu dbopmaTmpoBaHum yctponcts PytokeH n3 Rutoken Control Panel moxHo 3agatb nonutuky cMeHbl PIN-koga nonb3oBaTtens — «PIN-kog nonb3oBaTens
MoMeT MeHATL TonbKo nomnb3osaTens». CTaHaapT PKCS#11 He npeanonaraeT Takoi nonuTuku cmeHsl PIN-koga nonb3osaTtens, No3aToMy Npu NonbITke
nHuumnanusauum PIN-koga 6ynet BosBpaueHa owmbka CKR_DEVICE_ERROR. [ina nHnumanmsaumm TokeHa ¢ BO3MOXHOCTb 3a4aTb NOMMTUKY CMEHbI
PIN-koza cnenyet ucnonb3oBath dyHkumio C_EX_InitToken 13 paclwmpenns ctangapta PKCS #11.

BosBpaliaemble 3Ha9YeHust
CKR_OK — ¢hyHKUMS BbINOMHEHA YCMELLHO.
CraHgapTHble koAbl OLMBOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,

CKR_DEVICE_ERROR,



CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_INVALID,
CKR_PIN_LEN_RANGE,
CKR_SESSION_CLOSED,
CKR_SESSION_READ_ONLY,
CKR_SESSION_HANDLE_INVALID,
CKR_TOKEN_WRITE_PROTECTED,
CKR_USER_NOT_LOGGED_IN.

PacLumpeHHble kKofbl OLLINGOK.

Mpumep

CK_SESSI ON_HANDLE hSessi on;
CK_UTF8CHAR newRi n[]= {"NewPI N'};
CK_ RV rv;

rv = C_InitPlI N(hSession, newPin, sizeof(newPin)-1);
if (rv == CKR.OX) {

K copepxaHuio 1

C_SetPIN

CK_DEFI NE_FUNCTI ON(CK_RV, C SetPIN) (
CK_SESSI ON_HANDLE hSessi on,
CK_UTF8CHAR_PTR pA dPi n,
CK_ULONG ul A dLen,
CK_UTF8CHAR _PTR pNewPi n,
CK_ULONG ul NewLen

hSession - peckpunTop ceccuu;

pOIdPin - ykazaTenb Ha cTapbii PIN-kog Monb3oBartens;
ulOldLen - pnvHa craporo PIN-koaa B 6anTax;

pNewPin - ykasaTtenb Ha HoBbI PIN-koa Monb3oBatens;
ulNewLen - pnnHa HoBoro PIN-koaa B 6anTax.

OaHHbIn cTangapT nossonseT 3HaveHuto PIN-koaa copepxatb nobon koppekTHeln UTF8 cumBon, HO Npon3BOAMTENM TOKEHA MOTYT HaknablBaTb CBOU
orpaHnyeHust (Tornbko LUnudpbl?).

HasHaueHue

CDyHKLlI/Iﬂ nameHsieT PIN-kog nonb3oBarerns, BbIMONTHUBLUETO aBTOpM3auUnio Ha TOKeHe.



DyHKUMS MOXeT BbITb BbI3BaHa ToONbKO B ceccusix «R/W Public Session», «R/W SO Functions» unu «R/W User Functions». MNpu nonbITke BbI3BaTh
dyHKUMIO B Apyrux ceccusax 6yaeT Bo3spalyeHa owmbka CKR_SESSION_READ_ONLY.

DyHKUMs obpabaTbiBaeT BXOAHbIE NapamMeTpbl crieayowmm obpasom.

1. Ecnm ulPinLen = 0 n pPin = NULL_PTR, To npoBepsieTca anuHa PIN-koga. Ecnu anvHa He siBnsieTcs 4OMYCTUMOWN, TO BO3BpaLLaeTcs 3HaYeHne
CKR_PIN_LEN_RANGE. Ecnu gnuHa ygoeneTBopsieT ycrnoBusiM NpoBeEpPKM, TO npoBepsitoTcst npasa goctyna ans « CKU_USER» Ha ocHoBaHun
npegbaBneHHblx pPin v ulPinLen.

2. Ecnm ulPinLen = 0 n pPin == NULL_PTR, T0 Bo3BpaLuaeTcs owmnbka CKR_ARGUMENTS_BAD.

3. Ecnm ulPinLen == 0 n pPin!= NULL_PTR, T0 Bo3BpaLuaetcs owmnbka CKR_PIN_LEN_RANGE.

4. Ecnwu ulPinLen == 0 n pPin == NULL_PTR, To Bo3BpaLyaeTtcsi owumnbka CKR_ARGUMENTS_BAD).

Mpu dbopmaTmpoBaHum yctponcts PytokeH n3 Rutoken Control Panel moxHo 3agate nonutuky cMmeHbl PIN-koaa nonb3osaTtens — «PIN-kog nonb3osaTens
MoMeT MeHATL TornbKo nomnb3osaTens». CtaHaapT PKCS#11 He npeanonaraeT Takoi nonuTukm cMeHsl PIN-koga nonb3osaTtens, No3aToMy Npu NonbITke
cmeHbl PIN-koga 6ynet BosspalyeHa owmbka CKR_DEVICE_ERROR. ns uHMuuanu3auum TokeHa ¢ BO3MOXHOCTb 3a4aThb Nonutuky cMeHbl PIN-koaa
cneayet ucnonb3oBaTb yHkumio C_EX_InitToken u3 paclvpenus ctangapta PKCS #11.

BosBpalyjaemble 3Ha4YeHus
CKR_OK — ¢hyHKUMS BbINOMHEHA YCNELLIHO.
CraHfapTHble Kofbl OLWMGOK:
CKR_ARGUMENTS_BAD,
CKR_CRYPTOKI_NOT_INITIALIZED,
CKR_DEVICE_ERROR,
CKR_DEVICE_MEMORY,
CKR_DEVICE_REMOVED,
CKR_FUNCTION_CANCELED,
CKR_FUNCTION_FAILED,
CKR_GENERAL_ERROR,
CKR_HOST_MEMORY,
CKR_PIN_INCORRECT,
CKR_PIN_INVALID,
CKR_PIN_LEN_RANGE,
CKR_PIN_LOCKED,
CKR_SESSION_CLOSED,
CKR_SESSION_HANDLE_INVALID,
CKR_SESSION_READ_ONLY,
CKR_TOKEN_WRITE_PROTECTED.

PaclumpeHHble koabl OWnBOK.

Mpumep



CK_SESSI ON_HANDLE hSessi on;
CK_UTF8CHAR ol dPin[] = {"A dPIN'};
CK_UTF8CHAR newPi n[] = {"NewPI N'};
CK_RV rv;

rv = C_Set PI N(hSessi on, ol dPin, sizeof(oldPin), newPin, sizeof(newPin));
if (rv == CKR.OK) {

K copgepxaHuio 1
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