Hactponka 2PA Ha macOS B nomeHe Windows ¢ noMoLLbIO
PyTtokeH QUMM

OnucaHune cteHaa
CepBep

OC: Windows Server 2019
[OomeHHoe nws: test.rutoken.ru

IP: 172.16.113.102

Knnent

OC: macOS Ventura 13.2

HacTtpowka cepBepa

YT06bI HACTpPOUTL cepaep, ycTaHoBuTe cepsuc Active Directory.

[lo ycTaHOBKM cepBMUCa MOXXHO U3MEHUTb UMSI cepBepa. YTobbl 3To caenaTtb, 3aganTe HOBOE MMS B OKHE MeHeaxepa cepBepa, B nosne Computer name.

Server Manager * Local Server

S8 PROPERTIES
. For server
- Computer name SErver
.i All Servers 'L-",,l'grkgroup WORKGROUP
i§ ADDS
g8 DNS
ii File and 5torage Services [ Windows Defender Firewa Private: On
Remote management Enabled
Remote Desktop Disabled
MNIC Teaming Disabled
Ethernet IPv4 address assigned by DHCP, IPvb enabled

Mocne aTtoro HayHuTe Npoueaypy ycraHosku Active Directory.

YcraHoBka cepsuca Active Directory
Mpouenypa ycTaHOBKM COCTOMT U3 CrieyHoLLyX LUaroB:

1. Oob6aBneHne cepBuCOB.

2. Hactporika gomeHa.

3. [lo6aBneHue HOBbIX Nonb3oBaTenen.
4. YcrtaHoBKa LeHTpa cepTudmkaummn Active Directory.

War 1. Jo6aBneHne Heo6xoaMMbIX CEpBUCOB

[o6asbTe Ha cepeep cepauckl Active Directory nu DNS. YTo6bl 310 caenathb:


http://server.astradomain.ad

1. OTKpoInTE OKHO Ans fAobaBneHns ponen B MeHeakepe cepeepa.

Manage Tools View Help

‘ Add Roles and Features

FRemove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Hide

2. B okHe ans Bbibopa cepsuncoB noctaebTe ranoyku Active Directory Domain Services 1 DNS Server.



Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

[] Active Directory Certificate Services -
Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
AD DS [] Active Directory Rights Management Services
[] Device Health Attestation

[C] DHCP Server

Confirmation

[] Fax Server

[m] Filz and Storage Services (1 of 12 installed)

[] Host Guardian Service

[] Hyper-v

[] Metwerk Policy and Access Services

[] erint and Document Services

[] Remote Access

[] Remote Desktop Services

[] valume Activation Services

[] Web Server (IIS)

[] Windows Deployment Services

[] Windows Server Update Services

Features

DM5 Server

DESTIMATION SERVER
WIM-147DOSTWVIET

Description

Domain Mame System (DNS) Server
provides name resolution for TCR/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

< Previous | | Mext =

Install Cancel

3. Haxmute Next.
4. [lanee fawTe cornacue Ha yCTaHOBKY.

5. MNocne 3aBepLUeHUst yCTAHOBKU CEPBUCOB, NepeanTe K HacTpoike JOMeHa.

LWar 2. Hactpolika AoMeHa
YT1o06bI HaCTpPOUTb AOMEH:!

1. OTKponTe MeHI0 yBeaoMneHunn u WweénkHute no cebirike Promote this server to a domain controller.




- I.,t:::} I I'A Manage Tools View H

| Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-147DOSTVOET

Promote this server to @ domain controller

0 Feature remaoval
1
Removal succeeded on WIN-147D0S5TVAET

Remove Roles and Features

o Feature installation
]
Configuration required. Installation succeeded on
WIN-147DOSTVIET.

Add Roles and Features Hide

Task Details

2. Ha Bknagke Deployment Configuration BbiGepute onuuto ans cosgaHust Hoeoro someHa Add a new forest u B none Root domain name ykaxwTe ero
HasBaHue. HaxmuTe Next.



[z Active Directory Domain Services Configuration Wizard — O x

. . TARGET SERVER
Deployment Configuration server

Deployment Configuration

Select the deployment operation

Domain Controller Options . ) o .
N ) i) Add a domain controller to an existing domain

Additienal Cptions 0 Add a new domain to an existing forest

aths ®) Add a new forest
Review Options
Specify the domain information for this operation
Prerequisites Check

Root domain name: test nutoken.

Meore about deployment configurations

< Previous Next > Install Cancel

3. Ha Bknagke Domain Controller Options BBeanTe naponb c6poca. Haxmute Next.



Deployment Configuration
DNS Options

Additional Options

Paths

Review Options

Frereguisites Check

[z Active Directory Domain Services Configuration Wizard

Domain Controller Options

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain controller capabilities

| Domain Mame System (DMNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Made (DSRM) password

Password: seassRES

Confirm password: sssssnen

Maore about domain controller options

< Previous ‘ ‘ MNext =

O X

TARGET SERVER
server

Cancel

4. Ha Bknagke DNS Options Huyero He mMeHsiiTe, T.K. cepBep cam siBnsetca DNS-cepsepom. Haxmute Next.




[z Active Directory Domain Services Configuration Wizard — O >

DNS Optiong TARGET SERVER

Server

‘ i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration _ ) _

’ - Specify DNS delegation options
Domain Controller Cptions )
Create DNS delegation

DMNS Options

Additional Options
aths
Review Opticns

Frerequisites Chack

More about DNS delegation

< Previous | | Mext > nsta Cancel

5. Ha cnepytoLwmnx Tpéx BKNagkax TOXe HUYEro He MeHsnTe, npocto HaxumaiTe Next.



[z Active Directory Domain Services Configuration Wizard — O >

Additional Options TARGET SERVER

sServer

Deployment Configuration ] ) . o
: - Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions

DNS Options The NetBIOS domain name: TEST

Additional Options

aths
Review Options

Frereguisites Check

More about additional options

< Previous | | Mext » Install Cancel




[z Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration ] ] ]
Specify the location of the AD DS database, log files, and 5YSVOL
Domain Controller Cptions

_ i Database folder CAWindows\NTDS
DM5 Options

additional Cotions Log files folder: CAWindows\NTDS

Review Cptions

Frereguisites Check

More about Active Directory paths

< Previous | | Mext > Install

O x

TARGET SERVER
SEerver

[

Cancel




[z Active Directory Domain Services Configuration Wizard

- O >
. nc TARGET SERVER
Review Options server
Deployment Configuration Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain centreller in a new forest.
DNS Options The new domain name is "astradomain.ad”. This is also the name of the new forest.

Additional Gptions The NetBIOS name of the domain: TEST

Review Options Forest Functional Level: Windows Server 2016

Frereguisites Check

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DMS Serven Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additicnal installations

More about installation options

< Previous ‘ ‘ Mext = Install

6. Mepen 3anyckom npouecca yCTaHOBKM O3HAaKOMbTECH C yBEeAOMITEHNAMUN 06 owwnbkax. Ecnu Heobxoammo, yCTpaHuTe BO3HUKLLINE npobnemsbl. B Hawem
npumepe yseoOMNIeHUA He ABNATCA KPUTUHHBIMNA.




- O >

= Active Directory Doemain Services Configuration Wizard

- LT I TARGET SERVER
Prerequisites Check —erver
| @ All prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show mare %

Deployment Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DM5 Options Rerun prerequisites check
Additional Cptions
Paths ® View results

adapter, both [Pvd and |Pv static [P addresses should be assigned to both IPvd and
IPvE Properties of the physical network adapter. Such static IP address{es) assignment
should be done to all the physical network adapters for reliable Domain Mame System
(DMS) operation.

I Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
demain “astradomain.ad”. Otherwise, no action is required.

“ Prerequisites Check Completed
a All prerequisite checks passed successfully. Click ‘Install’ to begin installation.

Prerequisites Check

L If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Mext > Install | | Cancel

Mocne ycraHoBku Active Directory cepsep nepesarpysutcsa. Ecnu HacTpolika npoLuna ycneLHo, To Ha aKkpaHe 0TobpasuTcs OKHO AN BXoAa B akkayHT

AOMEHHOro nosfib3oBaTtens.

TESTNAAMUHMCTPaTOP
[

MapameTpbl BXx0Aa

CMeHWTB No/b30BaTENR




LWar 3. lo6aBneHne HOBbIX Nosib3oBaTenemn

Y106kl 106aBUTb HOBbIX NoMb3oBaTenen:

1. OTKpoNTE YTUNUTY yrpaBneHus Nonb3oBaTesIsiMi Y KOMMbIOTepamn OMeHa.

Manage Tools

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management
i5C5l Initiator

Local Security Policy
Microsoft Azure Services
QODBC Data Sources (32-bit)
QDBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Rescurce Monitor

Services

Systemn Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Mernory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

44 AM

2. ina ynobcTBa cospanTte otaenbHyo anpektoputo Domain Users, B koTopolt 6yaeTe cosgaBaTb AOMEHHbIX Nonb3oBaTtenei. B npasoi yactu okHa
LWENKHMTE Ha nycToM mecTe u Bbibepute New — Organizational Unit.



File Action View Help

= FE BB HE BaEaT

: Active Directory Users and Computers

: Active Directory Users and Com
| Saved Cueries

~ 33 testrutoken.ru

~| Builtin

| Computers

3| Domain Controllers

~| ForeignSecurityPrincipal:
| Managed Service Accour

| Users

—
£ @

Marne Type

[ Builtin builtinDomain

r=] Computers Container

:_ Dormain Con... Organizational...

= ForeignSecu... Container
" Managed Se... Container
[ Users Container

Delegate Control...
Find...

Change Domain...

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...
Default container for up...

Change Domain Controller...

Raise domain function

Operations Masters...

Mew

All Tasks

Refresh
Export List...

View
Arrange lcons

Line up lcons

Properties

Help

al level...

> Computer

3 Contact
Group
InetOrgPerson

msD5-5hadowPrincipal Container
mslmaging-P5Ps

¥ MSMO Queue Alias
Organizational Unit
Printer
User

Shared Folder

B none Name ykaxwuTte umsa gupektopun Domain Users.




Mew Object - Organizational Unit x

— Create in:  testntoken./

Mame:

| Domain Users|

Protect container from accidental deletion

Cancel Help

3. JobaBbTe HoBOro nonb3osatens User. B npaBoi YyacTy okHa LWENKHUTE Ha NnycTom mecTe u Bblibepute New — User.

] Active Directory Users and Computers

File Action View Help

o= FAE BBz HE | PRETE%

: Active Directory Users and Com|| pame Type Description
| Saved Queries
v i testrutoken.ru Delegate Control...
| Builtin v
| Computers Ve
2| Domain Centrollers Find...
| ForeignSecurityPrincipal: New - T
| Managed Service Accour
= All Tasks * Contact
| Users
2| Domain Users Refrech Group
InetCrgPerson
i »
View msD5-ShadowPrincipalContainer
Arrange lcons > mslmaging-P5Ps
Line up lcons MEMO Clueue Alias
Properties Organizational Unit
Help Printer
User
Shared Folder

YKaxute AaHHble Nonb3oBaTens.



Mew Object - User

\E) Create in:  test. nutoken.ni/Domain Users

Last name: |I1.ranmr

First name: |I1.ran | Initials: |:|

Full name: | Ivan |.. lvanov

User logon name:
|test | @test nutoken ru e

User logon name (pre-Windows 2000):
|TEST\ | test

< Back Mext = Cancel

Mew Object - User

3) Create in:  test.nutoken.ni/Domain Users

Password: P |

Corfimm password: |uuuu |

[ ] User must change password at next logan

[ ] User cannot change password

[]Password never expires!
[ ] Account is disabled

< Back Mext = Cancel

MpoBepbTe yka3aHHble AaHHble 1 HaxmuTte Finish.



Mew Object - User *

2 Create in:  test.nutoken.n/Domain Users

did

When vou click Finish, the following object will be created:

Full name: lvan |.. lvanov

User logon name: Test@test rutoken.m

The password never expires.

< Back Cancel

4. AHanorn4HbiM obpa3om gobaBbTe OCTanbHbIX NOMb3oBaTenen, KOTOpble AOMKHbI ObITb B JOMEHE.

LLlar 4. YcraHoBka LeHTpa cepTudukaumm Active Directory

Mepepn npoueanypor ycTaHoBUTE Ha cepBep ApanBepbl Ans paboTbl C yCTponcTBaMu PyTokeH.
Ccbinka Ha aktyanbHyto Bepcuto: https://www.rutoken.ru/support/download/windows/

Mocne aToro nepenauTe K HACTPOMKe LieHTpa cepTudUuKaLmm 1 Bblaave cepTUdUKaToB s nonb3oBaTenein. 3To MOXHO cAenaTb No AaHHOW MHCTPYKLUK.

HacTpouka knneHTa

YcTtaHoBka npunoxexus "PytokeH gns macOS"

Mpunoxexue PyTokeH anst macOS HeobxoamMMo ANst HAaCTPOMKK ABYXdakTopHON ayTeHTudmKaumm B macOS ¢ Ucnonb3oBaHnem cepTndmkaTos,
3anMcaHHbIX Ha YCTpocTBax PyToKeH.

YT06bI ycTaHOBUTL PyTOKEH Ans macOS:

1. MepengnTe Ha CTpaHuULy:
https://www.rutoken.ru/support/download/mac/


https://www.rutoken.ru/support/download/windows/
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149225
https://www.rutoken.ru/support/download/mac/

2. Ha ctpanuue OpaiiBepbl ona macOS HaxmuTe PyTokeH ana macOS.

0 koMnaHuW / MNpoekTsl [/ MNapTHeps! / Mpecc-uenTp / QopyM / KoWTakTel / World Wide

PYTOKEeH

MpopykTbl v P v T w1 v Topaep v 3aKas v LienTp 3arpyskn v | £ JINA PA3PABOTYUKA

v

MnasWas > Mopnepkka > LlewTp sarpysku > [paiisepsl ns mac0S

[paiiBepbl gns mac0S

BOMPOC-OTBET Monbaosarensm PyToken 3LMN WHCTPYKLIM
[paiisepbi Ans PytokeH 3L B coBpeMeHHbIx onepalMoHHbIX cucTemax mac0S
LLEHTP 3ATPY3KHU He TpebytoTes. [Monb3oBaTensm yeTapeBwux Bepeuit macOS X 10.6 Snow Leopard u 6onee PyTokex 31 8 mac0S
PaHHUX MOXET MOTPeBOBATLCA BHECTU M3MEHEHUS B KOHDMIYpaLMoHHbIiA daiin
Dpaiigepol ang Windows B COOTBETCTBMM C MHCTPYKUMEil. PyTokeH Lite e mac0S
Lpafieeps! ans ETAUC ECnn PYTOKEH KCTIONbaYeTcs B BUPTYanbHo# cpefe Windows, 3anyluieHHoM Ha KoMAboTepe
Mac uepes Parallels Desktop, VmWare Fusion unu Oracle VirtualBox, To HacTpansats PyTokeH
= Jlpaiieepbl gns mac0S 8 macOS He o6A3aTenbHO.
[lpaiiBeps! 4ns *nix OBPATUTE BHUMAHHWE

B cospemenHbIx mac0S, Haunkan c Bepcun 10.15 Catalina, ycTpoiicTea PyToken
He OTOBPAKatTCA B NpUoXKeHn «CBAzka kntoyeits (KeyChain). [Lns oTo6paxeHns
Bubnuotexa PKCS#11 CepTUPUKATOB B CaMUX MPUNOKEHNAX HEOBXOAMMO YCTaHOBMTb PyToKeH Ana macOs.

PyTokeH [Mnaruu

PyTokeH JloroH
PyToxen gns macOS

PyToKeH KoHHeKT
Bepcus: 1.1.0 07 24.08.2022

N0 anA PyTokes VPN MoanepKuBaemse 0C:  mac0S 13/12/11/10.15

CnewHancHoe NPUACKEHNe ANA PaGOTEI RSA-CEDTUDHKATOR Ha YCTPOACTBAX ceMeicTBa PYTOKeH
3L ¢ ucnonb3oBaHUeM WHCTPYMEHTOB macOS.

Dpaiigepo PyTokex Maructpa

NokymeHTauus

Bepcus 2.0.0.0 01 23.10.2019
3. 3arpysuTe nporpaMmy yCTaHOBKM.

4. TMepenpuTte B nanky 3arpy3ku 1 3anycTute TONMbKO YTO CKayaHHy nporpamMmmy yctaHoBku PyTokeH anst macOS.

5. B okHe PyTtokeH anst macOS nepeHecute 3Ha4ok npunoxeHus B nanky Applications, ynepxvisas npaByto KHOMKY MbILLK.

000 | PytokeH ans macOS

6. B okHe PytokeH ana macOS faBsa pasa wenkHute no nanke Applications. OTkpoetcsa nanka MporpaMmsel. Haingute B 3ToI Nanke npunoxexne Pyto
keH anAa macOS v gBa pasa LenkHUTe Mo Hemy.



[ ] [ ) 2 MNporpaMmbl

¢ T 9 ¥ Q
A 5 9

PyTokeH ons
macOS

2 B = .

7. YT06bl NOATBEPAUTL OTKPLITUE MPUIOXEHUs!, HaxkmuTe OTKPbITb. B pesynbtaTe Ha akpaHe 0TOBPa3nTCs yBeOMIIEHUE O TOM, YTO cucTema
HacTpoeHa.

®daiin «PyToKeH gna macOS» AsEnseTcs NporpaMMon, 3arpy)XeHHou

i 13 UHTepHeTa. Bbl AeiCTBUTENbHO XOTUTE OTKPbITb €ro?
?

www.rutoken.ru

OTMeHUTb MokazaTb Be6-CTpaHULY OTKpbITb

Mocne ycTaHOBKM NpUIOXeHUs 06s13aTenbHO NepesarpysnTe KOMMbTEP.

@ PyTokeH gna macOS
CucrtemMa HacTpoeHa

macOS roTtoBa k paboTe ¢ ycTpolcTBamMu
PyTokeH.

TexHu4yeckas nognep>Kka:

hotline@rutoken.ru
+7 (495) 925-77-90

8. 3aKkpoiTe OKHO C yBEJOMIIEHNEM.

Hactpoiika CeTu



1. 3angute B CucTeMHble HacTpoitku — CeTb 1 HaxkmuTe MoapobHee Ha BalleM UHTEPHET NOAKMHOYEHUN.

[ J [ J < USB10/100/1000 LAN
Q M USB 10/100/1000 LAN Moapo6Hee...
P
w ® MopaknioueHo
Boitn
c Apple ID
HacTtpoeHo c IPv4 Wcnonb3osatb DHCP
S wi-Fi IP-anpec 172.16.113.251
B Bluetooth —
Macka nogcetn 255.255.255.0
CeTb
MapupyTmsatop 172.16.113.102
g YBegomneHuns
3ayk DNS-cepBepbl 172.16.113.102
®okycuposaHue [omeHbl noucka test.rutoken.ru
8 OkpaHHoe Bpems
Ypanutb cnyxoy... [eakTuempoBatb ?

{¥2) OcHoBHble

@ OdopmneHve

YHUBepCanbHblii 4OCTYM

{3 MyHKT ynpasnexus

c Siri u Spotlight
KoHduaeHUmanbHOCTb 1

6esonacHocTb

Pa6ounii cton n Dock

Oucnneun

2. B OTKpbIBLUEMCS OKHE NPOBEpPbLTE, YTOOLI BaLl IP agpec Haxoawncs B TOW e NOACETH, YTO M Ball JOMEHHbIN cepBep.
3. MepewiguTe Bo Bknaaky DNS, HaxmuTe Ha 3Havok "+" 1 BBeauTe IP agpec Balero JOMeHHoro cepsepa.

USB 10/100/1000 LAN DNS-cepBepbl
@ lMopaknioyeHo Appeca IPv4 unu IPv6
TCP/IP I
| DNS |
WINS
802.1X
Mpokcun D -
O6opypoBaHve

[omeHbl noncka

test.rutoken.ru

4. Nepengnte B CUCTOMHbI® HACTpoiikn — NonbL3oBaTeny 1 rpynnbl.



5. B paspene CepBep ceTeBbixX YYETHbIX 3anmcei HaxmuTe N3meHUTb.

o o Monb3oBaTenu u rpynnbi
Q Mowck ’ T
Iy JKpaHHoe Bpemst AnmuHncTpaTop
[¥2) OcHoBHble ) o

< Boikn.
@ OdopmneHve

. [06aBUTb y4eTHYIO 3aMnuCh...
YHuBepCcanbHblii 4OCTYN
3 NyHkT ynpaenenns
ABTOMaTUYECKM BXOAMUTD Kak Boikn. ¢

° Siri u Spotlight

m KoHdunpeHumanbHocTb 1 CepBep ceTeBbiX YYeTHbIX 3anucein N3MeHUTD...

6esonacHocTb

Pa6ounit cton u Dock ?

g Oucnnen

.. O6ou
|4 3acTtaBka

= AKkymynsTop

g 3KpaH 6710KMPOBKM

) Touch ID n koa-naponb

4 Maponn
YyeTHble 3anncu MHTEpHETa

@ Game Center
_@ \allat 14 Annla Doy

6. Haxmute OTkpbiTb Criyx0y kaTasioros...

HeT cepBepoB

OTkpbITb Cny>x6y KaTanoros...




. HaxmuTte Ha 3Ha4ok 3amka cnesa cHM3y okHa Criyx6a kartanoroB v B pasgene Cnyxba BbibepuTe BoibepuTe Active Directory.
[ XN ) Cnyx6a KaTanoros

& & 1\

Cnyx6bl Monutuka noucka PepakTop kaTanoros

Cnyxb6a

2 [veorerion]

=~
1 [E5 |Haxmure Ha 3amok, 4To6bl BHECTN M3MEHEHMS. ?

. Beegute nmsa Bawero gomeHa B none [lomeH Active Directory. Mpy# Heo6x0AMMOCTH, BbIMOMHUTE OCTaBLUMECS HACTPOMKM NO CBOMM NapameTpam.

CoBokynHocTb flepeBbeB Active Directory:

[omeH Active Directory: | test.rutoken.ry| I

ID koMnbloTepa: macbook-air-use

Ces3athb...

CKpbITb NapameTpbl
MapameTpbl CooTBeTcTBUS AOMWHUCTpaTOpP

Co3gaTbh MOBUBHYIO YYETHYHO 3anMucCh NPU BXOAE B CUCTEMY

MoaTeepxaeHue nepepn cozgaHneM MOBUNbHONM yYeTHOM 3anmcK

Mcnonb3oeatb nyTe UNC 13 Active Directory gna
HaxoX/eHUa ceTeBOI Narnku Nnonb3oBaTens

Wcnonb3yeMblii ceTeBoii npotokon:  smb:

Shell nonb3oBaTens

[bin/zsh
no yMon4yaHuio:

OTMeHNTb oK




9. lMocne NnpMMeHEeHWs BCEX HACTPOEK, HaXMUTe CBA3aTb. MoTpebyeTca BBECTU NOMMH M Naponb agMMHUCTpaTopa AOMeHa.

Heo6xoauMmM agMUHUCTpPaATOpP CeTH

Monb3oBatenb: AOMUWHUCTPATOP

napoﬂb: eeccsee

OU komnblotepa: CN=Computers,DC=test,DC=rutoken,DC=ru

Mcnonb3oBaTb AN ayTeHTUdUKaLUK
Mcnonb3oBaTh A5 KOHTAKTOB

Hactponka SmartcardLogin.plist

YT06bI MCNONb30BaTh CMapT-KapTy ANs aBTopM3aLuum OMEHHOro nonb3oBaTtens, Heo6xoaAMMO co3aaTh U HACTPOUTL KOHUIYpPaLMOHHBIN dhaiin
SmartcardLogin.plist.

Yrtobbl co3patb u HacTpouTb SmartcardLogin.plist:
1. Otkponte TepMUHaN v BBeAMTE CNEAyOLLY0 KOMaHAy Ans OTKIOYEHUS YBEAOMITEHUS NPUBSA3KM TOKEHA K JTIOKanbHOMY Nonb3oBaTernto:

sudo defaults wite /Library/Preferences/com apple.security.snmartcard UserPairing -bool NO

2. OTkpoliTe 1 HacTpoWTe KoOHUrypaumnoHHbii daiin SmartcardLogin.plist

sudo nano /private/etc/ SmartcardLogin. pli st

Mpumep HacTponkn SmartcardLogin.plist:

<?xm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"' "http://ww. appl e. coni DTDs/ PropertylList-1.0.dtd">
<plist version="1.0">

<di ct>

<key>Attri but eMappi ng</ key>

<di ct>

<key>fi el ds</ key>

<array>

<string>NT Principal Name</string>

</ array>

<key>f ormat St ri ng</ key>

<string>Kerberos: $1</string>

<key>dsAttri buteString</key> <string>dsAttrTypeStandard: Al t Securityldentities</string>
</ dict>

</dict>

</plist>



3. Hactpoiite npaBa goctyna k danny.

sudo chown root:wheel /private/etc/SmartcardLogin. plist

sudo chnod 644 /private/etc/ SmartcardLogin. pli st

4. TpoBepbTe NpaBUNLHOCTb KOHUrypaumnoHHoro cavina. Cneaytolias komaHaa fomkHa soisectn OK.

plutil -lint /private/etc/SmartcardLogin. plist

I private/etc/SmartcardLogin. plist: OK

Mogpo6Hee npo koHdurypauuo SmartcardLogin.plist MoXHO npounTaTh Ha cTpaHuue Texnoaaepxku Apple.

HacTtpowka Bxoga nonb3oBaTens
YT106bI BOWTU OMEHHBLIM MOSb30BaTENEM:

1. B CucteMHbIX HacTpoiikax nepeaute B OKpaH GrokMpoBKM.
2. B paspene lNpu cmMeHe nonbsoearens, B cTpoke MNokasbiBaTb B OKHE BXOAA, BbibepuTe NONA UMEHU U napons.

[ NON ) OKkpaH 610KMPOBKMN

e BkniovaTb 3acTaBKy Mpu OTCYTCTBUMU aKTUBHOCTHU Yepes 20 MuHyT ¢
3ByK ,D.VICI'IFIEVI nepeﬁner B peXUM CHa nepepq 3anyckoM 3acTaBKW.

doKycupoBaHue Bbik/l0YaTh gUCTINeli B HEaKTVBHOM peXume npu pabote Yepes 2 MUHYTHI
OT aKKyMyngTopa

<>

8 JKpaHHOe BpeMs

BbiknoyaTh gucnnen B HEAKTUBHOM peXume npu pabote Yepes 10 MuHyT ¢
%2 OcHoBHble OT CeTW NuTaHus
@ OdopmneHue —
3anpalumBaTh Naposb Npu NosBleHNNU 3acCTaBKK Yepes 5 MuHyT £
VHUBEPCANbHBIA AOCTYM WA BbIKJTIOYEHNUU gucnnes

5) MNyHkT ynpasneHus
° Siri n Spotlight

KoHdumaeHUManbHOCTb W

MokasbiBaTb COOGLU,eHVIe Ha 336ﬂOKMPOBaHHOM 3KpaHe

6esonacHoCTb Mpu cmeHe nonb3osaTens
Pa6ouwuii cton n Dock MokasbiBaTb B OKHE BXOAA cnucok nonb3osateneii | @ nons umenn n napons
Oducnnen
MokasbiBaTb KHOMKKN «PexunM cHa», «lMepesarpysunTtb», «BbIKIOUYNTb» [ @)
060u
MokasbiBaTb NOACKA3KKU Naposen
3acraBka
Il AKKymMynsTop

MapameTpbl YHUBepCcanbHOro gocryna..  ?

| 3KpaH 610KNPOBKN

f§ Touch ID n kop-naponb

e Monb3oBaTenu v rpynmnbl

3. Mepesarpy3uTe komnbloTep. Mocne nepesarpysky Bbl CMOXETE BBECTU NOMMH U Naporb AOMEHHOrO Nonb3oBaTens Ans BXxoaa.


https://support.apple.com/ru-ru/guide/deployment/depc705651a9/web

Test

O] @

BbIKIIOUMTh: Tepesarpyauts

4. Mocne GNOKNPOBKM 3KpaHa UM yxoaa KoMnbloTepa B CoH, notpebyetcs PIN-kog o1 PyTokeH ans Bo3o6HOBNEHMs ceccum.

()

OTMeHUTL
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