PyTtokeH KeyBox

OOLwee onncaHue

PyTtokeH KeyBox — cucTema, npefiHasHavyeHHas Afs BHeAPEeHWs!, yNpaBneHnst 1 yyeTa annapaTHbIX CpeACTB ayTeHTUdMKaLMU nonb3oBaTtenen B
macLutabax npeanpusaTus. PyTokeH KeyBox oGecneumBaeT LeHTpanM3oBaHHoe yrpaBrieHne cpeacTBamy ayTeHTUDMKALUM B TEYEHNE BCETO KU3HEHHOTO
uvkna, BegeT yyeT CPefcTB KpunTorpachmyeckon 3aluuTtel MHopMaLum 1 ayauT Ux UCrnonb3oBaHusi. Cuctema Takke no3sonsieT 6bICTpo v
camocTosiTeNbHO pelaTtb npobnemsl nonb3oBatenei 6e3 obpalleHnsi K adMUHUCTPaTopaM, B TOM Yucre 3a npeaenamu npeanpusaTus.

3apgaun

CokpalleHue usgepxek KOMnaHum Ha pyTuHHbIe onepauumn o6cnyxuBanus PKI

Boinyck cepTudpukatoB. PyToken KeyBox aBToMaTnyeckm hopmmpyeT CnMcok cepTndmKaToB Ans BbiMycka Ha OCHOBE MeXaHu3ma nonuTuk
ncnonb3osaHus PKI. Bce nonb3osatenu, nognagatowime nog 4eACTBUSt OAHON NMOMUTUKM NOMyYaloT MOEHTUYHBIA Habop HacTpoek u
ceptudmkaToB. Onepaumm No co3naHuio 3anpocoB Ha cepTUdmKaThl, UX BbIMYCKY 1 3anMcy Ha KIoYeBOW HOCUTENb BbINOSHAETCS B
aBTOMaTU3UPOBAHHOM peXxuMe.

PsipoBbIM Nonb3oBaTensam CUCTEMbI NPeAoCTaBnseTcs yaoOHbIN kaBUHET caMoobCnyx1BaHWs, BLINONMHEHHBIV B hopmaTe Be6-npunoxenus. B
3TOM KabmHeTe nonb3oBaTenu, eCnu UM paspeLleHo NOSIMTUKOW, MOTYyT CaMOCTOATENbHO NPOU3BOAMUTL BbINYCK 1 OBGHOBNEHNE cepTUdrKaToB,
CHWXas Harpysky Ha AenaptameHT UT.

PyTokeH KeyBox oTnpaBnsieT Nno4ToBble YyBEAOMIEHNUS adMUHUCTPATOpaM 1 Nofb30BaTensM Ha 3aaHHble cobbiTua cuctembl. Hanpumep,
aAMUHUCTPaTop 1 (MNK) NONb30BaTeNb NONYYaT yBEAOMMNEHNE O NPUBNIMKEHNN OKOHYaHWSA CPpOKa AeCTBUS cepTudmkarta, YTo no3sonset
BOBpeMsi 06HOBUTb cepTudmkaT n n3bexartb NpocToes B paboTe.

PyTokeH KeyBox no3sonsieT nponssoanTb pa3brioknposKy 3a6nokupoBaHHOro HocuTens 6e3 Bu3nTa nonb3osaTens K agMuHucTpartopy. Takas
pa3broknpoBka MoXeT ObITb BbINONHEHA A0 UNW NOCIe BXOAA Nonb30oBaTers B ONepaLMoHHYI0 CUCTEMY, a Takke ¢ unm 6e3 SBHOro yyactus
agMuHUCTpaTopa.

PyTokeH KeyBox npepocTaBnsieT nporpaMmHelii nHTepdeiic (API) yepes KOTOpbI i OH MHTErpMpyeTcs CO CTOPOHHUMU cucTemMamu. Takast
MHTerpaums paclumpseT BO3MOXHOCTM MO aBTOMaTU3aLmm NpoLLeccoB UCMOb30BaHNsA cepTUdUKaToB 1 KnoYeBbIx Hocutenen. Hanpumep, no
cobbITUo U3 cucteMsl knacca ldentity Management Pytoken KeyBox agMUHUCTpaTOp MOXET 0TO3BaTb CepTUUKaT YBONIEHHOIO COTPYAHMKA.
B coctaB PyTokeH KeyBox BXOAMT 3MEKTPOHHbBIN XXypHan y4eTa CpeacTB KpunTorpaduyeckoi 3awmtsl nHdopmaumm (CK3W), cootBeTCTBYOLLMIA
npukasdy GAMCU Ne152. Mcnonb3ays 3TOT XKypHarn, CoOTpyaHWKM 6e30MacHOCTY BbIMOMNHAT TpeboBaHUsi perynsTopoB B YacTu yYeTa CpeacTB
KpunTorpadm4eckon 3awuTel 63 NpUMeHeHNs ByMaxHbIX HOCUTENEW N PYYHOTO 3anONHEHNSA HEOBXOANMBIX AAHHbIX.

YyeT cepTucukaToB, BblAaHHbIX CTOPOHHUMU OpraHusaunsimn. Ecnu B opraHnsaumm npuMeEHsIIOTCS cepTuduKaThl, BblAaHHbIE CTOPOHHUMU (He
CcoBCTBEHHbIMM) yAoCTOBEPSIIOWMMY LieHTpamu, PyTokeH KeyBox no3BonsieT 3aHecTn nHpopmaumio o Takux ceptuchmkatax B 6asy pelueHust n
CBOEBPEMEHHO HaNoOMHUTb aAMUHUCTPATOPY U NOMb30BaTEN0 O CKOPOM UCTEYEHWUMN TaKuUX cepTudukaTos. ITO NO3BONSET n3bexaTb NPOCTOEB B
paboTe ¢ 6GaHkamMu 1 TOProBbIMY MNIoOLLaAKaMMU.

MoBbiweHne obLero ypoBHs MH(OpMaLMOHHOM 6e30nacHOCTH

LeHTpanuaoBaHHoe npumeHeHne nonntuku PIN-kogos. MNpwy BbiNycke KNo4YeBOro HoCMTenNs Ha Hero 3anucbiBatotcs Tpebosarus k PIN-koay:
CMOXHOCTb, YacToTa CMeHbI, rny6ruHa nctopumn 1 apyrve, Habop napameTpoB 3aBUCUT OT MOAENMN YCTPONCTBA. [MONUTUKN XpaHSTCs n
pacnpocTpaHATCA LieHTpanM3oBaHHO, aAMUHUCTPaTOPaM He HYXHO NPONMUCbIBaTbL NOMUTUKN ANS KAXA0ro OTAENbHOro HoCUTENS.

Yuert kroveBbix Hocutenen. Kaxpgoe ycTponcTeo (cmapT-kapTa unu USB-TokeH) 3akpennsieTcsi 3a OTBETCTBEHHbIM cOTpyaHMKOM. Onepauum no
BbINYCKY U1 06HOBNEHUIO cepTUUKATOB Ha HOCUTENE MOTYT BbINOMHWUTL agMUHUCTpaTop PyTokeH KeyBox nnu cam nonb3oBatens (Bnagenew
YCTpOWCTBA).

CBoeBpeMeHHbIV 0T3bIB CEPTUPUKATOB yBOSIEHHbIX COTPYAHMKOB. [INA Toro, 4Tobbl ONepaTMBHO NpekpaLuaTb AOCTYN YBOMEHHbLIX COTPYAHUKOB K
MHdOPMaLMOHHBIM pecypcam komnaHun, PyTokeH KeyBox BkntovaeT cneunannampoBaHHbIi CEpBUC, KOTOPbIN C 3a4aHHON NepUOANYHOCTbIO
npoBepsieT KaTanor nonsb3oBaTternei n 0T3biBaeT cepTUdMKaThl y Nofb3oBaTenen, OTMEYEHHbIX Kak YBOMEHHbIE.

'mbkasi HacTpovika npas Ha paboTy ¢ cuctemoni. PyTokeH KeyBox nossonsieT komnaHusim onpeaenuts cobcTBeHHble ponu 6eaonacHocTy ¢
HacTpavBaeMbIM NepeyHEM pa3peLLleHHbIX onepaumin. 3To NO3BONSIET agMUHUCTPaToOpam NpuBecTy ponesyto Moaens PyTokeH KeyBox B
COOTBETCTBME C NPUHATLIMK B KOMNaHUM Bu3Hec-npoLeccamu.

KoHTponk ucnons3oBaHus Kro4eBbix Hocutenen Ha MK nonb3oBatenesi. PytokeH KeyBox no3BonsieT KOMNaHUsM OTCMexunBaTh, kakue Hocutenu
1 KEM MOAKIIYATCS K KOMMbIOTEPY OpraHvM3aumn. ADMUHUCTPATOP MOXET XECTKO 3aKpenuTb KIYeBON HOCMTENb 3a Nonb3oBaTenem unm
KOHKPETHBLIM KOMMbIOTEpOM. Ecnn cuctema obHapyxuT HECOOTBETCTBUE (HanpUMep, HOCUTESb NOAKMIOYEH B CECCUN HENEMMTUMHOTO
nonb3oBaTeNs UM K HepaspeLleHHOMY KOMMbIOTEPY), KMYEBON HOCUTENb MOXET ObITb 3ab0OKMpOBaH.

CTpykTypHas cxema
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KOMMNOHEHTbI CUCTEMBI

PyTokeH KeyBox cocTouT 13 cepBEpPHBIX 1 KITMEHTCKMX KOMIMOHEHTOB. B kayecTBe cpefcTBa XpaHEHWst JaHHbIX M HACTPOEK PeLLEHUs ucnonbayeTcs Active
Directory, 6a3a aaHHbix Microsoft SQL nnu PostgreSQL. Pacwmpenne cxembl Active Directory He TpebyeTcs.

CepBepHble KOMMNOHEHTbI

PyTOKeH KeyBox Server aBnseTcs cepBepPHbIM KOMMNOHEHTOM U BKIOYaeT B cebs BeG-ﬂpMI‘IO)KeHI/Iﬂ 1 BCromMoraTtesibHble yTUInTbI.

Be6-npunoxeHus:

Management Console — KoHconb ynpasneHus Ans aAMUHUCTPaTOPOB U ONepaTopoB CUCTEMbI.

Self-Service — Cepuc camoo6cnyxmBaHust (NMYHbIN kKabuHET) nonb3oBaTtens.

Remote Self-Service — Cepsuc ynaneHHoro obcnyxvBaHusi 3a npegenamu JoMeHa.

CredProvAPl — CepBuc oHNnaiiH-pa3bnokMpoBKY U BbIKIIOYEHWS! YCTPOWCTB.

APl — Cepsuc AP| ans ynpaBneHusi XU3HEHHbIM LIKIOM YCTPOMCTB (AN UHTerpauum co cTopoHHumu MO).

MSCA Proxy — lNMo3BonsieT 3anpaluvnBaTh U 3an1cbiBaTb Ha YCTPOWCTBa cepTudukaTel ¢ YaocTtosepsiowmx LieHTpos Microsoft Enterprise CA,
HaxofsLMXcs 3a npejenamm Toro JOMeHa, B KOTOPpoM passepHyT PyTokeH KeyBox.

Event Log Proxy — No3BonsieT 3anuceiBate CoBbITUSI C Heckonbkux cepepoB PyTokeH KeyBox B eAuHBblii )ypHan cobbituii Windows.

Indeed Log Server — lNosBonsieT 3anucbiBaTb COOLITUSA C HECKOMbKMX cepBepoB PyTokeH KeyBox B eanHbIn xypHan cobbitnin Windows, 6asy
AaHHbIX Microsoft SQL unun PostgreSQL, SysLog.



® RutokenKeyBox CM Agent — CepBuCbl KITMEHTCKOrO areHTa Ansi yaaneHHoro BeINonHeHns 3agay 6nokuposku, copoca PIN-koga nonb3oatens,
0BHOBNEHWS COAEPXMMOro YCTPOWCTBA, OYMUCTKM UMK MHMLUMAanM3aumm YyCTpocTBa npu ero ot3biee, cMeHbl PIN-koga agMuHucTpaTopa Ha
yCTpoWCTBax nonb3oBaTtenen.

BcnomorarernbHble YTUIUTDI:

IndeedCM.Agent.Cert.Generator.exe — YTunuta ans cosgaHus cepTudukaToB KNMEHTCKOTO areHTa.
IndeedCM.Persistence.AD.Cfg.exe — YTunuta ana cosgaHus xpaHunuiia aaHHblx B Active Directory.
IndeedCM.Persistence.KeyGen.exe — YTunuta ans cosgaHus knioya LwndpoBaHus 6a3bl AaHHbIX CUCTEMBI.
IndeedCM.CertEnroll.MsCA.exe — YTunuta ans Beinycka ceptudmkaTa “AreHT peructpaummn’.

RutokenKeyBox.CardMonitor.exe — Cnyx6a MOHUTOPUHIa COCTOSHNSA YCTPOWCTB.

RutokenKeyBox.Wizard.exe — Mactep HacTponkn PyTokeH KeyBox.

Storage.sql — CkpunT HanonHeHus 6a3bl AaHHbIX Microsoft SQL, ncnonbayemon anst xpaHeHust AaHHbIX PyTokeH KeyBox.
Storage-Postgre.sql — Ckpunt HanonHeHust 6a3bl AaHHbIX PostgreSQL, ucnonb3yemoii Ans XxpaHeHust AaHHbIX PyTokeH KeyBox.

KnueHTCKMe KOMIMOHEHTHI

RutokenKeyBox Middleware — koMnoHeHT, npefocTaBnsiioWwmin eanHbIi MHTepdenc octTanbHbIM KOMNOHEHTaM CUCTEMbI MO YNpPaBIieHWO YCTPOUCTBaMM,
NOAKIIOYEHHBIMU K paboyeit CTaHLuK.

RutokenKeyBox Client Tools:

® Credential Provider — komnoHeHT ans pastnokMpoBku cMapT-kapT, MCMONb3yeMbIX Ans ayTeHTudukaumm B onepauuoHHon cucteme Windows, B
odbnanH 1 OHNanH-peXnumax.
® RutokenKeyBox Unblock — koMNoOHeHT aAns pa3brnoknpoBku cMapT-kapT, KOTOPbIE HE UCMONb3YIOTCS AN BXOAa B ONEpPaLMOHHY0 CUCTEMY.

RutokenKeyBox Agent — knuneHTCkuii areHT Ans yaaneHHoro BbinonHeHus 3aaad (bnokuposku, cépoca PIN-koga nonb3osatens, 06HOBMNEHNs
COAEPXKMMOro YCTPOWMCTBA, OYUCTKM UMM MHULManM3aLmum YCTpoicTBa npu ero otabiee, cMeHbl PIN-koga agMyMHucTpaTopa) Ha yCTponcTBax
nonb3oBaTenew.

RutokenKeyBox Client Browser Extension — KoMNOHEHT ANst NOAAEPXKKN MHOXECTBEHHbIX CECCUIA NONb30BaTenel Ha TEpMUHaNbLHOM cepBepe.
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