MoarotoBka PytokeH 3L ansa paboTtkl ¢ luks B Debian/Ubuntu

B oaHHOM cTaTbe onvcaHo, kak noarotoButb PyTokeH QLM ans paboTbl B ka4ecTBe HOCMTENS KNoYern npu g poBaHum pasgenos B Linux ¢ nomoubio

Luks.

Vcnonb3oBaHne cmapT-KapT onMcaHo no cebinke: https://github.com/swoopla/smartcard-luks

Ons PytokeH SLIM npouecc noaroToBku BeIrNsauT criedytowmmM obpasom:

1.

YcTaHoBKa nakeToB ANnsi paboTbl CO cMapT-kapTamu

$ sudo apt-get install pcscd opensc cryptsetup

. ®opmaTupyem PyTtokeH JLIM 2.0

$ pkcs15-init --erase-card -p rutoken_ecp

. Mnnumnanusupyem Pytoken SLIM

$ pkcs15-init --create-pkcs 15 --so-pin "87654321" --so-puk ""
$ pkcs15-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678" --puk "" --so-pin "87654321" --finalize

. Cosgaewm knitoyeByto napy Ha PyTtoken SLIM 2.0

$ pkcs15-init -G rsa/2048 --auth-id 02 -u decrypt --id 01

. Cosgaem cny4aiHbIv chaiin n NpuBs3bIBaeM ero B ka4yecTBe Krno4eBoro K Luks

$ sudo touch /boot/rootkey
$ sudo chmod 600 /boot/rootkey
$ sudo dd if=/dev/random of=/boot/rootkey bs=1 count=245 #change to urandom if you can't wait

$ sudo cryptsetup luksAddKey /dev/sdaZ2 /boot/rootkey

. OKCNopTMPYEM OTKPbIThIN KNty 13 PyTokeH SLIM

$ pkcs15-tool --read-public-key 01 -o public_key _rsa2048.pem

. lndpyem knioveBor gainn ¢ NOMOLLbIO OTKPLITOrO Krto4a

$ sudo openssl rsautl -encrypt -pubin -inkey public_key rsa2048.pem -in /boot/rootkey -out /boot/rootkey.enc
B Bepcum openssl 3.0 v Bbilwe, HEO6X0AMMO NCNONb30BaTb KOMaHAy:

sudo openssl pkeyutl -encrypt -pubin -inkey public_key rsa2048.pem -in /boot/rootkey -out /boot/rootkey.enc

. MpoBepsieM, 4To hann ycnewHo MoXeT paclumdpoBaTbCst Ha ktoye ¢ PyTokeH LM

$ sudo pkcs15-crypt --decipher --input /boot/rootkey.enc --pkcs1 --raw -k 01 --output /boot/rootkey.dec

. CpaBHuBaem daiinbl /boot/rootkey n /boot/rootkey.dec. Ecnn oHW MAEHTUYHBI, TO yaansieMm ux n ocTaBnsieM TOnbKo 3alwmdgpoBaHHbIv daiin

$ sudo rm /boot/rootkey
$ sudo rm /boot/rootkey.dec

[anee NpofoMmKMTb HACTPONKY MO MHCTPYKLMN:

1) BbinonHnTb NyHKT 8. 3alumdpoBaHHbIN KoY MOXET nexatb unu B /boot, unu B initramfs nnu B no6om gpyrom mecte. Ero MecToHaxoxaeHue HyHoO
onucaTb B crypttab.

2) 3atem war 13 (6e3 natya decrypt_opensc). Y6eautbces, 4To B initramfs nonan /root/luks-secret.key (nocmoTpeTb coaepxumoe initramfs MoXxHO ¢
NOoMOLLbIO yTUNUTHI Isinitramfs)
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