UnuTerpauusa PyTokeH u LastPass

LastPass - nporpamma ansi xpaHeHusi naponein, paspaboTtaHHasi komnaHuen LastPass. OHa cylectsyeT B Buge nnarvHoB ans Internet Explorer, Google
Chrome, Mozilla Firefox, Opera n Apple Safari. NMaponu B LastPass 3aLumiieHbl Mmactep-naponem n MoryT ObiTb CUHXPOHMU3NPOBaHbI C MobbIM Apyrum
6paysepom. LastPass Takke nmeeT 3anonHutenb hopM, YTO NO3BONSET aBTOMATU3NPOBAaTL BBOZ Naposiei 1 3anonHeHve copM. MNnarvH nogaepxusaet
reHepauyio napornen, pacliapyBaHne AaHHbIX U XXypHanmpoBaHue BXofa Ha caThbl.

BHumaHve
Ons ayTeHTUdUKaLMK C UCNONb30BAHNEM 3NEKTPOHHBIX AEHTUMMKATOPOB TPEGYETCS KOpriopaTUBHLIA UM NpeMUyM akkayHT LastPass.
AyTeHTudukaums B LastPass no cmapT-kapTam v TokeHam PyTOKeH HacTpauBaeTcs O4eHb NPOCTO:

1) Ecnn y Bac HeT RSA2048 cepTudukata Ha TOKEHE, ero MOXHO MONyYMTb B MHAPACTPYKTYpe Ballei KomnaHuu, co3aaTte 6ecnnaTtHo Ha OQHOM U3
COOTBETCTBYIOLLMX MHTEPHET-PECYPCOB, BbINUCATL CAMOCTOSITENBHO UMK, NPU XXenaHuu, KynuTb. Ha 6e3onacHocTb aBTopu3auum B LastPass ato He
noBnusieT. [ins caMoCToATENbHOrO BbINMUCLIBAHNSA cepTudmkaTa MOXHO UCNonb3oBaTh, K Npumepy, OpenSSL, rpadmyeckyto HaacTpoiky XCA vunu, ecnv
eCcTb BO3MOXHOCTb, Microsoft Certification Authority, BcTpoeHHbI B Windows Server. IHCTPYKUMKM MOXHO Nerko HamTu B UHTepHeTe. Takke ceptudmkaTbl
MOXHO 6ecnnaTHO NoNy4nTb Ha TakMx pecypcax kak, Hanpumep, Comodo nnu StartSSL.

2) Mockonbky LastPass paboTaeT ¢ TokeHamu 1 cmapT-kapTamu yepes bubnuotekn ctaHgapta PKCS#11, Ham Heobxoaumo ByaeT e 063aBecTuchb.

® [onb3osatenam Windows JoOCTaTO4HO yCTaHOBUTBL ApaliBepa C Hallero canTa.
® [ns Linux Heo6xoammo B3siTb € Hallero caiTa naket DEB/RPM u yctaHoBUTE ero. Takke, Npu HE06XoAMMOCTH, MO TON e CCbINKE MOXHO
B3ATb caMy 6MBNMOTEKY M CaMOCTOATENBHO yCTaHOBUTL ee B /ust/lib unu /usr/lib64 ana x86 nnu x64 sepcun OC COOTBETCTBEHHO.

® B OS X 6ubnuoteka PKCS#11 yctaHaBnuBaeTcs C NOMOLLBI0 MOAYNS noaaepxkun “CAskn Knioyen” nunu BpyyHyro ckaumBaeTcs C Hallero
canta un pasmeltaetcs B /usr/lib.

3) [anee ans BkIoYeHUst MHOrodakTopHow ayTeHTudukaumm B LastPass nepeiigem B “XpaHunuue LastPass” (“My LastPass Vault”) B “HacTpoiikm
npocpuns’”...
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http://www.lastpass.com
https://www.comodo.com/home/email-security/free-email-certificate.php
https://www.startssl.com/
http://www.rutoken.ru/support/download/drivers-for-windows/
http://www.rutoken.ru/support/download/pkcs/
http://www.rutoken.ru/support/download/drivers-for-mac/

... Ha Bknagky Multifactor options.

E3 Hactpoikn npodmns

password through malicious software.

g Google
Authenticator
¢ toopher Toopher

Duo Security

# Grid

Generates one time verfication codes on your smart phone.

Can also be used with Microsoft Authenticator.

Sends push notifications to your smart phone to verify your
login.

Generates one time verification codes or sends push
notifications to your smart phone.

Sends an Accept/Reject notification to your smart phone.

Printable spreadsheet of numbers and letters used to enter
different values when logging in.
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Add another layer of protection by requiring a second login step. Keep the bad guys out, even if they steal your
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Hac nHTepecyeT HwxHUi 6nok ansa Mpemuym nonb3osBaTtenei.
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FOR PREMIUM USERS

Onucanwe

USE device that generates one time verification codes.

Support for fingerprint sensors and card readers.

Software application that can be placed on a USB key to
generate one time verification codes.
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4) 3aiigem B HacTpolku ayTeHTudmkaumm Fingerprint/SmartCard. B cnyyae, ecnu 6ubnuoteka PKCS#11 ycTaHOBRnEHa KOPPEKTHO, Mbl YBUAWUM B

BbiNagaroLLem Crmcke cYMTbiBaTeNb CMapT-kapT. Boibepem “BktoyeHo — ga” n HaxmeM Ha “06HOBUTL”.

E3 Fingerprint / Smart Card

Tun Smart Card Reader ¥
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LNononHuTensHasA MHopMaumna Fingerprint help manual
Smart Card help manual
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5) ByneT 3anpoLueHo NoATBEPXAEHUE MacTep-napons. ..

£ Nogreepaunte napone b4

MoxanyicTa, eeednTe NOBTOPHO Bal MacTep-naponk LastPass

rpoponan. JSIEE

... W NUH-KO4 CMapT-KaprI/TOKeHa.

ﬂ Kpanunnwe LastPass b _.'f. ﬂ Beegure PIMN-xoa x
J |

C' | [ chrome-extension://hdokiejnpimakedhajhdicegey
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Beenute PIN-KoO cMapT-KapThl: |

OK | Omwexa

Mocne Yero mMbl nony4nm coobLyeHne 06 ycneLwwHon HacTporike ayTeHTUdMKaumnmn.

E3 Multifactor

Settings have been successfully updated.




Tenepb Ans pa3GrokMpOBKM COXpaHeHHbIX naponeii B LastPass 4ocTtaToyHO NuLlb NOAKMIOUNTL SMEKTPOHHBIN MAEHTUMUKATOP M BBECTU €ro NH-Kop,.
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