PyHkumn pacwmpeHnsa PKCS #11

Bubnuotekn tPKCS11 n rtPKCS11ECP peanusytoT dyHkumm paclumpenns ctangapta PKCS#11 gnsa nogaepxku cneumduyeckon yHKUMOHaNbHOCTN
YCTPOWCTB PyTOKEH.

CDyHKLII/II/I pacwnpeHna npegocTtaBnAaT paspa60TqMKy AONOJNTHUTENTbHblE BO3MOXHOCTU MO pa60Te C PyTOKeH, a MUMEHHO!

nonyyeHne pacLuMpeHHon nHpopmaunm o ToKeHe;

BbINONTHEHWNE PaCLUMPEHHON MHULMaNM3auum NnaMmaT TOKEHa;
pasbnokuposaHue PIN-koaa nonb3osartens;

3ajaHne u CYUTbIBAHUE MMEHUN TOKEHa NPOMU3BONbHONM AMNMHbI;
3anncb 1 YTeHUE MHOPMaLMK AN NULEH3MPOBAHUS MPUNOXEHNN;
CcOo3[aHue 3anpoca Ha cepTudmkaT u YTeHne nHpopmauum o cepTudukaTe;
noAnuchb 1 NpoBepka noanuncu cooblueHns B popmate PKCS#7;
ynpasneHue pneLw-namsTbo;

ynpasrneHvue 6ecnpoBOAHbIM KaHanoM CBSA3W;

nonyyeHne 3anuncu xypHarna onepauui;

paboTy C ceaHCOBbIMU KIMOYaMU B ONEPATUBHOM NamsITy.

DyHKUMK pacLUMpeHns cTaHdapTa, He nogaepXkvBatoLme paboTy ¢ KakuM-nmbo TUNOM YCTPOWCTB PyTokeH, Npy Bbi30Be BO3BpaLLaoT Koa owmnbkm CKR_FU
NCTI ON_NOT_ SUPPORTED.

Hwxe npuseaeH cnmcok Bcex yHKUMiA paclumpenus ctadgapta PKCS #11. MNopgaepxuBaemble MUKPOMNPOrpaMMon (PYHKLIMM OTMEYEHbI 3HAKOM «+».
Moapo6Hasa nHgopMaL Mo Mo KaxAoN PYHKLMN HAXoOMTCS 30eCh.

®yHkuuK pacumpenusi ctaHgapta PKCS#11 gns 6ubnuotekmn tPKCS11ECP

Bubnuoreka tPKCS11ECP
®YHKLUMM paciumpeHus cTaHgapta PKCS#11 Mopenb PyTokeH
DYHKLMA OnwucaHne PytokeH  PyTtokeH = PyTokeH PyTtoken SLIM  Pytoken LM
Lite aun 2.013.0 2.0 Flash
aun Bluetooth /3un 2.0
PKI Touch
/ayn
SC
®yHKUUM 06LLero HasHaYeHus
C_EX_GetFunctionListExtended nonyyaeT cnucok yHKUMIA paclumpeHnst Gubnuoteku T + + T T
®yHkuumn ans pabotel co
cnoTtaMu U TokeHamm
C_EX_GetTokenInfoExtended | nonyvaeT paclumpeHHyto nHbopmauumio o PyTokeH + + + + +
C_EX_InitToken BbIMOMHSAET PacLUMPEHHYIO MHULManusauuo namsaTtn PyTokeH i + + T T
C_EX_UnblockUserPIN pas6nokupyeT PIN-koa nonb3oBatens T S it T S
C_EX_SetTokenName 3aAaeT uMa PyTokeH Npon3BObHON AMUHbI + + + + +
C_EX_GetTokenName CUUTLIBAET UMA PyTOKEH NPON3BONBHON ANNHLI + + + + +
C_EX_SetLicense 3an1cbiBaeT MHGOPMALIO O MNLIEH3POBAHUN MPUIOXEHNS - + + + +
C_EX_GetLicense CUUTLIBAET MHPOPMALMIO O NULEH3NPOBAHUM NMPUNOXKEHNS - + + + +
C_EX_SetLocalPIN ycTaHaBnmBaeT nokanbHbln PIN-kog - + + + +
C_EX_TokenManage* BbINOJSIHSAET HACTPONKY NO NpUHyanTensHomy copocy PIN- - + + + +
Kofa nonb3oBaTens
Pa6oTa ¢ kacTommnsnposaHHbIMM PIN-kogamu no-ymonyaHuto - + + + +
C_EX_SlotManage* BbIMOSHAET PACLUMPEHHYIO UHALManNU3aLmnio TokeHa - - - + +
BO3BpaLLaeT MHdopmaumio o nokansHbix PIN-kogax - + + + +
BO3BpaLLaeT MHopMaLWio 06 ycTaHOBNEHHON onuum - + + + +

npuHyauTensHon cmeHbl PIN-koaa

BcnomoratenbHble yHKUMK


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetFunctionListExtended()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetTokenInfoExtended()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_InitToken()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_UnblockUserPIN()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_SetTokenName()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetTokenName()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_SetLicense()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetLicense()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_SetLocalPIN()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_TokenManage()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_SlotManage()

C_EX_FreeBuffer ocBoGOXAaeT NaMsATh, BbIAEMNEHHYI0 APYrMMU yHKLMAMU
paclnpeHns

®yHkuMmn Ans paboTbl ¢ cepTUdUkaTamm

C_EX_CreateCSR co3[aeT 3anpoc Ha BbiNyck cepTudmkaTa u ynakosbiBaet
ero B PKCS#10
(noppepxwusaemble knoun: CKK_GOSTR3410, CKK_RSA)

C_EX_GetCertificateInfoText nony4aeT MHdoOpmaLuio o cepTudukate n3 TokeHa B
TEKCTOBOM BUAe

®yHkuMn nognucy 1 nposepkyu nognucu CMS/PKCS#7 cooblueHui

C_EX_PKCS7Sign noanucelBaeT AaHHble B popmaTte PKCSH7
(nopaepxvBaemble MexaHn3mbl: CKM_GOSTR3410)

C_EX_PKCS7Verifylnit MHALManmanpyeT nNpoLiecc NpoBepkn noanucu B oopmare
PKCS#7

C_EX_PKCS7Verify npoBepsieT NPMCOeANHeHHyto noanvck B opmate PKCS#7

C_EX_PKCS7VerifyUpdate npoBepsieT 0TCoeAVHeHHyo noanvck B popmate PKCS#7

C_EX_PKCS7VerifyFinal 3aBepLUaeT NPOBEPKY OTCOEANHEHHOHI NoANUCL B chopmaTte
PKCS#7

®yHkuMn Ans paboTbl € XypHANom
C_EX_GetJournal BO3BpaLLaeT coaepXMmoe XypHana onepauun

®yHKUMM Ans paboTbl ¢ chrell-NamsTbio (MoAnepXMBAIOTCS TOMbKO yCTpoiicTBaMu PyTokeH
Flash)

C_EX_GetVolumesinfo nony4aeT MHOPMaLMIO O CyLLECTBYIOLLMX Ha dneLl-naMaT
pasgenax
C_EX_GetDriveSize nony4aeT BeCb 06beM BHELLHel rneLl-namsaTu

C_EX_ChangeVolumeAttributes = nameHsieT atpubyTbl 4OCTYNa K pasaeny
C_EX_FormatDrive pa3buBaeT neLu-namaTb Ha pasaensl

®yHkuumn ans pa6otbl ¢ 6ecnNPoBOAHBIM KaHANOM CBS3M (MOANSPKMBAIOTCS TOMNLKO
ycTpoiticteamu PyTokeH Bluetooth)

C_EX_LoadActivationKey aKTMBUPYET 3alLUMLLEHHbIA KaHan CBA3W C TOKEHOM C
MCNonb3oBaHEM Napons
(yctapena)
(nopaepxvBaeTcs Tonbko B 20-11 BEpCUM NPOLLMBKA)
C_EX_SetActivationPassword = akTMBupyeT 3alMLEHHbIA KaHan CBA3W C TOKEHOM C
MCNonb3oBaHeM Napons
C_EX_GenerateActivationPass ' reHepupyeT naponb Ans 3allWLLEHHOro KaHana cBsian

word

C_EX_TokenManage* ynpaBnsieT pexnuMomM paboTbl TOKEHa 1 TaiMayTom
6ecnpoBOAHOIO COEANHEHNSI

d)yHKLlI/IVI CUCTEMHOro HasHadeHus

C_EX_SlotManage* BbINOJIHSIET KOHTPONb LIeNIOCTHOCTH (NoAAEpKUBaeTCs
Tonbko B PyTokeH SC 2.0)

*— beHKLI,VIﬂ NCNOJNb3yeTCA B HECKOJIbKNX CEKLNAX

®yHkuum pacwmpenus ctaHgapta PKCS#11 gna 6ubnuotein rtPKCS11

®yHKUMKM paclumMpeHus cTaHaapTa PKCS#11
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Bubnuoteka tPKCS11

Bepcusi PyTokeH

Mogenb PyTokeH


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_FreeBuffer()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_CreateCSR()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetCertificateInfoText()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_PKCS7Sign()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_PKCS7VerifyInit()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_PKCS7Verify()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_PKCS7VerifyUpdate()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_PKCS7VerifyFinal()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_GetJournal()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_GetVolumesInfo()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_GetDriveSize()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_ChangeVolumeAttributes()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_FormatDrive()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_LoadActivationKey()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_SetActivationPassword()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_GenerateActivationPassword()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_GenerateActivationPassword()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_TokenManage()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id-4.1%D0%9E%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%B9%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D1%8F-C_EX_SlotManage()

DyHKUMSA OnwucaHne

®yHKLMUM O6LLero HazHaYeHus
C_EX_GetFunctionListExtended = nonyyaeT cnvcok pyHKUMI paclumpeHns GubnuoTeku
®yHKUMM Anst paboTbl CO COTaMMN U TOKEHAMMN

C_EX_GetTokenlnfoExtended nony4aeT pacLMpeHHy MHgopmMaumio o PyTokeH

C_EX_InitToken BbINOJSIHSAET PaCLUMPEHHYI0 MHULManm3aumio namatn PyTokeH
C_EX_UnblockUserPIN pas6nokupyeT PIN-koa nonb3osatens
C_EX_SetTokenName 3agaet umst PyTokeH Npon3BOnbHONM AMWHbI
C_EX_GetTokenName cuUnTbIBAET UMSA PyTOKEH NPOM3BONBHON ANUHLI
C_EX_SetLicense 3anucbiBaeT MHOPMAaLMIO O NULIEH3UPOBAHUN NPUMOXEHUS

C_EX_GetLicense cYMTbiBAET MHOPMAaLMIO O NNLEH3NPOBAHUN NPUNOXKEHUS

s#11
PyTokeH S

PyTtokeH Lite

2#18

Bce octanbHble moaenu PyTokeH


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetFunctionListExtended()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetTokenInfoExtended()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_InitToken()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_UnblockUserPIN()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_SetTokenName()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetTokenName()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_SetLicense()
https://dev.rutoken.ru/pages/viewpage.action?pageId=3178555#id--C_EX_GetLicense()

	Функции расширения PKCS #11

