PekomeHaaumm no BbI6Opy BbICOKOYPOBHEBOro MHTepdelica

Mpu co3gaHum co6CTBEHHOTO NPUIOXEHWS, UCNOMb3YHOLLETO BO3MOXHOCTU YCTPOUCTB PyTOKeH, nepes pa3paboTunmkom BCTaeT BONpoc o Bbibope
onTMMarbHOro CpeAcTBa peanuaauum kpuntorpadmyecknx yHkUmMin. Ha ceroaHswHMN aeHb Hanbonee pacnpoCTpaHEHHBIMU BbICOKOYPOBHEBbLIMM
MHTepdencamu, NpeaoCTaBnAoLLMMY MOLLHbIE BO3MOXHOCTM MO UCMOMNb30BaHWIO OyHKLUMOHANa ycTponcTs PyToKeH NpuknagHbIMM NPUIOXEHUSMM,
sensioTcs ctaHaapTel RSALabs PKCS #11 1 Microsoft CryptoAPI.

BakHO MOMHUTb, 4TO BbIGOP AP| J0MKeH OCyLECTBIATLCA Pa3paboTUMKOM B KaXKAOM KOHKDETHOM Cryyae OTAEMbHO B 3aBUCMMOCTM OT NPebsBNsAeMbIX
TpebosaHuii.

Ctangapt PKCS #11

Cranpgapt PKCS #11 sBnsieTcs ogHUM U3 ceMeCTBa CTaHAapToB Kpuntorpadgum ¢ oTkpbITeiM kntodom (PKCS, Public-Key Cryptography Standard),
paspaboTaHHbix RSA Laboratories ansi o6ecneyeHnsi COBMECTUMOCTM pasfnyHbIX peanusaunii Kpuntorpaum ¢ OTKPbITHIM KIHOYOM.

Cranpapt PKCS #11, Takke nsBecTHbli nog HassaHuem Cryptoki (Cryptographic Token Interface Standart), pacnpoctpaHsieTcs Ha «kpunTorpaduyeckmne
TOKEHbI» — YCTPOWCTBA, CNOCOBHbIE coAep)aTb KpunTorpadmyeckyo MHPOPMaLMIo U BbINOMNHATL KpunTorpaduyeckme npeobpasoBaHus, 1 onpeaenset
ONs HUX uHTepdenc npuknaaHoro nporpammupoBaHus (API). Takum obpa3om, cTaHAapT onvckiBaeT o6wuii Habop KOMaHz ANs BbIMOSHEHNS
KpunTorpaguyeckunx yHKLMIA HE3aBUCUMO OT KOHKPETHOW annapaTHo peanusaumm TokeHa 1 NporpamMmMHoii cpefpl.

B ocHoBe PKCS #11 nexut 06beKTHO-OpUEHTMPOBaHHbIN NOAX0M, KOTOPbI NMO3BONSAET CTaHAAPTY BCe BPEMS pacLUMpsiTbCS, BKNovas B cebsi BHOBb
nosiBsiOLLMECS Kak annapaTHble, Tak U nporpaMmMHble pelueHusi. Kpome toro, PKCS #11 npegocTtaensieT paspaboTymkam BO3MOXHOCTb 406aBnsT CBOU
onpeaeneHns Ansa Tex anropuTMoB, KOTOpbIe elle He BOLNW B CTaHaapT.

Moapo6HOo C TEKCTOM CTaHAapTa MOXHO O3HAKOMUTLCA Ha cTpaHuue hitps://www.cryptsoft.com/pkcs11doc/.

e HocrouHcrsa PKCS #11

® kpoccnnatdopmeHHocTb. PKCS #11 nerko peanusyetcs
Ha nobbix nnatgpopmax: Windows, Mac OS, Linux,
UNIX, Java u T.n.
npocTou nHTepdeiic ans si3bika C;
BbICOKasi CTeneHb abcTpakumm;
BbICOKasi pacnpocTpaHeHHOCTb cpeaun He-Windows
nnatdopm;

® nerkasi NOPTMPYEMOCTb NPOrpaMMHOro obecrneyeHns Ha
nto6ble NnaTthopmbl;

® nopaepxka ynpaBneHus HECKOMNbKUMM YCTPOMCTBaMM
PyTokeH ogHOBpPEMEHHO;

® noaaepka OOHOBPEMEHHOIO XpaHEHUS! Ha YCTPOMCTBE
PyTokeH kntoyeit, ceptudmkaToB 1 06EKTOB AAHHBIX;

® Hanuuve cneumanbHON OYHKLUK OXMaaHUS
NOAKIMOYEHUS/OTKITIOYEHNS TOKEHA
(C_WaitForSlotEvent).



https://www.cryptsoft.com/pkcs11doc/

@ Hepocratku PKCS #11

® HepocTaTouHas NOAAEPXKKA CTaHAapTa onepauyoHHbIMU
cuctemamm cemenctea Windows u, kak cneacraue,
NpYKMaaHbIM NPorpaMMHbIM 0becrneyeHnem nog
Windows;

® oTCyTCTBUME BCNOMOraTenbHbIX OyHKLMI Ans paboTsl ¢
cepTudmkaTamu, B pedynbrarte Yero pasbop v nsyyeHune
cepTudumkaTa chopmarta X.509 moxeT oka3aTbcs
[OCTaTOYHO CroXHOM 3agaver. OgHako npu paboTe B
MS Windows BO3MOXHO MCMONb3oBaHUe yHKLMINA
Win32 API gaxe npu ncnonb3oBaHnv ctaHgapTa
PKCS #11;

® oTcyTcTBUE ChYHKLMM BbIGOPA U yNpaBReHust
KpunTonpoBagepamu. Tak kak PKCS #11
npeactasnsieT cobon API, a He apxutekTypy, B cryyae,
€Ccrnu NpunoXeHUo Heo6XxoaVMMO UCMoNb3oBaTb
HeCKOMNbKO KpMMTOMPOBanAepoB, TO OHO CamMo [AOMKHO
onpeaensTb, Kak ¢ HUMKU paboTaTtb.

Microsoft CryptoAPI n Cryptography API: Next Generation

Microsoft CryptoAPI (MS CAPI) npeactaBnsieT coboi nHTepdeinc npuknagHoro nporpaMmMmpoBaHus, paspaboTaHHblii kopnopauwvein Microsoft ans
obecneveHust kpuntorpacdudeckumm cyHKUMAMK paspaboTymkoB Windows-npunoxeHun u BxogsLwmin B coctaB onepaumnoHHbix cuctem Windows.
Kpuntorpaduueckme anropyTMbl peannayloTcs KpUnTonpoBanaepoM — He3aBUCMMbIM MOZYIIeM, coaepXallnm 6ubnuoTeky kpuntorpadmdeckux gyHKLmN
CO CTaHAapTM30BaHHbIM UHTepdencom, a CryptoAPI nuwb npegocTaBnsieT yHUULMPOBaHHbLIN MHTepdelc paboTbl ¢ kpunTonposargepoM. MNogobHas
apxuTeKTypa No3BOMsSiET NepPexoanTb OT OAHOM0 NpoBaaepa K APYroMy ¢ MUHMMArnbHBIMU M3MEHEHUSIMU UCXOAHOTO KOAa, Tak Kak HTepdeinc (camu
dyHKUMM) He MeHsieTcst. MoapobHas nHdopmaums o CryptoAP| gocTynHa no cebinkam http://technet.microsoft.com/en-us/library/cc962093.aspx u https://m
sdn.microsoft.com/en-us/library/windows/desktop/aa380255(v=vs.85).aspx.

Hauumnas ¢ Windows Vista, Microsoft npeanaraet HoBbIn uHTepdeiic Cryptography API: Next Generation (CNG), npegHa3sHaueHHbIN Ans 3amMeHbl
yctapesLero nHtepdgeiica CryptoAPIl. Cnyx6a CNG npegoctaBnsieT Habop nHTepdeiicos API ansi BLINOMHEHUSI OCHOBHBIX KPUMNTOrpadnyecknx
onepaumi n bnarogaps cBoen MoAynbHON apxXMTEeKType No3BonseT co3aaBaTh, OBHOBNATL U UCMONb30BaTh COGCTBEHHbIE anropuTMbl WM poBaHUs B
TaKMX NPUIOXEHUSIX U TEXHOMOrusIX, kak crnyx6a ceptudmkauum Active Directory, TexHonorum SSL n IPsec. CNG nogaepxuBaeT BCe anropuTMmbl,
npegocrasnsiemble CryptoAPI, a Takke HOBblE anropuTMbl, BKIKOYas anropuTMbl WNPOBaHUS, LMGPOBLIX Noanucen, obMeHa KrnioyYamm 1 XeLMpoBaHus,
B TOM YWCIE 1 anropuTMbl Ha OCHOBe annunTuyeckux kpuebix (ECC). UHTepderic CNG sBnseTtcs ropasgo 6onee rmbkum, Tem cambim obecneunsas
paspaboTunkam 6oNbLINIA KOHTPOSb Ha4 CMOCOOOM BbINOMHEHUS KpunTorpaduyecknx onepaumn 1 COBMeCTHOM paboTon anropUTMOB NpU BbINOMHEHUN
pa3nuuHbIx onepauuii. NMoapobHas nHdopmaums o CNG gocTtynHa no cebinke https://msdn.microsoft.com/en-us/library/windows/desktop/aa376210(v=vs.
85).aspx

e OocTomnHcTtaa CryptoAPI

® rny6okasi uHterpaums B Windows 1 npuknagHoe
nporpammHoe obecneverune nog Windows;
npocTon nHTepdec;
Bornee BbICOKUI ypOBEHb aBCTPaKLMM MO CPaBHEHUIO C
PKCS #11;

® nerkasi TOPTUPYEMOCTb NPOrpaMMHOro obecneyeHns B
npegenax OC Windows;

® aBTOMaTMYeCcKUin AOCTYN K No6OMyY yCTaHOBNEHHOMY
KpunTonposangepy.



http://technet.microsoft.com/en-us/library/cc962093.aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa380255(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa380255(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa376210(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa376210(v=vs.85).aspx

Q Hepocrartku CryptoAPI

® HEeBO3MOXHOCTb Ucnosb3oBaHns B OC, OTANYHBIX OT
Windows;

® OTCyTCTBME BO3MOXHOCTM YNpaBneHns HECKONbKUMU
ycTponcTBaMm PyTokeH o4HOBPEMEHHO. Tak Kak B
CryptoAPI HeT noHATUA n3nyeckoro yCTponcTea, To
ANs OAHOBPEMEHHOI0 UCMOMb30BaHNSA HECKOMbKNX
yCTpoucTB PYTOKEH Ha OHOM 1 TOM Xe KOMMbIoTepe
notpebyeTcs Ncnonb3oBaHNe 0Co6oN TEXHUKY;

® oTCcyTCTBUE CreumarnbHOW PyHKLMN OXUAAHUS
NOAKMIOYEHNS/OTKIIOYEH NS TOKEHa (peanu3aums
BO3MOXHa yepe3 Win32 API);

® HEeBO3MOXHOCTb XpaHEHWsi 06 bEKTOB JaHHbIX BMECTE C
RSA kntoyamu n ceptucdmkaTamm Ha ycTponcTee
PyTokeH;

® ycTaHOBKa KpunTOnpoBangepa TpebyeT Hannuus npae
agmuHucTpatopa B OC.
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