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Kak opraHmsoBaTb 6e30nacHbIN yaaneHHbIn 4OCTYM C NOMOLLbI NPOAYKTOB
PyTokeH

Ecnu B Ballieit kOMNaHUM yxe eCTb TOKEH Unu cMapT-kapTa PyTokeH, Bbl MOXeTe UCMosIb30BaTb X He TOMbKO AMNs 3MeKTPOHHOro AoKyMeHToobopoTa, HO 1
0 n3oBaTb Ge3onacHoe yaaneHHoe NnoaknoyeHne k paboyemy KOMMbIOTEPY U APYrM KOPMOpaTUBHBLIM PECYPCaM.

CyliecTByeT iBa BapuaHTa opraHv3auum yaaneHHon paboTbl — C MCMOSb30BaHUEM KOPMOPaTUBHBLIX HOYTOYKOB C YCTaHOBIIEHHbIM HEOGXOAUMbIM
npotpaMmHLIM oBecneyermnem, Mo Ha aomaluHux MK ¢ ucnonb3oBaHMeM yaaneHHoro paboyero cTona. B nepsom criyyae coTpyaHuku 6yayT
noaKnoYaThCs K CeTU NPeanpuaTUs Ans A4oCTyna K HeobxoanMbIM pecypcaM — cepBepam NpunoXeHuii, ainnosbIM xpaHunuwam n 6asam gaHHbix. Bo
BTOPOM - ByJeT OCyLLeCTBNATLCA NOAKM0YeHMe K kopnopaTtnesHomy cepsepy RDP unu VDI

B o6ounx cnyyasix Anst NOAKMoYeHWst UCMonb3yTCs Ny6nvyHble KaHanbl nepefayn AaHHbIX ceTu MIHTepHeT. 3To onacHo, NOTOMY YTO nepeaaBaeMble
OaHHble MOryT GbITb NEpexBaYveHbl U U3MEHEHbI. A ecnv naposb 6yaeT yKpaaeH, TO 3NMOYMbILLNEHHUK CMOXET 6ECKOHTPONBbHO NOAKMIYATLCS K cepBepam
npeanpustns. 3To B oouce NOHATHO KTO 3a KaKMM KOMMbOTEPOM paboTaeT, a npu yaaneHHon paboTte COTPYAHUKOM CYMTAETCS TOT, KTO 3HaeT naporb.

Moatomy Ansa 3awmThl NepefaBaeMbixX AaHHbIX UCMONb3yeTcs WndpoBaHve kaHana. A Ansi NpefoTBpaLleHnsi HeCaHKLIMOHMPOBAaHHOMO AOCTYNa K CeTN —
OByxdakTopHas ayTeHTUUKALMS C MOMOLLbIO TOKEHOB U cMapT-kapT PyTokeH. [ins Bxoaa B ceTb NPeAnpuaTUsi COTPYAHWUKY HEOBXOAMMO MOAKMIOUNUTD K
cBoemy MK TokeH unu cmapT-kapTy 1 BBectu PIN-kof ycTporictBa. BnageHue ycTponcTBoM siBnsieTcs NnepBbiM (hakTopoM ayTeHTudukaumm, a PIN-koa -
BTOPbIM. YKpaB TOMbKO TOKeH unu Tonbko PIN-koA, 3MoyMbILLNEHHUK NOAKMIOUMTLCS HE CMOXET. A Korga COTPYAHUK OBHapYXXUT Nponaxy TokeHa, To
yBEAOMUT CUCTEMHOTO agMUHUCTpaTopa 1 AocTyn 6yaeT 3abrnokupoBaH.

C nomoLubto cepBepa BUpTyanbHoi YacTHor cetu (Virtual Private Network — VPN) MoxHO opraHusoBaTb npu paboTte 13 goma 6e3onacHbiv LUMPOBaHHIN
KaHan mMexay KoprnopaTvBHOW CeTblo U pabourMu KOMMbIOTEPaMK, a Takke ABYX(DAKTOPHY0 ayTeHTUUKALWMIO yaaneHHbIX nonb3oBaTesei Ha OCHOBe
TOKEHOB U CMapT-KapT.

A npuv NoaxntoYeHnn K yaaneHHbIM paboynm ctonam wmdpoBaHme kaHana ocyLecTBsSIeTCst C MOMOLLbI0 BCTPOEHHbIX cpeacTs cepepoB VDI n RDP,
nnbo ¢ ncnonb3oBaHvem gononHutensHoro cepepa VPN. [1ByxdakTopHON ayTeHTUMMKALIMI0O MOXHO BHEAPUTL C MOMOLLIbIO BCTPOEHHbIX BO3MOXHOCTEWN
onepaumMoHHO cucteMbl (TpebyeTcs ycTaHoBKa MHAPPACTPYKTypbl OTKPbITLIX Kntoyer - PKI, Hanpumep, microsoft Certification Service), nu6o
mcnonb3oBatb cepep VPN.

Yc1poricTBa PyTokeH NoMoryT GbICTPO 3aLUMTUTL M YNPOCTUTL BXOZ B YAaneHHbIe paboymne CTosbl U BHYTPEHHIOK CEeTb NPEANPUATUS, 3aMeHsAs
o) aKTOPHYIO MapOoNbHY0 ayTeHTUdMKaLNIo ABYXHAKTOPHON.

Mpun aByxdpakTopHOW ayTeHTUdMKaumMm C NCnonb3oBaHNeM NpoaykToB PyTokeH K 3HaHWIO napons gocTyna k yctponctsy (PIN-koga) gobaBnsieTcs BTopon
akTop — BnageHue duandeckum yctpoicteoM. PIN-koa 3almieH ot nepebopa onepawuunoHHol cuctemon PyTokeH. MNMocne onpegeneHHoro konmyectsa
HeyaayHbix nonblTok BBoAa PIN-kog 6nokupyetcs.

Mcnonb3oBaHne AByXdakTOPHON ayTEHTUMDMKALIMM C MOMOLLLIO 3IEKTPOHHON NOANMUCY rapaHTUpYyeT cepeepy MMYHOCTL NOMb30BaTENs, NOCKOMNbKY
ayTeHTUMKALMOHHbIE AaHHbIe NexaT B creuunanbHoii 3awwmieHHon PIN-kogom namsaTtu yctporictea PyTokeH. Takum obpas3om, npogykTel PyTokeH
3alLUMLLEeHbl OT HECaHKLMOHNPOBAHHOIO 4OCTYNa U KOMMPOBAaHWS.

PyTokeH VPN

PyTokeH VPN no3BonsieT B KOPOTKME CPOKM OpraHn3oBaTh yaaneHHbIN OCTYN COTPYAHUKOB KO BHYTPEHHUM pecypcam KOMMaHuM ¢ UCMOoNb30BaHUEM
OBYXhaKTOPHOW ayTeHTUdMKaLmUn.

MoaknoyeHne BO3MOXHO C NepcoHaribHbIX KOMMbIOTEPOB U MOBUIbHBIX YCTPOUCTB.
Bbl nony4ynTe rotoBbIi 06pa3 ogHo M3 BUpTyanbHbIx MawmnH VmWare Workstation, VmWare ESXi unu VirtualBox.
YTtobbl pazBepHyTb VPN, HYXXHO BbINOMHWUTBL BCErO HECKOMbKO LWaroB. Mbl MOArOTOBUAM NOAPOOHYI0 MHCTPYKLMIO MO HACTPOMKE.

C nomouubto BeBG-MHTEpENiCa Bbl CMOXETE YCTaHOBUTL HACTPOVMKM CETU U LieHTpa cepTudmkaumm, 4o6aBnTb Nonb3oBaTenein BpyYHyo Unm Yyepes
Active Directory.


https://rutokenvpn.ru/
https://dev.rutoken.ru/display/PUB/Rutoken+VPN

WuTerpauum

Hawwum knroyeBble Hocutenu paboTatoT ¢ NpomblLneHHbIMU oTevecTBeHHbIMU VPN-peweHusimu: ViPNet Coordinator, S-Terra VPN, Kpuntollpo NGate,
KoHTuHeHT, 3actasa u gpyrumu.
A Takxe kopnopaTtunsHbiMu 3apybexHbimu: Cisco, Check Point, Viscocity, Palo Alto n gpyrumu.

Kpome Toro, oHu nHTerpvpoBaHbl B OTKPbIThIN kpoccnnatdopmeHHbii npoaykt OpenVPN u B mobuneHein OpenVPN for Android.

Be3onacHblIli yaaneHHbIn 4OCTyN K yaaneHHbIM paboynm ctonam obecneumBaeTcst ¢ nomoLbto TexHonoruin Citrix, Microsoft, VMWare, PyTokeH. Mpun
TepMUHaNbLHOM JOCTyne cCMapT-KapTa U TOKeH MOXET UCMONb30BaTbCA ANSt ayTEHTUMMKALMMN U BbIYUCTIEHNS ANEKTPOHHON NOAMNWUCU Ha yAaneHHOM
paboyem cTone, kak 6yaTO YCTPOMNCTBO NOAKIOYEHO K HEMY HaNpPAMYHO.

Tabnuua coBMEeCTUMOCTH

VPN-npoaykTbl MopaepxuBaemble [OTOBble pyKOBOACTBA
ycTpoMucTBa
PytokeH VPN PyTtoken SLIM PKI (micro /
Type-C) ® [IATUMUHYTHOE BUAEO-PYKOBOACTBO Kak HaCTpoUTb

PyToken VPN
IuHerika PytokeHn 3LM 3.0

® PykoBOACTBO Monb3oBaTens
PyTtoken 3LIM 2.0 2100

(micro / Type-C/ cmapT-
KapTbl)

PyTtoken 3LIIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC

Kpuntollpo NGate PyTokeH S (micro)
® NokymeHTaums 4.1 (Windows, pykoBoacTBO

PyTokeH Lite (micro) agMuHucTpaTopa)

® [lokymeHTaums 4.2 (Linux, macOS, Android, iOS)
PyToken SLIM PKI (micro /

Type-C)
InnHerika PyTokeHn 3LM 3.0

Pytoken 3UM 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

Pytoken 3L 3.0 NFC
ViPNet Coordinator \ ViPNet Client 4 Pytoken SLIM PKI (micro/ | [OokymeHTauus Ha ViPNet Coordinator 4

«MHPoTeKC» Type-C)
IuHerika PyTokeHn 3LM 3.0
PyTtoken 3LIM 2.0 2100

(micro / Type-C/ cmapT-
KapTbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)
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S-Terra VPN
«C-Teppa Cu3cllny»

KOHTUHEHT
«Kop Be3sonacHocTu»

VPN/FW 3ACTABA
«ANBUC-MINIKOC»

dakTop-TC
DiSec VPN

OpenVPN

PyToken SLIM PKI (micro /
Type-C)

InnHerika PyTokeHn 3LM 3.0

Pytoken 3L 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken SLIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC
PyTokeH S (micro)
PyTokeH Lite (micro)

PyToken SLIM PKI (micro /
Type-C)

Juneinka PyTokeH 3LUM 3.0

PyToken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken SLIM PKI (micro /
Type-C)

Iunerika PytokeH 3LM 3.0

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

Pytoken 3UIT 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC
PyTokeH S (micro)
PyTokeH Lite (micro)

PyToken SLIM PKI (micro /
Type-C)

Pytoken 3L 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

Pytoken 3UIT 2.0 (Flash /
micro / Type-C)

PyTtoken SUIMT PKI (micro /
Type-C)

InnHerika PyTokeHn 3LM 3.0

PyTtoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

Pytoken 3LIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC

Pa6oTta c TokeHamu B C-Teppa KnueHt

KoHTuHeHT TLS VPN KnueHT. PykoBoacTBO No
3Kcnnyarauum

MopnepxuBaeT paboty Yepe3 PKCS#11

Disec. PykoBOACTBO Nofb3oBaTens.

Hactpoiika ayteHTudukaumm no Pytoken SUIM B
OpenVPN Ha Linux

Hactpowka knneHTa OpenVPN B macOS gnsa
ayTeHTUdMKaumm no PyTokeH
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OpenConnect

strongSwan

OpenVPN for Android

Palo Alto Networks

Fortinet FortiGate Gateway

PyToken SLIM PKI (micro /
Type-C)

InnHerika PyTokeHn 3LM 3.0

Pytoken 3L 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken SLIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

PyToken SLIM PKI (micro /
Type-C)

TNunerika PytokeHn 3LM 3.0

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

PyToken SLIM PKI (micro /
Type-C)

JluHeinka PyTokeH 3LM 3.0

PyToken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyTokeH SLIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC
PyToken SLIM Bluetooth

PyToken SLIM PKI (micro /
Type-C)

JuHenka PyTokeH 3L 3.0

PyToken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken SLIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC

PyTtoken SUIMT PKI (micro /
Type-C)

InnHerika PyTokeHn 3LM 3.0

PyTtoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

Pytoken 3LIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC

Knunent gns Cisco AnyConnect, Juniper SSL VPN, PAN
GlobalProtect, Pulse Connect Secure.

HacTtpoiika paboTbl, ncnonbays bubnunoteky PKCS#11: http

s://lwww.infradead.org/openconnect/pkcs11.html

HacTtpoiika strongSwan IPsec VPN cepBepa u knveHTa

HacTtpoiika mobunsHoro OpenVPN for Android

® Hactporika KnueHta GlobalProtect Client ans
ayTeHTUMKaLmMm No cMapT-kapTe

® C Palo Alto Networks Takke pabotaet OpenSource-
knneHT OpenConnect

® Access to certificates in Windows Certificates Stores

® OpenSource-knueHT openfortivpn nogaepxueaet
paboTy co cmapT-kapTaMu Ucnonb3ys 6ubnuoTeky
PKCS#11
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Pulse Secure

Cisco AnyConnect

Checkpoint Remote Access VPN

Viscocity

PyToken SLIM PKI (micro /
Type-C)

InnHerika PyTokeHn 3LM 3.0

Pytoken 3L 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken SLIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

PyToken SLIM PKI (micro /
Type-C)

TNunerika PytokeHn 3LM 3.0

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

PyToken SLIM PKI (micro /
Type-C)

JluHeinka PyTokeH 3LM 3.0

PyToken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyTokeH SLIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC

PyToken SLIM PKI (micro /
Type-C)

Jnnerika PyToken 3LM 3.0

PyTtoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

Pytoken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

® How to configure the Smart Card Authentication

®  MoxHo ncrnonb3oate OpenConnect n 6uénmoTeky
PKCS#11

HacTpoiika ayteHTucukaumm ¢ nomotbio Pytoken SLIM n
PKI B cetn VPN Ha Cisco ASA

Pab6ota uepes OpenConnect

HacTtpoiika aByxdaktopHoi ayteHTudukaumm B Check
Point Security Gateway

Hactpoiika knueHTa Viscosity ans paboTbl ¢ ycTpONCTBOM
PyTokeH
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Microsoft Windows

VDI/RDP

microsoft RDP / FreeRDP / YaaneHHbii
poctyn (RDP) k komnbioTepy ¢ PyTokeH ans An
droid

SSH

Citrix

PyTokeH S (micro)
PyTokeH Lite (micro)
IunHerika PyTokeHn 3LM 3.0

PyToken SLIM PKI (micro /
Type-C)

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

PyTtokeH S (micro)
PyTokeH Lite (micro)

PyToken SLIM PKI (micro /
Type-C)

TnnHerika PyTokeHn 3LM 3.0

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken SLIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC
Pytoken 3L Bluetooth

PyToken SLIIM PKI (micro /
Type-C)

Tunerika PyTokeHn 3LM 3.0

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken SLIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC
PyToken U2F

PyToken SLIM PKI (micro /
Type-C)

Jnnerika Pytoken 3LIM 3.0

PyTtoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

Pytoken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

HacTtpoiika yaaneHHoro goctyn k cetam VPN B Windows

® [lowaroBasi MHCTPYKLMS MO HAaCTPOKe CepBEPHbIX U
knneHTckmx Windows

® [nsa poctyna u3 JIMHyKC MaluvH ecTb knueHT FreeRDP

® [ns Android - npunoxeHve YaaneHHblin 4ocTyn
(RDP) k komnbtloTepy ¢ PyTokeH

® OpenSSH poctyn no PyTokeH 3LIM 2.0

® OpenSSH poctyn ¢ ncnonb3osaHnem PyTokeH U2F

HacTtpoiika ayTeHTudmKauum no cMapT-kapTam B:

Citrix Workspace app for Windows

Citrix Workspace app for Linux

Citrix Workspace app nog Mac

Hactpoiika aByxdakTtopHow ayTeHTudpukaumum B Citrix
XenDesktop 7.x

Moppo6Hasi MHCTPYKLMS N0 HACTPOMKE UCMONb30BaHWS
cmapT-kapT B Citrix
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VMWare Horizon

Parallels VDI

PyTokeH S (micro) Configure Horizon Client for Smart Card
PyTokeH Lite (micro)

PyToken SLIM PKI (micro /
Type-C)

TuHelika PytokeH 3LM 3.0

Pytoken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapTbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

PyToken 3LIM 3.0 NFC

PyToken SLIM PKI (micro /
Type-C)

Juneinka PyTokeH 3LUM 3.0

PyToken 3LIM 2.0 2100
(micro / Type-C/ cmapT-
KapThbl)

PyToken 3LIM 2.0 (Flash /
micro / Type-C)

Pytoken 3LIM 3.0 NFC
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