HacTpoitka ayteHTupumkaumm ¢ nomowbio PytokeH OLIM n PKI B
cet VPN Ha Cisco ASA

O6was nHdopmaums

Hactpowka YL,

Hactpoiika Cisco ASA
O TepBu4yHasi HacTpoika
O TMonyyeHue kopHeBoro ceptucmkata YL n ceptucmkara ASA
O Hactporika VPN Ha ASA

Hactpoiika knneHta VPN B Windows (AnyConnect)

Hactpoiika knueHta VPN B Linux (OpenConnect)

O6Lwasn nHgopmauma
[nsa co3panuns cetv VPN 1 HacTponkn ayTeHTudMKaumMm B Hel Ham noHagobutcs:

® (Cisco ASA (B Hawwem cnyyae 6yaeT ncrnonb3oBaHa BUpTyanbHas MawmHa ASAv, amynupytowas ero paborty).
® Cepgep c YL (B Hawem cnyyvae 6yaet ncnons3osaH WIndows Server ¢ ycTaHOBIIEHHbIM U HAaCTPOEHHBbIM Ha HeM Active Directory Certificate

Services).
® KnueHT ans noakntoveHus k cetv VPN (B Hawwem cnyyae ato 6yaet AnyConnect Ha Windows n OpenConnect Ha Linux).

Hactpouka YU

[Ina Hayana HacTpoum Haw YL, koTopbli pacnonoxeH y Hac Ha Windows Server. Ytobbl pa3sepHyTb YL Heobxoaumo yepes "Server Manager”
noctasuTb "Active Directory Certificate Services". ns aToro:

Haxumaem Ha "Manage"->"Add Roles and Features”

Fﬁ Server Manager

Manage Tools View Help

Add Reles and Features

Server Manager * Dashboard -@1F

Remove Roles and Features
Dashboard WELCOME TO SERVER MANAGER i oo
B Local Server Create Server Group
ii All Servers . . q
o _ o Configure this local server T M e
WE File and Storage Services P =
QUICK START
2 Addroles and features
3 Add other servers to manage
WHAT'S NEW P )
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 Server groups: 1 | Servers total: 1
= File and Storage -
[ i g 1 # Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
4322000 2,08 Lbs




Mepexoaum Ha Bknagky "Server Roles" n Bbibupaem "Active Directory Certificate Services”

& Add Roles and Features Wizard - O X
DESTINATION SERVER
Select server roles WIN-TNBFGGABIHG

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

el e e e T ~ Active Directory Certificate Services

Active Directory Domain Services {AD_CS] i.s used to ;rgate

Active Directory Federation Services certification authorities and related
Active Directery Lightweight Directory Services folElenicas that_a.llow you to_' Ssue
Active Directory Rights Management Services gndinanag=lcariicatesluzadlinia

Server Selection

RS Device Health Attestation variety of applications.
- DHCP Server
Confirmation DNS Server
Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Network Policy and Access Services

Print and Dacument Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (II5)

Windows Deployment Services

Windows Server Update Services

R 2

< Previous | | Mext » Install

Ha Bcex octanbHbIX Bknagkax Haxumaem "Next".

Mocne ycTaHoBku HacTpavnBaem Haw YLI. [1ns aToro HaxuMmaem Ha 3Ha4oK yBeoMneHns 1 Bbibupaem Bknaaky "Configure Active Directory Certificate
Services"

Fﬁ Server Manager

@ ~  Server Manager * All Servers

== SERVERS i, Post-deployment Configura... |

I8 Dashboard .. All servers | 1 total TASKS ¥
H Cenfiguration required for Active Directory
Local Server ong il Y .
1 Filter Certificate Services at WIN-7TN8PGGABIHG ()
All Servers N "
= Configure Active Directory Certificate Services on the
- o
B} ADCs Server Name |Pvd Address o destination server Windows Activation

F§ File and St Services b
& Fiie and Storage Senvices WIN-7NSPGGABIHO 192.168.10.130 — M 00431-10000-00000-AA903 [Ac

Configuration required. Installation succeeded on
WIN-7NBPGGABIHS.

Add Roles and Features

Task Details
>
EVENTS
All events | 8 total TASKS +
Fitter Je) @ - v
i
Server Name ID Severity Source Leg Date and Time
WIN-TNBPGGABIHIG 10149 Waming Microsoft-Windows-Windows Remote Management System 4/22/2020 2:10:39 PM -
WIN-TNBPGGABIHY 134 Waming Microsoft-Windows-Time-Service System  4/22/2020 2:09:47 PM
WIN-TNBPGGABIHG 134  Waming Microsoft-Windows-Time-Service System  4/22/2020 2:09:45 PM
WIN-TNEPGGABIHS 134 Waming Microsoft-Windows-Time-Service System  4/22/2020 2:09:39 PM
WIN-TNBPGGABIHE 134 Waming Microsoft-Windows-Time-Service System  4/22/2020 2:09:38 PM
WIN-TM8PGGABIHIG 7023  Error Microsoft-Windows-Service Control Manager System  4/22/2020 2:09:37 PM
WIN-TNBPGGABIHG 7023 Error Microsaft-Windows-Service Contral Manaaer Svstem  4/22/2020 2:09:37 PM




Ha BTopow Bknagke yctaHoBuTe ranodky "Certification Authority”

[z AD CS Configuration - O X

. DESTINATION SERVER
Role Services WIN-7NSPGGABIHY

Credentials Select Role Services to configure

Certification Authority
Certification Authority Web Enrollment
Online Respender

CA Type

Private Key Metwork Device Enrollment Service

Cryptography Certificate Enrollment Web Service
CA MName Certificate Enrollment Palicy Web Service
Validity Pariod

Certificate Database

Confirmation

More about AD CS Server Roles

< Previous | | Next » Configure Cancel

Ha Bcex octanbHbIX Bknagkax Haxumaem "Next".

[anee oTkpoem nporpammy ansi ynpaenenus YL, ans atoro Beibupaem "AD CS"->"Tools"—"Certification Authority".

Eﬁ Server Manager

@ v Server Manager - AD CS - (\_:-::) | r, Manage  Tools  View

Certification Authority
[E@® SERVERS Component Senvices
I58 Dashboard A Al servers | 1 total Computer Management
§ Local Server P Defragment and Optimize Drives
&l P!
Filter el (OR4
i All Servers - Disk Cleanup
- Event Viewer
Server Name IPvd Address  Manageability
iSCSI Initiator

5 Fil d St Servi b
[ (Al S AR WIN-7NSPGGABIHG 192.168.10.130 Online - Performance counters not star Local Security Policy

Microsoft Azure Services
QODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management
Recovery Drive

Registry Editor

Rescurce Monitor

EVENTS Services
All events | 0 total

System Configuration

System Information

Filter L BEv @®Ew
- - Task Scheduler
Wind Defender Firewall with Ad d S
Server Name ID Severity Source Log Date and Time [nelows eiEnaer Firewat wl vanced Security
Windows Memary Diagnostic
Windows PowerShell

Windows PowerShell (x88)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup




Hactponka Cisco ASA

MepBUYHasn HacTpounka

Tenepb npucTynum k HacTpomke Cisco ASA. [Ina ynpoLleHust npoLecca HacTpoWku, Bce AeicTBust 6yaem npoussoanTbes yepes Cisco ASDM. 3to
rpacuyeckoe npunoxeHne Ans ynpasneHve ASA.

[ns nogkntoveHus Yepe3a ASDM, nogkmounm ynpaensowmin MHTepdENC B 04HY CeTb C HaWMM KOMMNbIOTEPOM, Ha KOTOPOM ycTaHoBneH "ASDM". B
Hallem crnyyae JaHHow ceTbto 6yaeT aBnatecst VMnet8 (192.168.10.0/24).

& Virtual Network Editor *
MName Type External Connection Host Connection  DHCP Subnet Address
VMnetl Host-only - Connected Enabled 192,168,231.0
VMnet2 Host-only - Connected Enabled 192.168.92.0

VMnet3 Host-only - Connected Enabled 192.168.206.0
Connected Enabled ;

Add Network... Remove Metwark Renama MNetwork...

VMnet Information

Bridged (connect YMs directly to the external network)
Bridged to: Automatic Settings...
MAT (shared host's IF address with YMs) MAT Settings. ..

Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter YMnets

Use local DHCP service to distribute IP address to WMs DHCP Settings. ..

SubnetIP: | 192,168, 10 . 0 Subnet mask: | 255,255,255, 0

/% Administrator privileges are required to modify the network configuration. Gghange Settings

Restore Defaults Import... Export... OK Cancel Apply Help

B VMware y3HaTb agpec aaHHo ceTn MoXHO Yepes Bknaaky "Edit"—"Virtual Network Editor...".



&) VMware Workstation

08 o

Eile  Edit View VM Tabs Help
Library Cut Ctrl+X
o) Copy Ctrl+C
Paste Ctrl+Y
= O
& Virtual Network Editor...
Preferences... Crl+P
[ :
L4

[ Windows Server 2015

ir evaluation period ends in 26 days.

®

Create a New
Virtual Machine

[ asav-vi

1. Get a license key

WORKSTATION 155

Open a Virtual
Machine

Connect to a
Remote Server

[Moaxno4nTb yNpasnsaoLWmnn MHTepdeNC K AaHHOM CeTU MOXHO Yepes3 HaCTPONKN BUPTYarbHON MalLWHbI.

) asav-vi - VMware Workstation - O x
. . ] T T | -
File Edit View VM Tabs Help - @D D OB O -
i x
le.rar)r inr Home lﬁ Windows Server 2016 FD asav-vi
£ Type here to search -
= [ My Computer
[ Windows Server 2016 - i
[—.Dw 0 = 0 0 0 0 :
0 0 0 1 = 0 0
I Shared V Close Tab 0toco . . .
Mark as Favorite otoco o MP 0
ptoco 59 0 P 0
Rename... ntoco HEH 0 P D
Open VM directory ntoco D P D
Remove
1 = 0 =
3 Power »
1 o ate
% Removable Devices b ?
Pause IRB g g
3 Send Ctrl+Alt+Del 0 oMe ServerCo o o
Grab Input
S5H > alifif: 0 0
[@ Snapshot > &
= D H
Capture Screen o o ble co
2% Manage ¥ . ) ) )
Install VMware Tools... D g g D D
[@ Settings...
To direct input to this VM, click inside or press Ctrl+G. a8 [ W I e e e e e o o

2. Enter a license key,




Virtual Machine Settings x

Hardware Options

Device Summary Device status
L5GB Connected
1 Connect at power on
1GB )
HardDisk 2(ScSI)  8GB Netuork connection
(%) co/ovD (IDE) Using urknown backend () Bridged: Connected directy to the physical network
& co/ovo 2 (IDE) Using file asav-vi-file1.is0 Replicate physical network connection state
e T
2 Metwork Adapter 2 Custom (VMnet2) (®) NAT: Used to share the host's IP address
B Network Adapter 3 Custom (VMnet3) (") Host-only: A private network shared with the host
S Network Adapter 4 Bridged (Automatic) (O Custom: Specific virtual network

R Network Adapter 5 Bridged (Automatic)
- Metwork Adapter 6 Bridged (Automatic)
- Metwork Adapter 7 Bridged (Automatic) () LAN segment:
2 Metwork Adapter 8 Bridged (Automatic)
l’_"-‘;i Metwork Adapter 9 Bridged (Automatic)

S Network Adapter 10 Bridged (Automatic)
[pisplay Auto detect LAN Segments... | | Adyanced...

VMnetd

Add... Remove

Cancel Help

Tenepb 3agagum ctatudeckun IP-agpec ans gaHHoro nHtepdpeiica B Hawem M3. [ns 3TOro BbINOIHUM CIEAYHOLLYH0 NOCNeA0BaTENbHOCTb KOMaHA:

MepBun4yHas HacTporika Cisco ASA

ci scoasa> en

#

ci scoasa# conf t

ci scoasa(config)# int managenent 0/0
ciscoasa(config-if)# ip add 192. 168. 10. 22 255. 255. 255.0
ci scoasa(config-if)# nanmeif ngnt

ci scoasa(config-if)# security-level 100

ci scoasa(config-if)# no shut

ci scoasa(config-if)# exit

ci scoasa(config)# http server enable

ci scoasa(config)# http 0 0 ngnt

#

ci scoasa(config)# usernanme <adm n_nanme> password <password> privilege 15
ci scoasa(config)# w

Mocne aToro Yepes Gpay3ep HaLLEro KNMeHTa NOAKMIYMMCS K 3anyLieHHoMy Beb-cepepy ASA. B HaweMm crnyyae nogkntodaemcs no agpecy https://192.
168.10.22/. YctaHoBuTb ASDM MOXHO Ha 3TOIN CTpaHuULbI.


https://192.168.10.22/
https://192.168.10.22/

B, cisco ASDM 7.12(2) il

cisco

Cisco ASDM 7.12(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

» You can invoke ASDM from a desktop shortcut, No bros
+ One desktop shortcut allows you to connect to muitipl

er is required.
ecurity appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright © 2006-2019 Cisco Systems, Inc. All rights reserved.

3anyctum ASDM u nopgkntoummest k M3.

Cisco ASDM-IDM Launcher v1.9(0)

=2 Cisco ASDM-IDM Launcher

Device IP Address / Mame: 192.168.10.22

Username: admin

Password: I IITIL

Remember the username of the specified device on this computer

- x

NI
cisco

[

R REs!

Yepe3s aaHHbI rpadhmyeckmin MeHemxep MOXHO HacTPOUTb OCTaBLUMECS BXOAHbIE U BbIXOAHbIE MHTepdeiickl MO. 3To MOXHO caenaTh Ha BKnagke
"Configuration"—"Interface settings"—"Interfaces":




[ Cisco ASDM 7.12(2)14 for ASA - 192.168.10.22 — [m] X
File View Tools Wizards Window Hel
Ele Yew I zrds W Help alaln
o itori i 3
D Monitoring B Save @ Refresh o Back J Forward ? Help CISCO
E| Device Setup a o G ion > i > Inter ttings > Interfaces a
Startup Wizard o
Al
&5} Interface Settings Interface Mame Zone Route Map State SEM‘F’ 1P Address Subnet M. h
P i roces] :
g i zones (Sgsbithemeio)o T S = S ) = st
b S VALAN GigabitEthernetd/1 output Enabled 100 192.168.206.22 255.255.2| Delet
2* Routing GigabitEthernetd/2 Disabled e
(}0 Device Name [Password GigabitEthernet0/3 Disabled
GO Key Chain GigabitEthernetd/4 Disabled
© systemTime GigabitEthernet0/5 Disabled
GigabitEthernet/s Disabled
GigabitEthernet0/7 Disabled
GigabitEthernet/8 Disabled
Management0/0 mgmt Enabled 100 192.168.10.22 255.255.2/
E§D Device Setup
% Firewall < >
Remote Access VPN [] Enable traffic between two or more interfaces which are configured with same security levels
[ Enable traffic between twa or mere hosts connected to the same interface
Site-to-Site VPN
[[] Enable jumbo frame reservation
E;l) Device Management
» Apply Reset
Device configuration loaded successfully, admin 15 e T 8 4/22/20 3:23:07 PMUTC

MonyyeHune kopHeBoro cepTudukata YL n ceptncpumkara ASA

MpucTtynum k HacTporike VPN. Onsi ayTeHTUdMKaLmm ¢ NomoLLbio cepTudmkaToB, HEO6X0AMMO B NEPBYIO 04epeab NonyYuTb KOpHEBOW cepTudmkat YL n
3anpocuTb y Hero cepTudpukat ansa cebs. MonyyunTb ceptudmkat YL MoxHo Yepes MeHemxep ynpasnenns YL, KnukHem npaBoi KHOMKOWM MbILLn No
Hawemy YL n BbiGepem Bknagky "Properties”:



Tools View

@1 g tonse

_ [E@ SERVERS
I8 Dashboard AN Al servers | 1 total TASKS
i Local Server = _
Filter el | - (v
All Servers -
m- [Certification Authority (Local\WIN-7NE8PGGABIHI-CA] - [m] * pn
BE File and Storage 5¢ .
File Action View Help - 3 (Ad
e f|EC=H > m
fé] Certification Authority (Local) H Mame
v IWIRETREEGE ™ > d Certificates
| Revoked ! Certificates
| lssued Ce View
< . g Requests
| Pending X
| Failed Ree  ReEfresh equests >
Export List...
Properties
Help TASKS ¥

Opens the properties dialog box for the current selection.

Haxogum Haw kopHeBol cepTudmkat u Haxxumaem Ha "View Certificate".

WIN-TNBPGGABIHI-CA Properties ? x
Extensions Storage Certificate Managers
Enrollment Agents Auditing Recovery Agents Security
General Policy Module Exit Module
Certffication authority (CA)
Mame: WIN-7NBPGGABIHS-CA
CA certificates:

Cryptographic settings
Provider: Microgoft Software Key Storage Provider

Hash algorithm: SHAZEE

Konupyem ero B cpaiin B koguposke Base64 un otnpasnsiem ero B8 ASDM.




n  Certificate >

General Details  Certification Path

Show: | All= w
Field Value &
Bh‘ersion V3
ElSeriaI number 570c016db23a6d9a48f174d15. ..
EISignab_lre algorithm sha256aRS5A
BSignab_lre hash algorithm sha256
BISSUEF WIN-TMNBPGGABIHS-CA
Elh'alid from Wednesday, April 22, 2020 7:...
D'u'alid to Tuesday, April 22, 2025 7:35:...
[ MITM-TMRDEEARTHA-C A 7

Edit Properties... Copy to File...

B ASDM Bui6bupaem "Configuration"—"Device Management"—"Certificate Management"—"CA Certificates"—"Add" n BcTaBnsem Tyaa kopHeBoW
ceptudmkar YL A ato caenan ckonupoBae cogepxumoe davina ceptudmkata B PEM copmate, HO MOXHO MMNOPTUPOBaTh €ro 1 Yepes dann.

Install Certificate *

Trustpoint Mame: ASDM_TrustPointd
() Install from a file: Browse...

(®) Paste certificate in PEM format:

E3GQrQdVr4xqlCral/IkixQ4nkKOLeIElaewqckx 39d9ETY ScrGAUNEUsxMNycyZab A
i5p/maVVIF zABUKES fyL BKSSokTpCVRIS T #GQshIHEk+QpYkictigAimMS THegqD
oyRe5SUF4ZyW cUExbYDHaga 3% 7sb 4L 0toQXEwaIshPpTk/DOhccmMNoVMaY ptfhTvm
MVYEbBI46gnI ff30W4PYSYE3h 1P6A rhkRQSIsMW4pafFe 7-HRcGHUFd +wTxAgMB
AAGIUTEPMASGA 1UdDWQEAWIBhjAPEGNVHRMBAFSEET ADAGQH/MEOGA 1UdDgQWEBST
avBttakwLn4MNOvezbIwRmr +XTAQBEgkrBgEEAYT3FQEEAWIBAD AMBakghkiGIw0E
AQsFAAOCAQEAVWHGBBAAF 25FDAS fLIMB 4/ XpKY ZXSUWVAXPnNT fAjhyb04ZpJuiNE
QMhCVIEKLpAmf+HQZvm +E9zNmhMxLLFiOhj3/6ZaZI5M 2YFedZBs HGQCFVY md
nxESooEIUAZpYNN753QaP vk 7b AxUuDCiWeTYbHfz 7RkR zbKR.o05IMOozeyF 2bOge
oyhAINNf-HAVLWHOQM L3nrfrgMgQQ 2BEQVWWBwekid +vI6tDgaf1geskgkG thvib4Hn
J1qceDBAXSY 27QCAIhShKS +VvIMmWGR S+EbX0 17V vKESIRIIIKY asttZPqetikd4
¥UALYa+BfVEpSylglQVbi4CcDT +AKSwDgg==

-—END CERTIFICATE-—

(") Use SCEP:
Specify source Interface: | —MNone —
SCEP URL: http:/f
Retry Period: 1 minutes

Retry Count: 0 {Use 0 to indicate unlimited retries)

More Options. ..

Install Certificate Cancel Help

Mocne Toro kak KopHeBoK cepTudmkaT bbln MMNopTUpoBaH, HeobxoauMo co3aaTh 3asiBKy Ha cepTudukaT aAna ASA. [ins 3Toro nepexoaum Ha
Bknagky "Configuration"—"Device Management"—"Certificate Management"—"ldentity Certificates"—"Add" u coznaem 3asBky Ans kno4a No yMONYaHuio:



(EJ Add Identity Certificate *

Trustpoint Name: ASDM_TrustPointl
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:

File to Impart From: Browse...

(@) Add a new identity certificate:

Key Pair: <Default-RSA-+Key = v Show... Mew. ..
Certificate Subject DM: | CM=dscoasa Select...
[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

| Add Certificate Cancel Help

3asBKy oTnpaBnsem Ha cepsep v fobaensiem ee B MeHemxep YL, knvkHyB npaBoi KHOMKOM Mbllwn Ha cepsep 1 Bblibpas "All Tasks"—"Submit new
request...":

:_RJ certsrv - [Certification Authority (Local\WIN-TNBPGGABIHS-CA] — O >
File Action View Help
e | 2| EBc= H »w

Tl Certification Authority (Local) H Name
v G| WIN-TNSPGGABIHG-C*

“| Revoked Certificat | £l 135KS s Start Service

| lIssued Certificates Niew N Stop Service

| Pending Requests :

- Submit est...

~| Failed Requests Refresh HBmIt new requ
Export List... Back up CA...
Properties Restore CA...

Renew CA Certificate...

Help

Submit a new certificate request to this CA

B oTKpbIBLLEMCSI OKHE yKa3blBaeM NyTb A0 3asBKu U Aanblue nepexognm B avpektoputo "Pending requests” n nognvcbiBaeM 3asBky. [ns 3TOro KNMKHEM
npaBoOW KHOMKOW MbILLW Ha HaLlel 3asiBke 1 Bbibupaem "All Tasks"—"Issue":



Tl certsrv - [Certification Authority (Local)\WIN-TNEPGGABIHE-CA\Pending Requests] — O x
ty g heq
File Action View Help
A ole ARAANCREY
i3] Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Requesi
v g WIN-TNBPGGABIHS-CA 4122720
7| Revoked Certificates All Tasks > View Attributes/Extensions... —
_, IssueFi Certificates Refresh Export Binary Data...
| Pending Requests
| Failed Requests Help lssue
Deny
< >
Force the policy module to reevaluate this request

MoanucaHHbI cepTudpukat MoxHO nonyunTb B ampektopun "Issued Certificates". Uwem Haw cepTudumkaT n konnpyem ero B paiin B kogmpoBke Base64:

n  Certificate >

General Details  Certification Path

Show: | <Al ~
Field Value &
B\J‘ersion V3
ElSeriaI number 22000000029d561314dc646 1.,
DSignathe algorithm sha256RS5A
BSignathe hash algorithm sha256
Blssuer WIN-TMNBPGGABIHS-CA
El'u'alid from Wednesday, April 22, 2020 8:...
[=] valid to Thursday, April 22, 2021 8:45...
’-_] Suhisrt riernaea ~

Edit Properties...

OK

MonyyeHHbIN cepTudmkaTt oTnpaensem Ha ctopoHy ASDM n nobasnsiem ero Ha Bknagke "Configuration"—"Device Management"—"Certificate
Management"—"Identity Certificates"—"Install" gns Hawero 3anpoca:



(5] Install Identity certificate X

Identity Certificate
Install from a file: Browse
O

(®) Faste the certificate data in base-64 format:

TytPNDYWA3WC]VY 25LET 1ye 112YG 5T 112k Y gy TGHUO 34T 0k 4ph 3MISF 1hik +c ~
hR 1pelQOwCKdIcXbBRaYS0sEQy0n 2UZFPwEZF tRaPVFY] +0ilSKoWPL 20X 3Kk
ogriJcs FiwEe 1zxMeHzrOuETydiHy HiferedCosnAi IMR fIs80nojaJfAplveDsk=
-——END CERTIFICATE—
| w
L4 >

| Install Certificate | Cancel Help

HacTtponka VPN Ha ASA

Ha cropoHe M3 octanock HacTpoutb cam VPN. [insa aToro nepexoaum Ha Bknagky "Configuration"—"Remote access VPN"—"Network client Access"—"
AnyConnect Connection Profiles". Yctanosum ranky HanpoTtus "Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table
below" (nocne ycTaHoBKu AaHHO onumm oT Bac MoryT notpeboBaTtkb yctaHoBUTL B M3 nakeTbl ¢ AnyConnect ans Windows u Linux). Takke Heobxoanmo
paspeLmnTb NoAKMYEeHNE Yepe3 BXOAHON nHTepdeiic:

[E Cisco ASDM 7.12(2)14 for ASA - 192.168.10.22

- O X
File View Tools Wizards Window Help [ype topic to search & ol I (K1) I [N
= - — 3
[] Monitoring LB Save @Refresh o Back. O Forward ? Help CISCO
ration > Remote Access VPN > Network (Client) Access > AnyConnect Connection Profiles (m]

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment requires end-user
administrative rights. The Cisco AnyConnect YPN Client supperts IPsec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer Security {DTLS)

S tunneling options.
’@ AnyConnect Customization/Locall

# AnyConnect Client Profile

f AnyConnect Client Software
Dynamic Access Policies
roup Policies S5L access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .
Psec(IKEV 1) Connaction Profiles

|| Boolmarks

Wccess Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

Peec{IKEy3) Connection Profiles Interface S5L Access Tpsec (KEv2) Access
ecure Mobility Solution Allow Access Enable DTLS Allow Access Enable Client Services Device Certificate ...
A:::scijss‘gnment fnput 4 O Port Settings ...
% D T T
AAALocal Users
R Secure Desktop Manager Bypass interface access lists for inbound VPN sessions

Access lists from group policy and user policy always apply to the traffic.
Login Page Setting

| DNS [] Allow user to select cannection profile on the login page. @
[ shutdown portsl login page.

Connection Profiles

Connection profile (tunnel group) spedfies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile
ere,

& Add | (2 Edit| [if Delete| | Find: [] Match Case

< >

% Devica Setup Name S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy

= DefaultRAGroup O AAA(LOCAL) DfitGrpPolicy
Errena O O S = S T
Remote Access VPN
Site-to-Site VPN 0 Let group URL take precedence if group URL and certificate map match different connection profiles, Otherwise, the connection prafile that matches the
certificate map wil be used.
@ Device Management
o Apply Reset
admin 15 e T B | 4/z2/20 407:37 PMUTC

Insa npocwuns "DefaultWEBVPNGroup" yctaHosum onuumto SSL Enabled 1 otpenaktupyem ero, Haxas "Edit":



[ Cisco ASDM 7.12(2)14 for ASA - 192.168.10.22 — [m] X

File View Tools Wizards Window Help © Il
ol el
) 1 o N
@ Hame|€) Configuration D Monitoring LB Save GRefresh Back O Forward ? Help CISCO
{2 || Remote Access vPN 5 8 | ration > Remote Access VPN > Network (Client) Access > AnyConnect Connection Profiles m]
2 Introduction
X The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment requires end-user

ietwork (Client) Access _ administrative rights. The Cisco AnyConnect YPN Client supports IPsec (IKEv2) tunnel as well as S5L tunnel with Datagram Transport Layer Security (OTLS)
[AnyConnect Connection Profiles tunneling aptions.

AnyConnect Customization/Local
AnyConnect Client Profile \ccess Interfaces
fJ AnyConnect Client Softuare Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
A Dynamic Access Policies
3 Group Policies
[Psec(IKEv1) Connection Profiles P Peee (KEv2) Access

IPsec(IKEv2) Connection Profiles| Interface
T secure Mability Solution Allow Access Enable DTLS Allow Access Enable Client Services Device Certificate ...

o
p Address Ascignment & | @ | N | N (g
Advanced loutput 0O O ngs ...
S Clientless SSL VPN Access

L' AnaLocal Users

|| Bookmarls

S5L access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .

¥ Secure Desktop Manager Bypass interface access lists for inbound VPN sessions
Certficate Management Access lsts from group polcy and user palicy always apply to the traffic
Language Localization
2 Load Balancing Login Page Setting
DHCP Server
DN [] Allow user to select cannection profile on the login page. @
Advanced ] hutdown portal login page.
Connection Profiles
Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile
here,
add| @ Edit| [ij Delete| | Find: © @ []Match Case
< >
ﬁ Device Setup Name 55L Enabled IPsec Enabled Aliases Authentication Method Group Policy
DefaultRAGroup AAA(LOCAL) DAitGrpPolicy
B rrea Y R N Y-
‘ Remote Access VPN
7
Site-to-Site VPN 0 Let group URL take precedence if group URL and certificate map match different connection profiles, Otherwise, the connection prafile that matches the
certificate map wil be used.
E;L Device Management
= Apply Reset
admin 15 e T 8| 4/z2/20 410:27 PMUTC

B oTKpbIBLIEMCS OKHE YCTAaHOBUM ayTEHTU(MKALMIO C MOMOLLBIO cepTudukaTa:

@ Edit AnyConnect Connection Profile: DefaultWEBVPNGroup *
c} Mame: DefaultWEBVPMNGroup
-Advanced
Aliases:
Wuthentication
Method: AAA ~

[AAA
AAA Server Group: Manage...
" naA and certificate = =
Certificate only -
SAML
SAML Identity Provider Multiple certificates and AAA
Multiple certificates
SAML Server : ——TOnE — ~ Manage...
Client Address Assignment
DHCP Servers:
(®Mone () DHCP Link () DHCP Subnet
Client Address Pools: Select...
Client IPv6 Address Pools: Select. ..
Default Group Policy
Group Policy: DftGrpPolicy || Manage...

{Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN dient protocol

Enable IPsec({IKEv2) dient protocol

DNS Servers:
WINS Servers:

Domain Mame:

Find: @ nvext @ Previous

cond | e

MpumeHnm nsmeHeHus, Haxas "Apply".

Tenepb Heobxoammo 3agatb ananasoH VPN agpecoB ans knneHToB. [Ans atoro nepexoamm Ha Bknagky "Configuration"—"Remote access VPN"—
Network client Access"—"Address Assignment"—"Address Pools"—"Add" n coszaaaum cBov AnanasoH:



[5y Add IPv4 Pool X

Mame: VPN _POOL

Starting IF Address: [10.0.3.1

Ending IF Address: |10.0.3.254

Subnet Mask: 255.255.255.0 e

K Cancel Help

anMeHﬂeM NU3MEHEeHNA.

[anee nepexoamm Ha Bknagky "Configuration"—"Remote access VPN"—"Network client Access"—"Group Policy" n aBaxabl knukaem Ha MNONUTUKY
DfltGrpPolicy:

@ Edit Internal Group Policy: DfttGrpPolicy

Name: DAtGrpPolicy
Servers

‘Advanced Banner:

SCEP forwarding URL: ‘ ‘

Address Pools:

IPv6 Address Pools:

More Options

Find: @ next @ Previous

OK Cancel Help

B oTKpbIBLIEMCSI OKHE YCTaHaBnMBaeM BblbpaHHbIN Anana3oH agpecos Ha Bknagke "Address Pools":



[E Select Address Pools *

s Add| (& Edit| ff Delete

Pool Mame  Starting Address ~ Ending Address/Mumber of Addresses  Subnet Mask/Prefix Length

10.0.3.1 10.0.3.254 255.255.255.0

Assigned Address Pools

0K Cancel Help

MpuMeHsieM U3MEHEHUS 1 HAXXMMaeM Ha KHOMKy "Save" B naHenu MHCTPYMEHTOB.

Hactponka knneHta VPN B Windows (AnyConnect)

Tenepb ocTanock NMLb YyCTaHOBUTL KOPHEBOW cepTudmkaT YL Ha knneHTe 1 nonyynTb ceptudmkat y Hero. KopHeBol cepTudmkaTt Mbl yxxe ¢ BamMu
nonyyanu Bbile. [1ns ero yCTaHOBKW Ha KNWEHT 3anyCTUM NpUnoXxeHne mme.

All Apps  Documents Settings Email More =
Best match
mmc
9
Run command
mmc
Run cormmand
— Open
L) Run as administrator
[l Open file location
£ mmd

B oTkpbiBLwEMCSt OkHe Bblbpaem "File"—"Add/Remove Snap-In...".



Consalel - [Console Root] - O x
File Action View Favorites Window Help - & x
& New Ctrl+N
N - (EIn® Hame Actions
Save Ctrl+S I e R .
. There are no items to show in this view. ensele Root
More Actions »
Add/Remove Snap-in... Ctrl+M
Options...
1 comexp.msc
2 devmgmt.msc
2 diskmgmt.msc
4 certlm.msc
Exit
Enables you to add snap-ins to or remove them from the snap-in console.
B oTkpbiBLLIEMCSI OKHE BblbMpaem "Certificates" n Haxumaem "Add".
Add or Remove Snap-ins >

‘fou can select snap-ns for this console fram those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor ~ ] console Root Edit Extensions...
ActiveX Contral Microsoft Cor... Remove
Authu::-rization Manager Microsoft Cor...
Ifﬁ] Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Mowe Up
;é‘ Computer Managem... Microsoft Cor... :
A Device Manager Microsoft Cor... o=l
e Disk Management Microsoft and. ..
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
@ IP Security Monitor Microsoft Cor...
@, IP Security Policy M...  Micrasoft Cor...
% Link to Web Address  Micresoft Cor... Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

0K Cancel

OTto6pasutca guanor n B Hem Heobxoammo BbIGpaTh "My user account". Haxumaem "Ok". B nosiBuBwemcs katanore Heobxoanmo HanTu katanor "Trusted
Root Certification Authorities", HaxxaTb Ha Hero npaBoK KHOMKOWM MbILWW 1 BbIGPaTh 3agavy UMNOPTUPOBaHWUSA HOBOrO cepTudmkara:



Censoclel - [Console Root\Certificates - Current User\Trusted Reot Certification Authorities] - (] X

File Action View Favorites Window Help _ & x
e nE oz BF
I Console Root Object Type Actions
¥ G Certificstes - Current User | Certificates Trusted Root Certification Authorities -
| Personal
~ [ Trusted Root Certification f+hnsiti= More Actions »
Certificates Find Certificates...

| Enterprise Trust

7 Intermediate Certification
I Active Directory User Obje View > Import...
| Trusted Publishers

I Untrusted Certificates
~| Third-Party Roet Certifica New Taskpad View...
| Trusted People

All Tasks > Find Certificates...

New Window frem Here

Refresh
“| Client Authentication Issu

I Local NonRemovable Cer Export List...
| Certficate Envoliment Rec g,

| Smart Card Trusted Roots

Add a certificate to a store

B oTKpbIBLUEMCSI OKHE yKa3blBaeM NyTb 1O KOPHEBOTO cepTudumKaTa.

€ of Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(o=l o) (v R e 1 RS Trusted Root Certification Authorities
Content Certificate

File Name Ci\sers\pkmik'\DesktopCA. cer

Finizsh Cancel

Mocne Toro kak Mbl UMNOPTUPOBAIIM KOPHEBOWN CePTUMUKAT Ha HaLLl KMUEHT, Heo6X0AMMO co3faTh 3asiBKy Ha cepTudmkaT Ans Kroya, KoTopbin byaeTt
co3faH Ha TokeHe. YTobbl B Windows MoxHO Bbino paboTaTb C TOKEHOM, YCTaHOBWM ApaiiBepbl U NOAKIIOHMM TOKEH.

Mocne Toro kak Bce HeobxoauMble AeicTBUs Bbinu BbINOMHEHbI Nepenaem obpaTtHO B MCC M NPaBo KHOMKOW MbILLW KNUKHEM No AupekTopuu "Personal” n
Bblbepem 3aaady co3gaHuns 3anpoca Ha ceptudmkar:


https://www.rutoken.ru/support/download/windows/

Consolel - [Console Root\Certificates - Current User\Personal]
& File Action View Favorites Window Help

o= x5 0lc: BF
7| Console Root Object Type
w L) Certificates - Current User Certificates
*| Personal -
w7 Tuste  Find Certificates... |
C
S S AN Tasks > Find Certificates...
“ Enten
_ Intern View > Request New Certificate...
il Active New Window from Here Import...
7 Truste
S Untrs MNewTeskpad View... Advanced Operations > Create Custom Request..
Third-
-] o Enroll On Behalf Of...
o] Truste Manage Enrellment Policies...
7 Client Export List...
“ Local Help
“ Certif

| Smart Card Trusted Roots

&Create Custom Request...

Actions
Personal

More Actions

Ha nepBbix AByx Bknagkax HaxumaeM "Next" , Ha TpeTbel Bbibupaem "Legacy key".

- O
5l Certificate Enrollment
Custom request
Chose an option from the list below and configure the certificate options as required.
Template: (Mo template) Legacy key w

[[] Suppress default extensions

Request format: (@ PECS #10
oemc

MNote: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate ternplate,

Mext Cancel

B cnepytoLlem okHe 3aaem onumy 3asiBKU U Krioya, Ans KOTOporo oHa ByaeT cosaaHa:




Sl Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext,

Custom request 1) STATUS: Available Details ~
The following cptions describe the uses and validity period that apply to this type of certificate:
Key usage:

Application policies:
Validity pericd (days):

Mext Cancel

Kak muHumym: 3agagmm Friendly name — ero MoxHo BbIGpaTh Npon3BOMbHbIM, 3T0 ByaeT naeHTUdMKaTopoM BaLlero nofnb3oBaTens:

— O x

Sl Certificate Enrollment

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
regu

General Subject Extensions  Private Key ails ~
A friendly name and description will make it easier to identify and use a certificate,

Friendly name:

| client ‘

Description: ties

Cancel

3agagvm "Obuiee nms", OHO AOMKHO BbITh NAEHTU(MKAaTOPOM BaLLero nonb3oBaTens:



Certificate Properties

General Subject Extensions  Private Key

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=client

Common name ~

Value:

< Rermove

Alternative name:
Type:
Directory name ~

Value:

Add =

< Remove

oK Cancel Apply

YcTaHOBUM NpeaHasHayYeHune Krova ansi nognucu:

Certificate Properties

General Subject Extensions  Private Key

The following are the certificate extensions for this certificate type.

Key usage
The key usage extension describes the purpose of a certificate.
Available options:
CRL signing

Data encipherment

Deciiher Dnli

Key agreement

Key certificate signing < Remove
Key encipherment

Men repudiation

Selected options:

Digital signature

Make these key usages critical

Extended Key Usage (application policies)

Basic constraints

oK Cancel Apply

W onsa cosganus knova Ha TOKeHe ykaxkeM Kpuntonposarnaep PyTokeH v 3agagvm pasmep krtovda B 2048.



Certificate Properties d
General Subject Extensions Private Key
Cryptographic Service Provider PO
A TSP is a program that generates a public and private key pair used in many
certificate-related processes,
Select cryptographic service provider (C5P):
[] Microsoft Strong Cryptographic Provider (Signature) A
Alctiv ruTeken CSP v1.0 (Signature)
[]Microsoft Base Cryptographic Provider v1.0 (Signature)
[] Microsoft Base DS5 and Diffie-Hellman Cryptoegraphic Provider (Signature)
[ Micrasoft Base DSS Cryptographic Provider (Signature)
[]Microsoft Base Smart Card Crypto Provider (Signature) v
[]Show all C5Ps
Key options A
Set the key length and export options for the private key.
Key size: | op4a v
[]Make private key exportable
[ Allow private key to be archived hd
Cancel Apply

Ot Hac noTpebytoT BBecTn PIN-kog TokeHa:

il Aktiv ruToken CSP v1.0 b
Enter PIM
Reader
|j Rutoken PKI 0 j
PIN
| EN
| Cancel |

3anBKy Ha cepTudmKaT coxpaHum B chanin B koampoBke Base64 n otnpaBuMm ee Ha ctopoHy YL, B YL nognucbiBaem 3asBKy Takke Kak v 3asBky ans ASA
13 MHCTPYKLIMM BbILLE.

BbinucaHHbI cepTudmnkat umnoptupyem B aupektopuio "Personal” Ha knueHTe:



Console - [Console Root\Certificates - Current User\Personal] X
File Action View Favorites Window Help _ & x
e nE oz BF
I Console Root Object Type Actions
v 5 Certp\ﬁcatasl- Current User “| Certificates E— .
“ Persor
~ [ Truste Find Certificates... | More Actions »
- Ce Al Tasks > Find Cerificates..
“I Enterp
| Interm View > Request New Certificate...
| Active New Window from Here Import...
7 Truste:
= Untrus New Taskpad View... Advanced Operations >
el Third- Refresh
I Truste:
= Client Export List..
I Local | Help
7| Certifican request

| Smart Card Trusted Roots

Add a certificate to a store

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User JEREWGE]
Content Certificate
File Name C:\sers\pkmik\Desktopdient. cer

Finish Cancel

Tenepb oTkpoem Gpay3ep U noaknouMmcest K BXogHoMy MHTepdericy ASA -- https://192.168.92.22. OT Hac noTpebyeT BbIGpaTb cepTUdUKaT, KOTOPLIA Mbl
XOTMM MCMNONb30BaTh ANs BXoaa:


https://192.168.92.22

Select a certificate

Select a certificate to authenticate yourself to 192.163.9

Issuer

WIN-GDLPAH2BGKA-CA  2800000002BB0OED20...

Certificate information - Cancel

Mocne BblGOpa, 6y,qu npounseeaeH BXo4 U Mbl MOXEM CKa4daTb anyconnect C OTKprBLIJeVICFI CTpaHuubl.

| Browse |

1) | Home

9) weospicatons =, il AnyGonnect Secure Mobility Client

L'D. Browse Networks =~

r_‘i, AnyConnect -
N\ W AnyConnect Sec

Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

@ Instructions

Ycrtanasnuaem npunoxeHue Cisco AnyConnect n nogkniodaemcs K Halemy ceTeBoMy aKpaHy Yepes uHtepdeinc input. To ectb no agpecy 192.168.92.22:

'S« Cisco AnyCeonnect Secure Mobility Client

VPHN:
Connection attempt has failed.

[192.168.92.22 v] | Comnect

'ﬂ. @ CIsCo

B npouecce nogkntoveHue, oT Hac noTpebytoT BBecT PIN-koa TokeHa:



https://192.168.92.22

il Aktiv ruToken CSP v1.0 *
Enter PIM
Reader
& Rutoken PKI 0
PIN

| EN

0K Cancel

Ecnu coeamHeHune 6bino YCTaHOBJI€HO, TO BCe LWarun 6binu npounseeneHbl BEpHO:

"S' Cisco AnyCennect Secure Mobility Client — >

Connected to 192, 168,92, 22,

192, 168.92.22 Disconnect

00:00:10 IPv4

1o 0] A

HacTtponka knneHta VPN B Linux (OpenConnect)

B nepsyto ouepeap ycTaHOBMM BCce HeobxoaMMoe nporpammHoe obecniedeHne. [insa atoro 3arpysum 6ubnuorteky PKCS#11 ons Rutoken otctoga n
yCTaHOBWM HeJocCTaloLLMe nakeTbl:

YcraHoBKa nakeTos

sudo apt-get update
sudo apt-get install opensc openconnect |ibengine-pkcsll-openssl gnutls-bin

CreHepupyeMm HOBYIO KITIOYEBYHO Mapy Ha TOKEHE U 3asiBKy Ha cepTudmKaT Ansi Hee:
MpumeyaHune

Ecnu Bbl ucnonbayete OpenSSL 3.0, To HE06X0AMMO BbINOMHUTL CrEAYHOLLY UHCTPYKLMIO

reHepaums Kiio4a n 3asiBku Ha cepTucukar

pkcs1l-tool --module /usr/lib/librtpkcsllecp.so --id 42 --keypairgen --key-type rsa: 2048 -1

openssl

QpenSSL> engi ne dynami ¢ -pre SO _PATH: /usr/li b/ x86_64-1inux-gnu/ engines-1.1/1ibpkcsll.so -pre |ID:pkcsll -pre
LI ST_ADD: 1 -pre LOAD -pre MODULE_PATH: /usr/lib/librtpkcsllecp.so

QpenSSL> req -engi ne pkcsll -new -key 0:42 -keyformengine -out client.req -outformPEM -subj "/CN=client2"


https://www.rutoken.ru/support/download/pkcs/
https://dev.rutoken.ru/pages/viewpage.action?pageId=113279016

MMnopTrpyem nosyYeHHyo 3asiBky Ha TOKEH:

MMMOPT cepTudmMKaTa Ha TOKeH

pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -1 -y cert -wclient.cer --id 42

Hactpoum p11tool, 4To6bl OH Mor BUAETb PYTOKEH 1 NPOBEPUM, YTO TOKEH Pacno3HaeTcs.

HacTtpoiika p11tool

sudo sh -c "echo 'nodul e:/usr/lib/librtpkcsllecp.so' > /usr/share/pll-kit/nodul es/opensc. nmodul e"
plitool --list-tokens

BblBOA OOMKEH GbiTb TaKUM:

lolol@lolol-virtual-machine:~/DownloadsS RN ERTnes] =11
roken 0:

URL: pkcsil:model=pli1-kit-trust:;manufacturer=PKCS%2311%20Kit;serial=1;:t
sken=System%20Trust

Label: System Trust

Type: Trust module

Manufacturer: PKCS#11 Kit

Model: pii-kit-trust

Serial: 1

Module: pili-kit-trust.so

roken 1:

URL: pkcsii:model=Rutoken%20ECP;manufacturer=Aktiv%20Co. ;serial=363441c
1; token=Rutoken%20ECP%20%3cno%201label%3e

Label: Rutoken ECP <no label=

Type: Hardware token

Manufacturer: Aktiv Co.

Model: Rutoken ECP

Serial: 363441ca

Module: fusr/lib/librtpkcsiilecp.so

3anomvHaem URL PyTokeHa 1 y3HaeMm nyTb A0 cepTUdMKaToB Ha HEM:

Y3HaeM nyTu Jo cepTUUKaTOB Ha TOKEHe

plltool —tist-all-certs "pkcsll: nodel =Rut oken%20ECP; manuf act ur er =Akt i vo20Co. ; seri al =363441ca; t oken=Rut oken%
20ECPY2098cno%20! abel ¥8e"

BblBOA OOMKEH GbiTb TAKUM:



lolol@lolol-virtual-machine:~/Downloads$ plitool --list-all-certs "pkcsiil:model
=Rutoken%2BECP ;manufacturer=Aktiv%20Co. ;serial=363441ca; token=Rutoken%20ECP%20%
3cno%20label%3e"
Object @:

URL: pkecsll:model=Rutoken%20ECP;manufacturer=Aktiv%20Co.;serial=363441c

a; token=Rutoken%20ECP%20%3cno%20label¥%3e;1d=%42; type=cert
Type: X.509 Certificate
Label:
ID: 42

HanHbin URL Hy>HO ncnonb3oBaThk, YToObI yka3aTb NyTb Ansa ceptudmkata ans OpenConnect:

MopkmioyeHune k VPN ¢ ucnonb3oBaHmem ceptudmkaTa Ha TokeHe

sudo openconnect -c "pkcsll: nodel =Rut oken%20ECP; manuf act ur er =Akt i vo20Co. ; seri al =363441ca; t oken=Rut oken%20ECPY20%
3cno%0I abel 9%8e; i d=%42; t ype=cert" 192.168. 92. 22

3anycTuTte oTAenbHOEe OKHO C KOMaHAHOW CTPOKOW M MOCMOTpUTE, co3aancsa nu uHtepdeinc tun0, ecny oH cozagancs, TO HaCTpPOKMKa NpoLua ycneLHo:

Lolol@lolol-virtual-machine:~$ ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 gdisc noqueue state UMKNOWN group defau
Lt glen 1066
link/loopback @0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.8.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
?: ens33: <BROADCAST,MULTICAST,UP,LOWER UP= mtu 1500 gdisc fq _codel state UP gr
bup default qlen 10600
link/ether 80:0c:29:cd:fa:b3 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.135/24 brd 192.168.10.255 scope global dynamic noprefixrout

ens33

valid 1ft 1603sec preferred 1ft 1603sec
inet6 feB80::c9d3:1861:9402:a877/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: tun®: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1486 qdisc fq_codel stat
UNKNOWN group default glen 508
link/none
inet 16.0.3.2/32 scope global tun®
valid 1ft forever preferred 1ft forever
inet6 feB80::7924:1a20:8c5e:198/64 scope link stable-privacy
valid_1ft forever preferred_lft forever

HacTpoinka 3akoH4eHa.
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