3.1.2.2 HacTpoika Bxoaa B AOMEH Mo npeabsiBfieHUI0 TOKeHa

Pasgen cogepxut MHCTPYKLMIO NO HACTPOKKe BXo4a B AOMEH MO NpeAbsiBNEeHUo TokeHa B onepaumoHHoin cucteme Windows Server 2016.

[ins HacTpoNkn HeOHXO0AUM KOMMBIOTEP C YCTaHOBIIEHHOW onepauvoHHol cuctemont Windows 2016 Server Rus v gpaitBepaMmn PyTokeH, a Takke AUCTpuby
THB aT0i OC.

OnepaunoHHas cuctema JomkHa bbiTb HacTpoeHa kak KoHTponnep AoMeHa, JomkHbl BbiTb ycTaHoBneHb CnyxObl Ceptudmkaumm, a nonb3oBaTensam
BblAaHbl cepTudukatbl Tuna MNMonb3oBaTesnb CO cMapT-KapToi 1 Bxop co cmapT-kapTon.

Bce onucaHHble AencTBUS NPOM3BOASTCS C NpaBaMu agMUHUCTPATopa CUCTEMBI.
[na npumepa ncnonb3yeTcs y4eTHasa 3anvcs Admin.

OTanbl HACTPONKN BXOAa B JOMEH MO NPeAbABEHNIO TOKEHA:

1 atan: Hacrtpoiika y4eTHbIx 3anvceit nonb3oBaTenein.

2 atan: Hactpoiika nonuTnk 6e3onacHocTi JoMeHa.

3 atan: HacTtpoiika KIMeHTCKOIN onepaLMoHHOM CUCTEMBI.

HacTtpoiika y4eTHbIX 3anmucen nonb3oBaTesien

B nepsyto oyepeab HEO6XOAMMO HACTPOUTL YYEeTHbIe 3anucK nosb3osaTeneii. B atom npumepe Gyaet HacTpoeHa yyeTHas 3anuch User — nonb3osarterb
[IOMeHa, BKIIOYEHHbIN Tonbko B rpynny Monb3oBarteny aomeHa.

[nsi HACTPOWMKM y4eTHOW 3anuncu nonb3oBaTens:

1. Otkpovite MaHenb ynpaBneHus.
2. B none novicka BBeaMTE CNOBO "agMUHUCTPUpoOBaHue".
3. [Ba pa3a LwenkHuTe no HassaHuio AOMUHUCTPUPOBaHMKe.

[EH agmunnctpuposanme - Manens ynpasneHua o= O X

- v A~ [EF » MaHensynpaen. » w 0 aaMWHMCTpMpoER

T:| AAMWHWCTPUPOBaHWe

0 Weckate "aguunnctpupoeadie” B LeHTpe cnpaskn v nogaep:xxn Windows

B gomeHe nop ynpasneHnem Windows Server 2016 ecTb BO3MOXHOCTb OAHUM [eCTBUEM 3anpeTuUTb BCEM BXOAUTb B JOMEH 6e3 Hannuus
ycébﬁcma PyTokeH ¢ Heobxoaumbim cepTudmkaTom (nonb3oBaTenb ¢ y4eTHou 3anvceio Administrator Tawke He cMoxeT BOWTM B JoMeH 6e3
Hanuuus yctporcTa PyTokeH). Laru 2-5 aHHON MHCTPYKUMU HEOBX0AMMO BbINOSIHUTL TOSIbKO B TOM Criydae, ecnu B JomeHe byayT
nonb30BaTeN He TONbKO C YCTpocTBamu PyTOkeH, HO U UCNOSb3ytoLLye anbTepHaTUBHbIE CMOCo6bl ayTeHTUdMKaLmumu (naponu,
6uomeTpuyeckune gaHHble U T. 4.). Mpu atom waru 9-10 Hago nponycTUTb.



4. [1Ba pas3a wwenkHute no HaseaHuto [onb3oBarTeny U koMnbioTepbl Active Directory.
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. B neBoW yacTu okHa OCHacCTKM LWeNnkKHUTE No Ha3BaHuo nanku Users.

. LLlenkHMTE NpaBoW KHOMKOW MbILLW MO UMEHM NOMb30BaTENs, KOTOPOMY ByAeT pa3peLLeHo BXOAUTb B JOMEH TONMBbKO MPU Hann4um ycTporncTea

MepemMeLLaeT BoIAENEHHBIR 0GBEKT B ApYroe NoApasjencHue.

PyTokeH, n Bbibepute nyHkT CBONCTBA.
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7. B okHe CBOWCTB nomnb3oBaTens nepenanTte Ha Bknaaky YYeTHas 3anuchb.




8. B cekuuu NapameTpbl y4eTHO 3anucy yctaHoBuTe conaxok [ns MHTepakTMBHOIO BXOAA B CeTb HyXHa cMapT-kapTa. Haxmute OK.

Ceclictea: User] User ? ol
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user] Etest local =
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(] OmeniounTs yueTHYIo 3anvch

[+l [inA wHTepakMEHOr0 BX0AA B CETh HyXHa CMapT+apTa | .1
(] YuetHan sanuck BaxHa W HE MOckeT GbiTh OENErMpoBaHa v
Cpok pefcTBMA y4ETHOM 3amMcK

(@) Hwrkorga

() Mctexaer: 1 mapra 2015r.

2 Ok Cimaena MNpyMeHUTE Cnpaeka

9. 3akponTe okHo Active Directory - nornb3oBaTenu u KOMNbIOTEPHI.

10. AHanorvyHbiM 06pa3omM HacTponTe Apyrue yyeTHble 3anncu B JoMeHe. [Ina Takmx nonb3oBaTenen BXoa B AOMeH 6yaeT A0CTyNeH TONbKo npu
Hanmuum yctpoiicTea PyTokeH ¢ cepTUdMKaTOM, BblAaHHBIM aAMUHUCTPATOPOM AOMEHa.

HacTpoitka nonutuk 6e3onacHoOCTU AOMeHa

[Insi HaCcTPONKM NONUTUK Be3onacHOCTH:

1. OrtkponTe MaHenb ynpaBneHus.
2. [1Ba pasa LenkHUTe No Ha3BaHWIO NyHkTa ABMUHUCTPUPOBaHMe.



3. [Ba pasa LenkHUTe Mo Ha3BaHWIo OCHACTKV YnpassieHWe rpynnoBoi NosIMTUKON.

] i ALMUHUCTPMPOBaHNE CpeacTea paboTel C APALIKAMMK - a X

InaeHan MogeanTeca Eug ¥npaeneHue o
A 955 «« Cucrema v Ge3onacHocTe » AAMMHWCTPMPOBAHME v O | MNouck: AgmuH. 2
~
ma [arta uameHeHua Tun ]
#F BeicTpeiii gocTyn = 5 ;
5 Cryscben Microsoft Azure 16.07.2016 16:19 Apneic
[ PabBouwii cron o
2= CnyBbl KOMNOHEHTOE Apneik
& 3arpysn ' o CykBel Apnkik
=] Aokymente ¥ 7] Cpeactso nposepkwn namatn Windows Apneix
= Msobpamenna o I :;'5 ¥npasneHve rpynnoeci NoAMTUECA 16.07.20716 16:19 Apneik I
System32 ,? YnpaeneHWe KOMNEBIOTEPOM 16.07.2016 16:18 Apneik
‘?i..J ¥nNpaeneHne nevatero Apnbik
=] Tl
=& SvoT kommbioTep UeHTp aamuHncTpupoeadna Active Directory Apneik
=¥ Cems 25l LlenTp ceprudmcauym 7.2016 16:19 Apneik v
<

3nementos: 31 BeiBpan 1 2nemenT: 1,13 Kb

4. B okHe YnpaBneHue rpynnoBov NOSIMTUKON psiioM C HasBaHueMm kateropnvm O6beKTbl rpyNNOBOM NOMUTUKA LLENKHUTE MO CTPENOYKE.
5. LenkHWTe NpaBoW KHOMKON MbILIM NO Ha3BaHWo 06bekTa rpynnosoi nonutuku Default Domain Policy 1 BbiGepuTe nyHKT N3aMeHUTb...
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(OTKpEITME HOBOTE OKHE € 3TUM Y3/10M B KAYECTEE KOPHEBOTD.

Wary 4-5 Heo6X0AMMO BbINOMNHATL TOMBKO B TOM Crlyyae, ecnv BCeEM nosib3oBaTensam Gyaer sanpelleH BxoZ B JoMeH Ge3 ycTpoiicTBa PyTokeH ¢
HeéOﬂMMbIM cepTudrKaToM.

B okHe PepakTop ynpaBneHusi rpynnoBbIMW NONMMTUKAMU PSiIOM C Ha3BaHWeM nyHkTa KoHgurypaumus Windows LenkHUTE No CTperioyke.

Psinom ¢ HasBaHveMm nyHkTa MapameTpbl 6€30NacHOCTH LLEMNKHUTE MO CTPESIOYUKE.

Psapom ¢ HazBaHveMm nyHkTa JlokasibHble MONIUTUKM LLEMNKHUTE MO CTPENOoYKe.

LenkHuTe no HasBaHuto nyHkTa MapameTpbl 6e3onacHoCTU.

©®NO®



10.

1.

12

LlenkHuTe ABa pasa no Ha3BaHWIo NONUTUKU MIHTEpaKTUBHbINA BXOZ, B CUCTEMyY: TpeboBaTb cMapT-kapTy.
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YcTaHoBuTe hrnaxok OnpeaenuTb criefyioLmii napameTp NOSIUTUKK.
YcraHoBuTE nepeknoyaTens B nonoxeHue BkroyeH.




13. Haxmute OK.

=
.

CeoicTea: VIHTepakTWBHEIR BX0g B ccTeMy: TpeBoBaTE C...

MNapameTp nonkmaki Ge3onacHOCT™  OfbACHEHWE

:—E‘ MHTepak TMEHEIR ExDO B CcHCTEMY: TpeboBEaTe CMEpTHIPTY

—

COnpenennTe CNeoywmi NapaMeTp NonMTARKM:

(@) Brriouen
() Omeniouen

QK CmaeHa MparmeHr T

14. B okHe PepakTop ynpaBneHusi rpynnoBbiMU nonutukamm psaom ¢ nyHktom KoHdumrypaummn Windows LwenkHute no crpenodke.
15. Psipom ¢ HasBaHveM noanyHkTa MNapameTpbl 6€30MacHOCTH LLENKHUTE NO CTPEroYKe.

16. Psipom c HasBaHueM JloKanbHbIE MOMUTUKK LLENKHUTE MO CTPENOYKE.

17. WenkHute no Ha3BaHuto noanyHkta MNapameTpbl 6e30nacHOCTM.



18. LlenkHnTe npaBoW KHOMKON MbILLIW MO Ha3BaHWIO NOMUTUKN VMIHT@PAKTUBHbBIV BXO, B CUCTEMY: NOBEAEHUE NPU U3BIIEYEHUU CMapT-KapTbl 1
Bbl6epute nyHKT CBONCTBA.
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e MIHTEpakTUBHEIR BX04 B CUCTEMY: MOPOrOBOE YWCAO Heyaad... Heor
2| VIHTEpaKTUEHBIA BX04 B CUCTEMY: NPEAEN NPOCTOA KOMABKOT., Heor
..... WHTepakTueHEIN BX04 B cucTemy: TekcT cooBulenua ana no..  Heor

24 VIHTEpakTMEHEIN Bxo4 B cucTeny: TpeBoBaTs NpoBepky Ha k.. Heor
12| MIHTEpaKTHEHEIA Bxoa B cucTemy: TpeBoBate cMapT-kapTy Brnto

BwiBoa cnpaekw 4nA BeiBpanHoro obbekTa.

19. YcraHosute cnaxok Onpegenutb Cneayowuin napaMeTp NONUTUKK.
20. W3 packpblBatoLerocsi cnncka Bblbepute noseaeHue knmeHtckon OC npu oTcoeamHeHun ycTponcTea PyTokeH B npoLecce OTKPbITOro
nonb30BaTeNbCKOro ceaHca. B aaHHOM npumepe BbiGpaHo noBeaeHne OC — BrnokupoBka paboueid cTaHumu.



21. Haxmute OK.

CeocTea: MIHTEpaKTMEHEIA BXO4 B CUCTEMY: MOBELEHME M... ? x
[MapameTp nonMTMKK GesonacHoCT™ D LACHEHME
=m MHTEpaKTMEHLIN BXOA B CMCTEMY: MOBEOEHWE MDW WSENEYEHMM
— CMEpTHapTE
CnpegeniTe CReayouil NapamMeTp NomMTAKIA
Bnowupoera pabioyei cTaHLm e
oK CmmeHa MpmeHrTE

22. 3akpoliTe okHO Pepgakrop ynpaBneHus rpynrnoBbIMU NOMUTUKaAMMU.
23. 3akpoliTe lMNaHenb ynpaBnexus.

Hactpoiika 6yaeT 4OCTynHa TONbKO nocne nepesarpysku kKomnbtoTepa. HacTpoiika cepBepHoO onepaLoHHO cucTeMbl nocne atoro 6yaet
3aBepLueHa.

HacTtpoiika knueHTckom onepauuoHHON CUCTEMBI

KoMnbtoTepbl ¢ yCTaHOBMNEHHLIMU KIIMEHTCKUMU onepaunoHHbiMmu cuctemamu Windows 10/8.1/8/7/Vista/XP/2000 Heo6xoaMmMo BBECTU B IOMEH U
yCTaHOBUTb Ha HUX ApanBepbl PyTOKeH.

Pepakuuu OC fomkHb! BKIOYATh BO3MOXHOCTb NMPUCOEAMHEHUS K JOMEHY.
Ecnu KnueHTCKre KoMMboTepbl Gbiny 3arpyxeHbl BO BpeMsi HACTPOWKU cepBepa, To HE0GXOAMMO VX Nepe3arpy3uTb.

Tenepb nonb3oBaTenu, KOTOPLIM BbidaH cepTudukat Tuna Monb3osBaTenb Co cMapT-kapToi unv Bxog co cMapT-kapTomn, CMOryT BXOAWUTb B IOMEH TOMbKO
npy NOAKIMIOYEHNN K KOMMBIOTEPY YCTPOWCTBA PYTOKEH C 3TUM CEpPTUCUKATOM.

Mpu n3BneveHun yctporictea PyTokeH B npoLecce OTKPbITOro Nonb3oBaTenbCckoro ceaHca, knmeHtckas OC 6yaet aBTomaTmyeckn 3abnokmpoaHa (B OC
Windows 10/8.1/8/7/Vista ons 6nokvpoBku paboyero ctona npu oTKIMYEHNM yCTpoicTBa PyTokeH HEO6XOAMMO YCTaHOBUTL aBTOMATUYECKWI 3anyck
cnyx6bl MonuTuka yaaneHus cmapt-kapt/Smart Card Removal Policy).
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