O63opHas Hdopmaumsa o cMapT-kaptax PyTokeH

B aTom fokymeHTe

O6was nHdopmaums
KpunTtorpaguyeckne BOIMOXHOCTb CMapT-kapT
® B03MOXHOCTU NPON3BOACTBA
O QOcHalleHre meTkamu
© MepcoHanusaumsi
® CuuTbiBaTENUN CMapT-KapT
O CuutbiBaTenb PyTokeH SCR 3001

O6wasn nHpopmauus
CwmapT-kapTbl PyTOKeH siBnsitoTcs aHanoramm USB-TokeHoB PyTokeH. Besi MHGbopMaums o TokeHax NpUMeHuMa Kk cmapT-kapTam PyTokeH.

CmapT-KapTbl U UX aHarnoru

HasBaHue mMonenu cMapT-KapTbl HassaHve mopenu aHanora (USB-TokeHa)
CwmapT-kapta Pytoken 3UIM 2.0 2100 PyTtoken 3UM 2.0 2100
CwmapT-kapta Pytoken 3UIM 3.0 3100 PyTtoken 3UIM 3.0 3220

CwmapT-kapta PytokeH 3LIM 3.0 NFC 3100 = Pytoken 3LIM 3.0 NFC 3100

Kpuntorpaduyeckne BO3MOXHOCTb CMapT-KkapT

Kputepuii Cmapt-kapta PyTokeH 3L 3.0 3100/NFC 3100 Cmapt-kapTa PyTtokeH SLI
2.02100

OCHOBHbI€ XapaKTepUCTUK1

AnnapaTtHa = 3alMLLEHHbIN MUKPOKOHTPOSNEP CO BCTPOEHHOW SHEProHE3aBNCUMOW NaMATbIO 3aLUMLLEHHbIN
s4acTb MWKPOKOHTpONep co
BCTPOEHHOMN

SHGDFOHGSaBMCMMOﬁ naMAaTbo

WHTepderic = Cmapt-kapTa ID-1 CwmapT-kapTa ID-1
EEPROM 128 Kbant 64 Kb6art, 80 Kbawnt
namsTb
[aGaputHbl | 85,6 x 53,98 x 0,76 MM 85,6 x 53,98 x 0,76 mm
e pa3mepbl
Macca 55r 54r
CepuiiHbin 32 6uTa, YHUKanbHbIN 32 6uTa, yHUKanbHbIiA
Homep
Mopnepxus
aemblie OC ® Microsoft Windows 2022/11/10/8.1/2019/2016/2012R2/8/2012/7/2008R2 ® Microsoft Windows 2022
® GNU/Linux (B TOM YMCre OTEYEeCTBEHHbIE) /11/10/2019/2016/8.1/8
® Apple macOS 10.12 n HoBee /2012/7/2008/,
® Android 5 n HoBee ® GNU/Linux
® iOS 13 n HoBee ® Apple macOS 10.9 n
® Aspopa 4+ HoBee

MoanepxuBaemele MHTepdeNchl M cTaHAapThI



PKCS#11 na na
Bepcun 2.4

0, BKntoyas

POCCUINCKNIA

npocpunb

Microsoft na na
Crypto API

PC/SC na na

Microsoft na na
Smartcard
API

USB CCID | pa na
(pabota

6e3

yCTaHOBKM

npanBepoB)

ISO/IEC ISO/IEC 7816-4, 7816-8, 7816-
7816 ® |SO/IEC 7816-3, npoTokon T=0 n T=1 Ansi KOHTAKTHOWN MUKPOCXEMBI, 12

® |SO 14443 (NFC) onst 6eCKOHTaKTHOM MUKPOCXEMbI — Tonbko y moaenu NFC 3100.

Kpuntonpo
Baigep ® CobetBeHHbI Crypto Service Provider ® Cob6cTBeHHbI Crypto

Service Provider
® Minidriver ansa nHterpauum ¢ Microsoft Base Smart Card Cryptographic Service Provider.

®  Minidriver
0N HTerpaumm
¢ Microsoft Base Smart
Card Cryptographic
Service Provider.

Ceptudmka  ga na
Tbl X.509

Bepcun 3

Ha ypoBHe

nporpammH

oro

obecneyeH

ns

Kpunrorpacpyueckme BO3MOXHOCTU

Mooaepxka = [na, annapaTHas peanusaums [a, annapaTHas peanusaums
anroputMa

rocT

28147-89

Mopaepxka — Aa, annapaTHas peanu3aums -
anroputMa

FOCTP

34.12-2015

(Marma)

Moopepkka = Ada, annapaTHasi peanusauus -
anroputMa

FOCTP

34.12-2015

(Ky3HeuHuK)



Pexnmbl
wmndpoBaH
ns

Pexnm
BbIpaboTKu
MMWUTOBCTaB
Ky

eHepauus
Krnoyen
wmndpoBaH
nsi

NmnopT
Krnoyen
wmndpoBaH
ns

3anpet
aKcrnopTa
Kntoven
wmndposaH
ns

Moppepxka
anroputMa

roCT P
34.10-2012
/TOCTP
34.10-2018

dopmumpoBa
Hue n
nposepka
3NEKTPOHHO

n

umncpposon
nognucum

eHepaumnsa
KIOYEBbIX
nap

MmnopTt
KMYeBbIX
nap

3anpet
akcrnopTa
KMYeBbIX
nap

Cpok
nencTeus
3aKpbITbIX
Krnoyen

Pasmep
3aKpbITOro
Kntoya

® npocTas 3ameHa,

® rammupoBaHue,

® raMMupoBaHve ¢ 06paTHOW CBSA3bIO

fa

fa

HeT

fa

[a, annaparHas peanusaums

aa

[0a, C MPOBEPKOM KayecTBa

Aa, C NOMOLLbIO Krnko4va SMUTEHTa

aa

no 3 net

256 1 512 6ut

npocras 3ameHa,
ramMmpoBaHue,
ramMmpoBaHue ¢
obpaTHOI CBA3bI0

na

na

HeT

na

[a, annapartHas peanusaums

na

Aa, C NpoBepKou KavyecTBa

HeT

na

no 3 net

256 1 512 6ut



Moppepxka
anroputMa
FOCTP
34.11-
2012/TOC
TP 34.10-
2018 (256
1 512 6ur)

Bbluncnexu
€ 3HayveHus
X3LL-
yHKUMM

dopmmpoBa
HVe U
nposepka
3MEKTPOHHO

n

uucpposon
noanmcu

eHepaumnsa
KIHOYEBbIX
nap

MmnopTt
KMoYeBbIX
nap

3anpet
aKcrnopTa
KIHOYEBbIX
nap

Cpok
nencreus
3aKPbITbIX
Knoyen

Mopnepxka
anroputma
FOCT
34.11-94

BbipaboTtka
CECCHOHHbBI
X Kroven
(kmoveit
napHomn
CBSI3U)

Pacwudpo
BaHue no
cxeme EC
El-Gamal

Mopnepxka
anroputma
RSA

dopmuposa
Hue
3NEKTPOHHO
 nognucun

annapartHasa peanusauua

a, B T.4. C BO3MOXHOCTbIO nocrneaytoLiero goopmmpoanms 3l

aa

[a, C NpoBEepKoK KavecTBa

HeT

aa

no 3 net

annapartHasa peanusauua

aa

® no cxeme VKO GOST R 34.10-2001 cornacHo RFC 4357
® o cxeme VKO GOST R 34.10-2012 cornacHo RFC 7836
® no cxeme KEG

aa

annapaTHas peanusaums pacwmndposanus u nognucn (RSA-1024, RSA-2048, RSA-4096)

aa

annapartHaa peanusauuna

03, B T.4. C BO3MOXHOCTbIO
nocnegytoLLero
chopmupoBaHus 3l

Aa

na, ¢ NpoBepKoy kavecTBa

HeT

aa

no 3 net

annapartHaa peanusauunsa

aa

® o cxeme VKO GOST R
34.10-2001 cornacHo
RFC 4357

® o cxeme VKO GOST R
34.10-2012 cornacHo
RFC 7836 ans Bepcumn 2.0

aa

annapaTHas peanusauus
pacLumdpoBaHnsa 1 NOANUCU

na



eHepauus
KIHOYEBbIX
nap

MmnopTt
KIMYeBbIX
nap

Banpet
akcnopTa
KIMYeBbIX
nap

Pasmep
Knoyen

Mopaepixka
anroputma
ECDSA

Moppepxka
anroputmMo
B DES
(3DES),
AES-256,
RC2, RC4,
MD4, MD5,
SHA-1,
SHA-

256, SHA-
384, SHA-
384, SHA-
512

dopmumpoBa
Hue
3MEKTPOHHO
" noagnucu

eHepauus
KIHOYeBbIX
nap

MmnopTt
KMoYeBbIX
nap

Pa6ota ¢
CK3u1
«KpunTollp
0 5.0» no
NpOTOKONy
3aLmThl
KaHana
SESPAKE
(PKH2).

Aa, C NpoBepKou KavecTBa

aa

aa

0o 4096 6ut

na, kpuBble secp256k1 n secp256r1

Aa,

® XpaHeHue aKcrnopTMpyembix kntovel B EF,
® SHA-1, SHA-256, SHA-384, SHA-512, MD5 B PKCS#11,
® RC4, MD4, MD5, SHA-1, SHA-256, SHA-384, SHA-512 3DES, AES B minidriver

aa

a, C NpoBepKoy KayecTBa

aa

aa

CBefieHus 0 cepTudmKaLmm

Hanuuue
ceptuduka
Ta PCTIK

Hannuve
cepTudmka
Ta Ch

aa

na

daiinoBas cuctema

fa, C NpoBepKOW KayecTsa

na

na

0o 2048 out

HeT

Aaa,

® XpaHeHue
3KCNOPTUPYEMbIX KITHOYei
B EF,

® SHA-1, SHA-256, SHA-
384, SHA-512, MD5 B
PKCS#11,

® RC4, MD4, MD5, SHA-1,
SHA-256, SHA-384, SHA-
512 3DES, AES B
minidriver

na

na (1,2,3)
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darinosas
CTpyKTYypa

Twn
pa3smeLleHn
El
arinoBbIx
06BbEeKTOB B
namsTu
(apxuTekTy
pa
cbannoson
cUCTEMBI)

KonunuyecTs
0 narok u
YPOBEHb MX
BMNOXEHHOC
™

Yucno
bannoBbix
o6bekToB
BHYTPU
nanku

XpaHeHve
KrntoYeBom
MHdopMaL,
um

3anpet
aKcnopTa
3aKPbITHIX
n
cMmMMeTpuy
HbIX
Knoven

LUndgposaH
ne
arinosoi
cucTeMbl

[ononHute
TNbHO

BCTPOEHHasi, no ctaHgapty ISO/IEC 7816-4

ncnone3oBaHue File Allocation Table (FAT)

YPOBEHb OrpaHnyeH o6beMom cBo6OAHON NamMsiTu

[0 255 BKNOYUTENBHO

aa

na, npospadyHoe, anroputm FOCT 28147-89, yHUKanbHbI KoY LUIMAPOBAHUS AN KaXKaoro

ucnonb3oBaHue aiinos Rutoken Special File (RSF-chaiinos)ans xpaHeHus knoven

LwmncpoBaHusi, cepTUUKaToB;

ncnonb3oBaHue npeaonpeneneHHblX Nanok Ana XpaHeHna pasHbiX BUOOB Krno4YeBon
MH(OPMaLIMK C aBTOMATUYECKUM Bbl60p0M Hy)KHOVI nanky npu co3gaHnum U NCNoJyib30BaHUU RSF-

arinos

9K3eMNnsipa ycTpoicTea

ncnonb3oBaHue Security Environment gnst yno6Hon HacTpovikv napameTpoB KpunTorpaduyeckux

onepaumi

AyTeHTU(DUKALMS U KOHPUOEHLMANBHOCTb

BCTPOEHHas, no ctaHaapty ISO
/IEC 7816-4

vcnonb3oBaHue File Allocation
Table (FAT)

YPOBEHb orpaHnyeH o6 bLemMom
cBoboHOM NamaATn

[0 255 BKNOYUTENBHO

® ucnonb3oBaHWe aiinos
Rutoken Special File
(RSF-thannos)ans
XpaHeHus Kroyen
wmndpoBaHus,
cepTndmKaToB;

® ycnonb3oBaHue
npegonpeaeneHHbIX
nanok Ans xpaHeHns
pa3sHbIX BUAOB KITHOYEBOW
MHdopMaummn ¢
aBTOMaTUYECKUM
BbIGOPOM HY>KHOI Nanku
npu co3gaHnm n
ncnons3oBaHun RSF-
cbannos

aa

na, Npo3payHoe, anroputm
FOCT 28147-89, yHukanbHbIi
KoY WwrdppoBaHmus Ans
KaXKaoro ak3emnnspa
ycTpoiicTea

vcnonb3oBaHue Security
Environment gns yno6Homn
HaCTPOVKN NapameTpoB
KpunTorpacuyeckmx onepaumin



[ByxdakTo
pHas
ayTeHTUdn
Kaums

YpoBHU
nocTyna

PasrpaHuye
Hue
goctyna kK
caiinoBbIM
obbekTam

B
COOTBETCTB
um c
YypOBHEM
noctyna

OrpaHunyeH
ne yucna
nonbITOK
BBoga PIN-
Koaa

Moppepxka
PIN-kopoB

OrpaHunyeH
ne
MUHMMAaSIbH
oro
pa3mepa
PIN-kopa

na, npeabsaeneHne TokeHa + Beog PIN-koga

® TocTb
® [onb3oBaTenb
®  AgmMuHUCTpaTop

aa

pa, HacTpaneBaemoe

rno6anebHble PIN-koabl: AgMuHucTpaTopa v Monb3oBatens,
nokanbHble PIN-koabl (AN 3awwmThl KOHKPETHLIX 0OBbEKTOB B NamMsiTU YCTPOWCTBA, Hanpuvep,
KOHTENHEepPOB CepTUMKaTOB)

® HacrtpavBaemble annapaTHble nonuTuky kadectsa PIN-kogos

[a, HacTpauBaeTcsl He3aBucuMo Ans noboro PIN-koga

[a, npegbsiBNeHne TokeHa +
BBoA PIN-koga

® TocTb
® [lonb3oBaTerb
®  AgMuHUCTpaTop

na

Aa, HacTpansaemoe

® rno6anbHble PIN-kogpl:
AomuHucTpaTtopa u
Monb3oBaTens,

® nokanbHble PIN-kogpl
(ans 3aWmTbl KOHKPETHbIX
06beKToB B NamMsATn
ycTpoWcTBa, Hanpumep,
KOHTENHEPOB
cepTndmKaToB)

[a, HacTpavBaeTcs
He3aBucumo ans noéoro PIN-
koaa



HononHute
nbHO

Flash-
namsiTb

O6bem
namsaTtu, 6

CpegHss
CKOPOCTb
3anucum,
M6anT/cek

CpegHsas
CKOPOCTb
yTeHus,
M6awT/cek

BoamoxHoc
b
BCTpauBaHu
a
paguoyact
OTHOM
METKM

Mopnepxue
aemMble
TUMbI METOK

® nopaepxka KOMGUHUPOBaHHOWM ayTeHTUdMKaLmu:
© ayTeHTudMKauus no rnobanbHeiM PIN-kogam
O ayTeHTUdMKaums no rnobanbHeiM PIN-kogam B coveTaHum ¢ ayTeHTUduKaumen no
nokansHbiM PIN-kogam.
®  BO3MOXHOCTb OZJHOBPEMEHHOIO KOHTPOMSA NpaB AOCTyna, 3aAaHHbIX A0 7-t0 nokanbHelMu PIN-

Kogamm.

i nHOnKauma CbaKTa CMeHbI rnobanbHbIX PIN-kogoB ¢ ymManymBaembiX Ha opuUrMHanbHbIe.

HeT

aa

Y mopenu NFC 3100: Pa6oTa ¢ cuctemamu KOHTPONS U yNpaBneHns 4OCTYNom, NoaaepKusatowmnmm

npotokon NFC v Mifare.

Y mogenu 3100:

EM-Marine,
Mifare,

Indala (Ha 3aka3)

BCTpOEHHbIn KOHTPOMb U UHAMKALMA

KoHTponb
LienocTHOCT
1 NPOLUNBKM

aa

ProxCard Il n ISOProx Il,

® nopaepxka
KOMBUHMPOBaHHON
ayTeHTUdMKaLmn:
O ayTeHTuUdMKaLmMsi No
rno6anbHbimM PIN-
Kogam
O ayTeHTuUdMKaumsi no
rno6aneHbimM PIN-
KOAam B coveTaHuu
C ayTeHTudMKaumen
no nokasnbHbiM PIN-
Kopam.
® BO3MOXHOCTb
O HOBPEMEHHOIo
KOHTpONs npas goctyna,
3adaHHbIX 0 7-10
nokanbHbiMn PIN-kogamu.
®  yHAMKaUMN hakTa CMEeHbI
rno6anbHbIX PIN-kogoB ¢
yman4ymBaembix Ha
OopuUrMHanbHbIe.

HeT

na, MmofenbHbIv psg PyTokeH
3UIM 2.0 RF, PyTtokeH 3NN
2.0 2100 RF

® EM-Marine,
® Mifare,
® ProxCard Il n ISOProx Il,
® |ndala (Ha 3aka3)
na



KoHTponb na
LeNIoCTHOCT

n

CUCTEMHbIX
obnacren
namaTu

MpoBepka na
LenocTHOCT

n RSF-

carinos

nepen
Mcrnonb3oBa
HUuem

Tunbl
CYETYMKOB

lMpoBsepka na
npaBubHO

ctn

YHKLMOHN
poBaHus
Kpuntorpa
buryeckux
anropMTMoB

Pexumbl

CYETYMK M3MEHEHUI hannoBo cUCTeMbI
cyeTyYnk nameHexHm PIN-kogos chbannoson cuctembl
CYETYMKM NocnefoBaTenbHbIX HeyaadHbIX nonbiTok BBoga PIN-kogos ®  cyeTyunk nameHeHui PIN-
CYETYMK yCneLUHbIX onepaLmnii 3NeKTPOHHON noanucu KoAoB

na

aa

®  CYETYMK U3MEHEHWI

® cyeTumKm
nocnefoBaTenbHbIX
HeyAayHbIX NOMbITOK
BBoaa PIN-kogos

®  CYEeTYMK yCneLHbIX
onepaumin aneKTPoHHON
noanvcy (ans sepcun 2.0)

na

paboTbl ® TrOTOBHOCTb Kk paGote ® roTOBHOCTb K paboTe
ceeToauon ® BbINOMHEHWE onepauum ® BbLINOMHEHWE onepauun
Horo ® HapylleHue B cUCTeMHOI 06nacTi namatu ® HapyLueHue B CUCTeMHOW

mHavkaTopa

obnactv namsitn

BoamoxHoCTM nponsBoacTBa

OcHalleHne MeTKaMu

CwmapT-kapTbl PyTokeH OLIM 3.0 3100 n PyTtokeH 3LIM 2.0 2100 moryT 6bITh OCHaLLeHbl GECKOHTaKTHbIM UHTepdencom ansa uHterpaumm 8 CKY n
CUCTeMbl ynpaBeHns Norm4eckum AoCTyNoM.

ISO 18000-2 (125 kHz)
EM 4102
HID ISOProx Il
HID Indala

Atmel T5577

ISO 14443 1 I1ISO 15693 (13,56 MHz)
NXP Mifare Classic
NXP Mifare Plus
Mifare Ultralight

HID iClass

Hawwe npounssoacTeo nossonsieT coBmewlaTb ABe RFID-meTku pa3Hoii YacToTbl B ogHoi kapTe: 1ISO 18000-2 (125 kHz) + ISO 14443/ISO 15693 (13,56
MHz). Ecnn komnaHusa ucnones3yet CKY[] pa3Hbix TMMOB, TO COTPYAHMKaM BbldaeTcs OfHa kapTa ¢ AByMs Tunamu RFID-meTokK.

Bo3MoxHble BapyaHTbl coBMecTuMocTu RFID-meTok:



® HID + Mifare Classic 1K;
® Em-Marine + Mifare Classic 1K u gp.

MepcoHanuaauus

[ns cmapT-kapT AOCTynHa rpadmyeckasn nepcoHanusaums. Ha kapTy MOXHO HaHecTu dooTorpaduto COTpyAHMKa, ero nepcoHanbHble AaHHble (PUO,
OOIMKHOCTb, (hoTorpadms COTPyAHMKA U MNp.), MOrOTUM KOMNaHWM 1 ApYryto HE06XoanMYyH MHGOPMaLIMIO 1 U306paxKeHus.

pachmueckoe ohopmneHne cmapT-kapThbl BbINOMHAETCS N0 UHAVBUAYaNbHOMY AN3alH-MaKeTy.

Bo3MoxHble BapyaHTbl NepcoHanusaumu:

HaHeceHue WTPUX-KOAOB;
HaHeceHue QR-koaa;

nonoca Ans noanucw;
KOAMPOBaHHasA MarHUTHas Noroca;
ronorpaduyeckas 3awurta.

CuntbiBaTENM CMapT-KapT

NoJIHOLBETHaA ABYXCTOPOHHAA Ne4vYaTb BbICOKOro Ka4ecTBa;

neyaTb NYHbLIX JaHHbIX BiagenbLla u NonHoUBeTHbIX hoTorpaduii;

CwmapT-kapTa PyTokeH coBMeCTMMa CO BCEMU MOMYMAPHBIMU HA POCCUACKOM PbIHKE CYUTbIBATENSMMU.

PekomeHOoBaHHbIe MOOENN CUMTbIBATENEN:

CuuntbiBaTenb PytokeH SCR 3001
ACR38U-U1

ACR38U-I1

ACR38U-H1

ACR39U-U1

ACR3901U-H3

OMNIKEY (CardMan) 3021

OMNIKEY (CardMan) 3121

OMNIKEY (CardMan) 5422

IDBridge CT30

Cneuudukauus cumtsiBaTtensi PytokeH SCR 3001

MapameTtp
KoMMyHMKaLIMOHHBIN UHTepdelic
CraHpapTbl
MpoTokonbl paboTbl cHUTLIBATENS G KAPTOW
MpoTokonbl paboTbl KOMMbIOTEPA € CHATLIBATENEM
Paamep kapThbl
Pecypc cnota
CkopocTb nepegayv AaHHbIX
CkopocTb 06meHa
[abapuTHble pasmepbl
Macca
[nuHa nposoaa

IuanasoH pabouux Temnepatyp

CuutbiBaTens cMapT-kapT
USB 2.0 (coBmecTumbIi ¢ USB 1.1)
ISO 7816 (Class A/B/C)
T=0, T=1
PC/SC, CT-API (nepeg PC/SC)
ID - 1 (nonHbI pasmep)
200.000 umknos - npuwxumHoi/Landing
625 Kb/c
480 M6wuT/c (USB 2.0 High Speed)
71,4 x 70 x 59,4 mm
132r
1,2 M

OT10 po +60°C


https://www.rutoken.ru/products/all/rutoken-reader/

MNopaya Toka Ha cMapT-KapTy 50 MA
JlonycTMas oTHocUTenbHas BIKHOCTb IP33

Bpemsi 6e30TkasHol paboTbi Mo 500 000 yacos
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