Pa6ota ¢ nonutukamu PIN-kogoB B PKCS#11

B PytokeH QLI 3.0 ecTb HacTpanBaemble annapaTtHble nonuTuky kadectsa PIN-koaoB, koTopble 06pabaTbiBalOTCsl MUKPONPOrpamMmmon npu
COOTBETCTBYIOLLMX OnepaLmsix.

UteHune v 3agaHune nonutuk kavectsa PIN-kogoB npu cmMeHe

[nsi paboTbl ¢ nonutkamm PIN-kogoB 6bin gobaeneH o6bekt nonutuk PIN-kogos Tuna CKO_HW_FEATURE, kOTOpbIi MOXHO HAlTX C MOMOLLbO
dyHkumi C_Fi ndObj ect * no wabnoHy ¢ NOMOLLbIO crielnanbHbiX aTpubyToB:

LLlabnoH nonyyeHus o6bekra nonutuk PIN-kogoB

CK_OBJECT_CLASS hwrFeat ured ass = CKO_HW FEATURE;
CK_HW FEATURE_TYPE pi nPol i cyFeat ureType = CKH_VENDCOR_PI N_POLI CY;
CK_USER _TYPE user Type = CKU_USER;

CK_ATTRI BUTE[ ] pi nPolicyTenplate {
{ CKA_CLASS, &hwreatured ass, sizeof(hwFeatured ass) },
{ CKA_HW FEATURE_TYPE, &pi nPolicyFeatureType, sizeof(pinPolicyFeatureType) },
{ CKA_VENDOR _USER TYPE, &userType, sizeof (userType) },

}s

[na kaXxaoro NOAKMNIOYEHHOr0 PyToKkeHa (Oaxe Tex, KoTopble He nopaepxvatoT nonutuku PIN-kofoB) HangeTcs poBHO oaMH 06bekT. [ns nonyveHus
AaHHoro obbekTa — 6bITb aBTOPU30BaHHBIM Ha PyTokeHe — He 0b6sA3aTensHo.

Yrtobbl y3HaTb NnogaepxuBaeT nu TokeH nonutukn PIN-kopgos — y o6bekTa nonutuk PIN-kogoB Hago 3anpocutb aTpmbyT CKA VENDOR_SUPPORTED_PI N_
PCLI Cl ES c nomoLpbio dyHkumn C_GetAttributeValue. Ecnv aaHHbIi Maccus 6yaeT nycTbiM (MMeTb HyneByto AnvHy), 3HaunT nonutukv PIN-kogoB He
noaaepK1BaOTCA TOKEHOM.

YUrteHune n 3apaHne nonutuk kayecta PIN-kogoB cMeHbl PIN-kogoB peanu3oBaHa Yepes dpyHkuumn C_Get At tri but eVal ue n C_Set At tri but eVal ue o
6bekta nonutuk PIN-kogoB.

[nsi 3agaHust NonuTKK Hy>kHO nNpeabsBuTb PIN-kog AogmmnHuctpatopa B C_Logi n.

Yutatb NONUTUKM BO3MOXHO 6e3 npeabsaBneHns npas [onb3osartensa unv AgmMuHucTpartopa.

Ecnu npu BeizoBe C_Set Pl N yctaHaBnuBaemeblii PIN-kof He yA0BNeTBOpsieT yCTaHOBIEHb! MONUTMKaM Ans BbIGpaHHOro Nonb3oBaTenst — BEPHETCS
ownbka CKR_| NAPPROPRI ATE_PI Nuan CKR_PI N_I N_HI STORY.

BapuwaHTbl cogepxvmoro wabnoHa:

HasBaHue Tun O6s3aTenbHbIA 3HauyeHune ATpuUbyT
aTpubyT TOMNbLKO
ana
YTeHust
CKA_CLASS CK_OBJEC + CKO_HW FEATURE +
T_CLASS
CKA_HW FEATURE_TYPE CK_HW FE + CKH_VENDOR_PI N_PQLI CY +
ATURE_TY
PE
CKA_VENDOR_USER_TYPE CK_USER _ + Monb3oBatenb, KOTOPOMY COOTBETCTBYET OGBEKT NONUTUK +
TYPE
CKA_VENDOR _PI N_PCLI CY_ | CK_ULONG - +
STATE

® PIN_POLI CY_STATE_WELL_DEFI NED - Bce atpubyTbl, KOTOpbIe No3BonseT
3aaBaTb YCTPOWCTBO, M3BECTHbI GrbnMoTeke.

® PIN_POLI CY_STATE_HAS_UNKNOAN_ATTRI BUTES - He Bce aTpubyThl, KOTOpble
no3BossAeT 3a4aBaThb YCTPOWCTBO, M3BECTHLI BUONMNOTEKE, HO BCE OHM codepxaT
3HaYeHns1 Mo YMOMNYaHuio.

® PIN_POLI CY_STATE_HAS_UNKNOAN_NONDEFAULT_ATTRI BUTES - He Bce
HensBecTHble 61ubnmoTeke aTpubyThbl UMEIOT 3HAYEHMS MO YMOMYaHUIO.

CKA_MODI FI ABLE CK_BBOOL - CK_TRUE, ecnu AOMUHUCTPATOP MOXET U3MEHSTb NONnTUKK, nHade CK_FALSE. -
Bo3moxxHa cmeHa ¢ CK_TRUE Ha CK_FALSE.



CKA_VENDOR _PI N_PCLI CI E | CK_BBOCOL - CK_TRUE, ecnu nonutuku 6yayT yaaneHsl npu popmatupoBanHum, nHave CK_FALSE. -
S_DELETABLE

CKA_VENDOR_SUPPCRTED_P | ARRAY - Maccu T1noB aTpnbyTOB, KOTOPbLIE BO3MOXHO BLICTaBUTL A1 JAHHOIO TMNa +
I N_PCLI CI ES (CK_ULON nonb3oBaTens Ha AaHHOM YCTPONCTBE, UCMONb3ys AaHHyto Bepcuio GubnuoTteku

©
CKA_VENDOR_PI N_PCLI CY_ | CK_BYTE - yucno, 3agatwLlee MuHMMansHyto anvHy PIN-koga -
M N_LENGTH
CKA_VENDOR_PI N_PCLI CY_ | CK_BYTE - yncno, 3apawlee konmdectso PIN-kofoB, koTopoe TpebyeTcs XpaHuTb Ans -
HI STORY_DEPTH HEBO3MOXHOCTU CMEHbI Ha yXe UCMONb30BaHHOE 3Ha4YeHne
CKA_VENDOR_PI'N_PCLI CY_ ' CK_BBOOL - CK_TRUE, ecnu paspelueHa cmeHa PIN-koga Ha 3HayeHue no ymonyaHuto, nHade CK_FA -
ALLOW DEFAULT_PI N_USAGE LSE
CKA_VENDOR_PI N_PCLI CY_ | CK_BBOCOL - CK_TRUE, ecnu B PIN-koge TpebyeTcsi xoTs 6bl oHa undpa, nHade CK_FALSE -
DI G T_REQUI RED
CKA_VENDOR_PI'N_PCLI CY_ | CK_BBOCOL - CK_TRUE, ecnu B PIN-koge TpebyeTcs x0T 6bl 0AMH CUMBON B 3arnaBHOM perncTpe, -
UPPERCASE_REQUI RED nHave CK_FALSE
CKA_VENDOR_PI' N_PQLI CY_ | CK_BBOCL - CK_TRUE, ecriu B PIN-koae TpebyeTcs x0T Obl OAUH CUMBOI B CTPOYHOM perncTpe, -
LOWERCASE_REQUI RED nHave CK_FALSE
CKA_VENDOR_PI' N_PCLI CY_ | CK_BBOCL - CK_TRUE, ecnu B PIN-koge TpebyeTcsi xoTsl 6bl 0AUH cneumanbHbii cuMBor, nHade CK_ -
SPEC_CHAR_REQUI RED FALSE
CKA_VENDOR_PI'N_PCLI CY_ | CK_BBOCOL - CK_TRUE, ecnu B PIN-koae TpebyeTcs ncnonb3oBaHue pasnnyHbiX CUMBOMOB, nHave CK -
DI FF_CHARS_REQUI RED _FALSE

Mpumep paboTtbl ¢ nonutnkammn PIN-kogoB

CHu3y npmBeaeH Npumep yHKLMM OCYLLECTBAOWMIA NpoBepKy noaaepxky nonutuk PIN-kogos u nonyyexus atpubytos obbekta nonutuk PIN-koaoB:

Pa6ora ¢ nonutukamu PIN-kopgoe

int printPinPolicy(CK SESSI ON HANDLE sessi on)
{
CK RV rv;
CK_OBJECT_CLASS hwreat ured ass = CKO_HW FEATURE;
CK_HW FEATURE_TYPE pi nPol i cyFeat ureType = CKH_VENDOR_PI N_PCLI CY;
CK_USER TYPE user Type = CKU_USER,

/1 Pl N-
CK_ATTRI BUTE get Pi nPol i cyTenpl ate[] = {
{ CKA_CLASS, &hwreatured ass, sizeof (hwreatured ass) },
{ CKA_HW FEATURE_TYPE, &pinPolicyFeatureType, sizeof (pinPolicyFeatureType) },
{ CKA_VENDOR _USER TYPE, &userType, sizeof (userType) },

3

/1 PI N
rv = fl->C_FindOoj ectslnit(session, getPinPolicyTenplate, sizeof (getPinPolicyTenplate) / sizeof
(get Pi nPol i cyTenpl ate[0]));
if (CKROK !'=rv) return rv;

CK_OBJECT_HANDLE pi nPol i cyQhj ect ;

CK_ULONG pi nPol i cyObj ect Count ;

rv = fl->C_FindCbj ect s(session, &pinPolicyject, 1, &pinPolicybjectCount);
if (CKROK !=rv) return rv;

if (pinPolicyObjectCount !'= 1) return rv;

rv = fl->C_Fi ndObj ect sFi nal (sessi on);
if (CKR.OK!=rv) return rv;

I Pl N-
CK_ATTRI BUTE support PinPolicyTenplate[] = {
{ CKA_VENDOR SUPPORTED_PI N_PCLI CI ES, NULL_PTR, 0}

3

11 CKA_VENDOR_SUPPORTED_PI N_POLI Cl ES
rv = fl->C GetAttributeVal ue(session, pinPolicyObject, supportPinPolicyTenpl ate, sizeof



(support Pi nPol i cyTenpl ate)/ sizeof (supportPinPolicyTenplate[0]));
if (rv!=CKR. OK) return rv;
I, Pl N-
if (supportPinPolicyTenplate[0].ul Val ueLen == 0) return -1;

CK_BYTE mi nPi nLengt h;

CK_BYTE hi st or yDept h;

CK_BYTE al | owDef aul t Pi nUsage;
CK_BYTE di gi t al Requi red;
CK_BYTE upper caseRequi r ed;
CK_BYTE | ower caseRequi r ed;
CK_BYTE specChar sRequi r ed;
CK_BYTE di f f Char sRequi r ed;
CK_BBOOL pi nPol i cyModi fi abl e;
CK_BBOOL pi nPol i cyDel et abl e;

11 Pl N-

CK_ATTRI BUTE pi nPolicyAttrs[] = {
{ CKA_VENDOR PI N_POLI CY_M N_LENGTH, &ni nPi nLength, sizeof (m nPinLength)},
{ CKA_VENDOR PI N _POLI CY_HI STORY_DEPTH, &hi storyDepth, sizeof (historyDepth)},
{ CKA_VENDCR_PI N_POLI CY_ALLOW DEFAULT_PI N_USAGE, &al | owDef aul t Pi nUsage, si zeof (al | owDef aul t Pi nUsage) },
{ CKA_VENDCOR _PI N_POLI CY_DI d T_REQUI RED, &di gital Required, sizeof(digitalRequired)},
{ CKA_VENDOR_PI N_POLI CY_UPPERCASE_REQUI RED, &uppercaseRequired, sizeof (uppercaseRequired)},
{ CKA_VENDOR_PI N_POLI CY_LOWERCASE_REQUI RED, &l ower caseRequired, sizeof (|l owercaseRequired)},
{ CKA_VENDOR_PI N_POLI CY_SPEC_CHAR REQUI RED, &specCharsRequired, sizeof (specCharsRequired)},
{ CKA_VENDOR PI N_POLI CY_DI FF_CHARS_REQUI RED, &di f f Char sRequired, sizeof (diffCharsRequired)},
{ CKA_MODI FI ABLE, &pinPolicyModifiable, sizeof(pinPolicyMdifiable)},
{ CKA_VENDOR_PI N_POLI Cl ES_DELETABLE, &pi nPolicyDel etabl e, sizeof (pinPolicyDeletable)}

b

/1 PI N-
rv = fl->C Get AttributeVal ue(session, pinPolicyObject, pinPolicyAttrs, sizeof(pinPolicyAttrs)/ sizeof
(pinPolicyAttrs[0]));
if (CKROK !=rv) return rv;

printf("Mn pin Length: %\n", (unsigned) ni nPinLength);
printf("H story depth: %\n", (unsigned) historyDepth);

printf("Allow default Pin-code usage: %\n", allowDefaultPinUsage == CK_TRUE? "true" : "false");
printf("Pin-code requeres digits: %\n", digital Required == CK_TRUE? "true" : "false");

printf("Pin-code requeres uppercase chars: %\n", uppercaseRequired == CK_TRUE? "true" : "false");
printf("Pin-code requeres |owercase chars: %\n", |owercaseRequired == CK_TRUE? "true" : "false");
printf("Pin-code requeres spec chars: %\n", specCharsRequired == CK_TRUE? "true" : "false");
printf("Pin-code requeres different char usage: %\n", diffCharsRequired == CK_TRUE? "true" : "false");
printf("PIN-policy is nodifiable by Admin: %\n", pinPolicyMdifiable == CK_ TRUE? "true" : "false");
printf("PIN-policy will be deleted after formating: %\n", pinPolicyDeletable == CK_TRUE? "true" : "false");
return rv;

YcTtaHoBka nonutuk PIN-KoAOB BbIFMAANUT CXOXKMM 06pa3oMm, 3a UCKIMOYEHUeM Toro, YTo ucrnonbdyetca dyHkumsa C_Set At t ri but eVal ue u nepemeHHble
aTpuByTOB MHULIMANU3UPYIOTCS HYXXHBIMU 3HAYEHUAMU.

OyYHKUMOHANBbHOCTb NpuHyanTenbHon cmeHbl PIN-koga

AOMUHUCTPATOP MOXET 3anpeTuTb K NCMofb3oBaHuIo Nobow Tekywmnin PIN-koa nonb3oBaTensi.
B C_EX_TokenManage ectb pexum: MODE_FORCE_USER TO_CHANGE_PI N, tun CK_USER_TYPE.

[nsi BbINONHEHWs koMaHabl TpebyeTcs NnpaBa AAMUHUCTpaTopa.
Ecnu BbicTaBneHa npuHyauTensHas cmeHa, C_Logi N COOTBETCTBYHOLLMM MOMb30BaTeNeM BO3MOXEH, HO He OCTYMHbI Onepauumn, Kotopble TpebytoT
COOTBETCTBYHOLLEro Nosib3oBaTens.

Hanpumep, C_Si gn n C_EX_PKCS7Si gn 6yayT Bo3BpaLiaTb owmnbky CKR_PI N_EXPI RED.

WHdopmaumto o TpeboBaHun cmeHbl PIN-koga gonyctMo nonyyatb B MecTe Bbl3oBa nonb3osatenem C_Logi n.

MonyyeHune nHdopmaumm o HeobxoanmocTn cmeHbl PIN-koga



C_EX_Sl ot Manage

Y3HaTb 0 HeobxoammocTu cmeHbl PIN-koaa, MoxHo ¢ nomotsio dyHkumm C_EX_S| ot Manage B pexxume MODE_GET_PI N_SET_TO_BE_CHANGED. MNMapam
eTpom cpyHkumm sBnsieTcss CK_ULONG_PTR Ha ngeHTudmkaTop nonb3oBatensi, Arsi KOTOPoro Hago nposepuTb TpeboBaHne cmeHbl MNH-koga. dyHkums
Bo3BpawaeT CKR_OK, ecnu MNMWH-koa He HyxaaeTtcsa B cmeHe, 1 CKR_PI N_EXPI RED - nHave.



	Работа с политиками PIN-кодов в PKCS#11

