Hactponka PyTokeH KeyBox ans pabotbl ¢ AreHtamu

[insa Toro, 4To6bl PyTOKeH KeyBox cmor HasHayaTb 3agayun Ha AreHTbl, BKIYUTE onumio PaspelumTtb UCNonb3oBaHWe KIMMEHTCKUX areHToB B MacTepe
HacTpolikn RutokenKeyBox 1 BbINOMHWUTE HACTPOINKY CepBMCca areHToB.
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s zaronoexa WCNONL3YETCA 63}|EHCMPDBLL\HKGM Harpysk1 4AnA nepefa4u CEpTHq)AKETE areHTa

[] Nepenaeate & saronoekax https-3anpocos Toneko none 'Cybbekt' ceptudunkara areqta
Ecnu onuua BEKAO4EHE, B 3aNPOCE NEPEAAETCA NONHOCTEID CEPTUHNKAT areHTa

1. YkaxuTte cTpaTeruio reHepauvm NgpeHTudukartopa areHta ans [IOMEHHbIX/BHE JOMEHHbIX KOMMNbIOTEPOB 414 perncTtpauum B cucteme:

He 3apaHo (3HayeHWe No yMon4yaHuio).

Wcnonb3osaTb MawmHHbIi GUID (‘MachineGuid' paboueit ctaHuum).

'eHepupoBaTb HoBbIM GUID (ecrnv nmeeTcs BEPOSITHOCTb UCMONb30BaHWS 0AHOro 3HadveHus 'MachineGuid' HeckonbkuMu paéoyrmm
CTaHUuAMM).

Wcnonb3oBaTb AOMEHHbI SID komnbloTepa.

Wcnonb3oBatb SID koMnbloTepa (B criy4dae UCMNonb30BaHWs areHTa Ha pabounx CTaHUMAX, HaXOASALWMXCS BHE OMEHA).

Mpy.ykasaHuu ctpaternm UcnonbsoeaTb MalumMHHbIN GUID, naeHTudukatopy areHTa npuceamsaeTcs cTpokoBoe 3HaveHue 'MachineGuid
'n Tkn peectpa [HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\Cryptography] pabouyei ctaHumu.
Mpu.cmeHe CTpaternn reHepauum naeHTucukaTopa areHTa Heo6xoaANMOo:

YpanuTtb BCe areHTbl Ha KNMeHTCKunx paboumnx ctaHumsax (RutokenKeyBox — Agent).
YpanuTk Bce areHTbl B KoHconu ynpaenexuns RutokenKeyBox Manager B pasaene AreHTbl.

© TMocne n3aMeHeHusi napameTpa B Mactepe HacTponku RutokenKeyBox, Heob6xoammo HacTponTb AreHToB Ha paboumnx CTaHLMsX
nonb3oBaTens.

2. [insa perucTpauunu areHToB 6e3 NOATBEPXAEHNSI CO CTOPOHbI aAMMHUCTPATOPa BKIOYMTE onumio ABTOMaTuyeckas pernctpauusi AreHToB.

p

YnpaeneHue areHTamu ocyliecTtensietcs B KoHconu ynpaeneHusi RutokenKeyBox B pa3aene AreHTbl. [Tocrne ycTaHOBKM M HACTPOWKu AreHTa Ha
el CTaHUMK NpU BKIOYEHUM AaHHON ONLUM OH NOSIBUTCS B pasfene co cTaTycoM 3aperucTpupoBaH.

3. BarpyauTe cepTudumkat areHTa - dpaiin RutokenKeyBox Agent CA.key, conepxalumin otneyaTtok cepTtudumkata RutokenKeyBox Agent CA n
3HayeHue kIoya cepTudumkara.
4. Bblbepute YpoBeHb XypHanupoBaHUs COObITMIA areHToM:
® Bce (3Ha4YeHVEe NO YMONYaHUIo).



® Tonbko OLNGKA.
® Tonbko NpeaynpexaeHUs N oLLGKK.
5. YkaxwuTe MNepnoan4HOCTb NOMy4YeHUs AaHHbIX C cepeepa 1 MHTepBan NOBTOPHOrO BbINOMHEHUS OTMEHEHHOW Nonb3oBaTeneM 3afgadm.
6. Ecnu cuctema ncnonb3yetcsa ¢ 6anaHCUpPOBLLMKOM Harpy3ku, TO MMeeTCs BO3MOXHOCTb M3MeHUTb MMA 3aronoBska https-sanpoca ceptucdukara.
[na nepepaym Tonbko 3HayveHus nons 'CyobekT' ceptudmkaTa areHTa B 3aronoskax https-3anpocoB BKMHOUYUTE COOTBETCTBYHOLLYO OMLMIO.

7. MNpumeHnTe nameHenns B Mactepe HacTpoiikn, nepenaute B nyHKT MoaTsepxaeHne 1 CoxpaHuTe pe3epBHYIO KOMWIO NapameTpoB KoH(Urypaumm
PyTokeH KeyBox.
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