O Bupaax Knio4yeBbIX HOcUTeneun n opmarax Kro4veun
3NEeKTPOHHOM NoLNUCU NPOCTbIMU CrIoOBaMu

TepMuHbI

Pa3HOBMAHOCTL KrtoYen 3neKTpoOHHON NoAnncK
O M3Bnekaemble kntoun ("NaccuBHbIE KOHTENHEPBI")
O  Hewussnekaemble krtoum ("akT1BHbIE KOHTENHEPbI")

[ocTyn K 3aKpbITOMY K4y

Buabl 3alUMLLIEHHBIX KITHOYEBbLIX HOCUTENEN
O TlaccuBHble KMHYeBbIE HOCUTENN
O AKTVBHbIE KITHO4YEBblE HOCUTENU
O dyHKUMOHanbHbIN KNtoyeBor HocuTenb (OKH)

® CpepcTBa reHepauum KoyeBbIx nap

O WM3Bnekaemble koum ("naccuBHbIE KOHTeHepbI")
O HewusBnekaemble kntoum ("akTUBHbIE KOHTENHEPBI")
O ®KH-kntoum

CepTudmkauusi ycTponcTs

3akntoveHune

B aT0i1 cTaThe Mbl XOTUM NOMOYb pa3obpaTbes, kakve ObiBaloT KNoYeBble HOCUTENM, U Kak TN YCTPOICTBa onpeaensieT creneHb 6e3onacHocTu
3aKPbITOrO Krtoya anekTpoHHow noanwucu (3M).

[ins 3TOro paccMoTpmuM NpakTUYeCKyto pa3HuLy dopmaToB KOHTenHepoB Al 1 cnocobbl paboTbl KNOYEBLIX HOCUTENEN.

TepMuHbI

YacTb TepMMHOB B CTaTbe NoAaeTcsi B yNpoLLEeHHOM BUAe ANsi NPOCTOThbl MOHUMaHMS.

Wcnonbays TepmuH 3, Mbl noapa3ymeBaem KBanuuLMpoBaHHY0 aMekTPoHHYo nognuck (KOIM). 3To anekTpoHHasi noanuck, kotopas
NONHOCTBIO COOTBETCTBYET BceM TpeboBaHmsaM 63-®3 n MNpukasy PCB Poccun Ne 796 k cpeacteam 3 1 xpaHWUTCS Ha NepCoHanbHOM
3aLLUMLLIEHHOM KINIOYEBOM HOCUTENE.

Knitoun S — 3aKpbIThI U OTKPBITHLIV KIHOYM, KOTOPLIE BMECTE COCTaBNAT KntoyeByto napy. CosgaHue (reHepaums) Kno4eBov napbl BbINOMHAETCA
KpMnTorpaduyeckum nporpaMmHbIM 06ECEYEHNEM , OHO MOXKET BbITb YCTAHOBMNEHO B TOUKE Bbldaum YL|, y Bac Ha KOMMbIOTEPE U B CaMOM
KMoYeBOM HocuTere.

3aKpbITbIN KIHOY HAKOMY pasrnallaTb Helb3si. Ecrniv ero KTo-To y3Har, TO OH MOXeT NoAnucaTth No6ol [JOKYMEHT OT BalLero MMeHW.

OTKPBITHIN KIHOY MOXHO MOKasbiBaTh BceM. Ero 3HaueHune (310 NpoCTo ASNIMHHOE YKCIIO) 3aHOCUTCS B CEPTUMKAT KItoYa NPOBEPKM 3TIEKTPOHHOM
NOAMUCH (OH XKe MPOCTO «CEPTUDMKAT»), KOTOPbI MOTOM MUCMONb3YETCS NPU NPOBEPKE Ballei NoANMCH Nof fOKYMEHTOM.

Ceptudumkar 3l BbinaeT Yaoctosepsiowmii LieHTp (YLL). Popma ceptudmkata KON cootseTcTByeT TpeboBaHusam MNpukasa PCB PO Ne 795.
maBHas 3agada YL — goctoBepHO onpeaenuTb, YTo Bbl — 3TO Bbl. NS TOro, 4tobbl Npn obMeHe AOKYyMEHTaMu1 B 3MIEKTPOHHOM BUAE JNIOAN TOYHO
3Hanw, 4To NOANWCL, CAeNaHHasn ¢ UCMOMb30BaHWEM BaLlero cepTudukaTa — noctaBreHa MMEHHO BaMu.

Kntoun 3 BMecTe ¢ cepTuukaTtoM CoCTaBnsoT KoHTeHep Al (KnoYeBon KOHTENHEP).



Pa3HOBMOHOCTb KIto4en 3neKTPoHHOW noanncu

N3Bnekaemble kntoum ("naccrBHble KOHTENHEPDI")

CospgatoTcsi ¢ nomoLpbto nporpammHoro FOCT-kpunTonpoBangepa, KOTopbli ycTaHaBNMBaeTCs B onepaumnoHHyto cuctemy (OC).

KoHTeliHepbl FOCT-kpunTonposBanaepoB MOXHO XpaHUTb B BuAe annos Ha reLl-HakonuTensax, )XecTkoM ANCKE U peecTpe KOMMNboTepa Unm Ha
crneumann3MpoBaHHOM KIlOYEBOM HOcuTene, 3awmieHHom PIN-kogom.

Korga kntoyeBble KOHTEMHEPbI XPaHSTCSA Kak 0OblYHble (haitsibl, BO3MOXHOCTM aHanunsa, KONnMpoBaHWs UK yaaneHust HUKak He orpaHuYeHsbl, a
3HAYUT CKOMMPOBATb U yAanuTb UX MOXET KTO yrogHo. MoaToMy GesonacHee XpaHWUTb KMoYeBble KOHTEMHEPBI Ha CreumanM3MpoBaHHOM,
3alLUMLLEHHOM KIIOYEBOM HOcuTere (cMapT-kapTe WUy TokeHe), 3awumieHHoM PIN-kogoM. IMEHHO 3TOT BapuaHT Mbl M Gyaem paccMaTpuBaTth
nanblue.

YT06b! kpunTonposangep (CK3W) cmor nony4nTs AOCTYN K COAEPKUMOMY 3aLLMLLEHHOTO KIMHOYEBOr0 HOCUTENS, HYXHO hU3nyeckm MeTb B
pacnopsikeHum KrnoyeBon HocuTenb 1 3HaTb PIN-koa. Bece onepaunn ¢ 3aKpbITbiM KIHOYOM BbINOMHSAOTCS B ONEpaTUBHON NamMATH KOMMboTepa.

T. e. BO BpeMsi onepauuii ¢ 3akpbITbiM KINto4oM, nocne Beoaa npasunbHoro PIN-koaa, 3akpbIThbIf KMOY BPEMEHHO M3BMNEKaeTCsl B onepaTuBHYHO
namMdATb KOMMblOTEpPa.

Takum 06pasoM, U3Bnekaemble IKNOPTUPYEMBIE KITOUM — 3TO KITtoUM, KOTOPbIE MOXHO CKOMMPOBATbL Ha APYroi HOCUTENb CPeaCTBaMU
NporpaMMHOro KpunTonposaiaepa.

A n3BriekaemMble HE3KCMOPTUPYEMbIE KIo4M — 3TO KIMHYM C 3anpeToM KOMMPOBaHWA CTaHAapTHbIMW CpeAcTBaMy NPOrpamMMHOro
KpunTonpoBangepa.

3awmTa oT KONMPOBaHUsi peanuayeTcsl BHYTPEHHUMU NPOrPpaMMHBIMU MEXaH13MaMu caMoro kpuntonposaaepa. [Mpy aTom TexHuyeckas
BO3MOXHOCTb CKOMMPOBaTb KOHTEWHep (3aKpbIThI KItod) octaeTcs. [pu hopMMUpoBaHUM N UMMOPTE KOHTeHepa Ha KIto4YeBOon HocUTerb
MOXeT ObITb YCTaHOBMEH 3arpeT Ha NpoLeaypy KONMMPOBaHUs, Takne KOHTeHepbl (U 3aKpbITble KIUM B HYX) Ha3blBalOTCA HEIKCTOPTUPYEMbIMMU.
Bnocneactsumn 3TOT napameTpbl MBMEHUTb HEMb3sl.

Heunsenekaemsle knoum ("akTUBHbIE KOHTENHEpPBI")

Co34aloTcst C UCMONb30BaHMEM BCTPOEHHbIX annapaTHbIX KpUNTorpachuyeckux MEXaHU3MOB BHYTPY CNELManu3MpoBaHHbIX KIOYEBbIX HOCUTESEN.
[lns reHepauuu kntoyeii UCNonb3yeTcs KpunTorpauyeckoe sApo BHYTPY MUKPOKOHTpOInepa ycTpoicTBa. Takve kntoumn 3l xpaHaTcs He NpocTo
B 3alyMLLEHHOI namsATy ¢ gocTynom no PIN-kogy, HO 1 B crieumasnibHoM Tune aiinos, C KOTOPLIM yMeeT paboTaTb TOMbKO KpUNTosApO
yctpoicTea. MNpu paboTe ¢ NoANUCHI0 BCe onepaLmm Npou3BoAATCS BHYTPU TOKEHA, U 3aKPbIThIN KMOY HAKOTAA HE KOMMPYeTCs U3 NaMsiTy
MWKPOKOHTponnepa.

Heun3ssnekaemble kntoun GeiBatoT pasHoro dopmata: PKCS#11 n “©OKH-knioy™.

Mcnonb3ys cTaHaapTU3npoBaHHbIN NporpammHbin MHTepderic (API) 6ubnuotekn PKCS#11, npunoxeHne, nnv nporpamMmMHbIi KpuntonpoBaiaep,
HanpsiMyto paboTaeT ¢ KPUNTOSAPOM KIOYEBOrO HOCUTENS.

Y HocuTenen, koTopble HasbiBatoTca OKH (hyHKLMOHANBHbIN KIOYEBOW HOCUTESb) ECTb BO3MOXHOCTbL paboTaTh ¢ Heussnekaembimm “©KH-
Knto4aMu”. Takne HocUTenu 1 KpunTonposanaep Ha komnbtoTepe, Ana nepeaayn PIN-koga n apyroro obmeHa (B T.4. AaHHBIMK, KOTOpbIE
NOANMCHLIBAOTCSA), CTPOSIT 3aLLMLLEHHbIN kKaHan. [na atoro ucnone3dyetcsa npotokon SESPAKE (npoTokon BbipaboTku obLuero kntova ¢
ayTeHTUdMKaumel Ha ocHoBe napons). BeipaboTka kntoya -- 3agada yctpoiictea PKH n kpuntonposaiigepa Ha KOMMNbOTEPE, NOITOMY Ha
KOMMNblOTEepEe Takke JoMmkHa ObITh ycTaHoBneHa Bepcusi Kpuntolpo CSP, nogaepxusatowas SESPAKE.

H%nopmpyemuﬁ KoY # HeusBreKkaeMbli KoY.

HeakcnopTupyemble kntoun 3l HeHaZoNro U3BMeKaloTCs B ONEPaTUBHYO NaMaTb KOMMbIOTEPA Npu paboTe ¢ HUMK NPOrpaMMHOro
kpunTonpoangepa. [py 3ToM KONMpoBaHNE HEN3BNEKAEMbIX KITHOYEN MOMHOCTBIO UCKIIOYEHO.


https://habr.com/ru/post/282043/

[OCTyn K 3aKpbITOMY KITHO4Yy

[lns gocTyna K KNo4eBOMY KOHTENHepY npu paboTe ¢ NobbiMK 3aLLMLLEHHBIMM KITHOYEeBbIMM HOocUTensammn obsizaTensHo TpebyeTcs BBeCTU
npaBunbHblii PIN-kog MNonb3oBatensi. PIN-kog MOXeT He ObiTb ANMHHBIM U CIOXHBIM — 3TO KOMMEHcMpyeTcs TpeboBaHneM hrn3nyeckoro
BNnajieHWsl YCTPOMUCTBOM U orpaHuyeHnsamu Ha nepe6op PIN-koaa. Mocne onpeaeneHHoro konuyecTsa HeyaadHblx nonbiTok BBoaa PIN-koga
OOCTYN K CoAepXMMOMY TOKEHa Unn cMapT-kapTbl 6riokupyeTcs. 3To 3awmwaeT ot cnyyanHoro nogdopa PIN-koga. OueHb BaxHO yCTaHOBUTb
yHuKanbHbin PIN-kof, KoTopbIvi ByaeT cnoxHo nogobpaTsb.

Tenepb NoroBopum O TOM, Kakune ObIBaIOT KIHOYEBBIE HOCUTESN.

Buabl 3almMLLEHHbIX KIHOYEBbIX HOCUTENen

[MaccuBHbIE KMNOYEBbIE HOCUTENN

BbICTynatoT B ponu 3aLUMLLEHHOTO XpaHWUnuLLa Ans U3BMeKkaeMblx kKroyer. To ecTb NporpaMMHbIA KpUNTONpoBaiaep reHepupyeT Kitouu,
3anucbiBaeT Ux B 3awmiieHHyo PIN-kogom namsTe ycTponcTea v BriocneacTemy pabortaeT ¢ HuMu. Mpumep Takoro Hocutens — PyTokeH Lite.

AKTUBHbIE KMtOYEBbIE HOCUTENN

MoryT BbICTYnaTh B ponv NACCUBHOTO KITOYEBOIrO HOCUTENS!, YTO CHUXaeT 6esonacHoCTb ucnonb3oBaHus kntoda 3. Ho rnaBHoe vx oTnnymne B
TOM, YTO OHM ABNAOTCSA camocToATeNbHbIM CK3W, ecniu ncnonb3oBaTh (hyHKLMM annapaTHOro KpMnTosiapa yCTpoWcTBa -- BCTPOEHHOro
MUKpOKOMIbOTEPA. Kntoun creHeprMpoBaHHble B KpUNTOsSiAPE - Hen3BrnekaeMble U BCs paboTa C 3aKpbIThIM Ko4oM (B T. Y. dhopMupoBaHue 3l1)
6yneT Npou3BOANTLCS BHYTPU HOCUTENS. AKTVUBHbIE KIHOYEBblE HOCUTENW eLLe Ha3biBaloT KPUNTOrpauIecKMMm KItoHeBbIMU HOCUTENSIM

Mpumep akTnBHOro Hocutens — Pytoken SLIM 3.0 3220.

®PyHKLMOHarbHbIN KrtoyeBon Hocutens (PKH)

370 aKTUBHbI HOCUTENb, OOMOMHUTENBHO MMEOLWMIA peanu3aumio npotokona SESPAKE ansi nocTpoeHus 3alwyLeHHOro kaHana Mexay
KpUNTONPOBaAEpPOM N TOKEHOM.

Mpumep Takoro yctporictBa — PyTtokeH SLM 3.0 3220, koTopbI Takke NOAAEPXKUBAET aKTUBHBINA U MACCUBHBbIA PEXMMBI.

Ba)kHo noHumaTb

1) KpunTorpaduyeckme BO3MOXHOCTM akTuBHbIX U PKH-HocuTenen # BcTpoeHHbIn Kpuntolpo CSP. Ecnu TpebyeTtcsa pabota ¢ Kpuntollpo CSP,
HY)XHO MPUOBPECTH NLIEH3NIO Ha 3TOT NPOAYKT. BHe 3aBMCKMMOCTM OT BMAA KIOYEBOro HocuTens u chopmarta kntodert Al Ha HeMm.

2) KoHBepTauus kntoyen 13 ogHoro chopmara B Apyrovt HeBO3MOXHa. Ecnm kntoum 6binuv co3gaHbl U3BnekaeMbIMu, TO UX HENb3s nepeBecTy B doopmaT
HeunsBnekaemblx Kroyen n HaoboporT.



CpeacTtBa reHepaumm KIto4eBbIX Nap

PaccMoTprm ¢ NOMOLLLIO Kakux cpefcTB Kpuntorpadmyeckon awmTbl MHdopmaummn (CK3M) MoXXHO reHepmpoBaTh U MCMOMb30BaTh pasHbie
dopMaThbl kntoyen, Ha NpuMepe YCTPONCTB PyTOKeH:

M3Bnekaemble kntouu ("naccmBHble KOHTENHepPHI")

® CK3U Kpuntollpo CSP Bepcum 4.0 n Hosee. INpu reHepaumm HyxxHo BbiGpaTh "pexum CSP". Kntoun 6yayT co3aaHbl B 3aLULLEHHON
namaTu nobon 13 moaenen PyTokeH.

® [pu ucnons3osanun CK3U VipNet CSP unu Signal-COM CSP, pexum BbibupaTb He HaJo: U3BMekaeMble KMoun 6yayT co3gaHbl Ha
NaccuBHbIX KITHOYEBbIX HOCUTENSX.

Heunssnekaemsle krntoum ("akTUBHbIE KOHTENHEPBI")

leHepupytoTcs Ha akTMBHBIX U PKH HocuTensx, C ucnosb3oBaHNeM CTaHAapTU3MPOBAHHOTO NPOrpaMMHoro nHTepderica (API) 6ubnmoTeku
PKCS#11.
Hanpumep, Bcsi nuHenka npoayktoB PyTokeH JLIM 3.0 cogepxut B cebe BO3IMOXHOCTM anmnapaTHOn kpuntorpadumm.

[nsa reHepauum kntoveit popmata PKCS#11 MoxXHO ncnonb3oBaTh UHCTPYMEHTBI OT KOMNaHWUM AKTUB:

® [eHepaTop 3anpoca Ha cepTudmkaT 13 komnnekTa [parisepoB PyTokeH.
® PytokeH SDK, copepxallmii npumepbl UCMonb3oBaHus kpoccrnnaTtdopMeHHon 6ubnuoTteku rtpkes11ecp).

Mnu Bocnonb3oBaTbcs nporpaMmMHbiMm TOCT-kpunTonposagepamm:

® CK3U Kpuntollpo CSP Bepcum 5.0 R2 1 HoBee - npu reHepaumnm Knoyen Hago BelbpaTe pexum "AKTUBHbBINA TOKEH".
® CK3MU Signal-COM CSP vnu VipNet CSP - Ha akTuBHble KntoveBble HocuTenu u3 nuHeriku PytokeH SLIM 3.0 aBTomaTtnyecku
reHepupyoTCsl HeM3BMNeKaeMble KIoYM.

OKH-knoun

[ns Toro, 4tobbl creHepupoBaThb kntoun ®KH ¢ 3alwmTol kaHana Hy>HO ucnonb3oBaTb Mogenu nuHerkm Pytoken ALIM 3.0 - umeHHO 3T Mmogenu
nmetoT noaaepxky npotokona SESPAKE. BaxHo Tak xe, 4To Ansa paboTbl 1 reHepauum kntoven B Takom bopmate nopoviget Bepcusi Kpuntollpo
CSP 5.0 1 HoBee.

CepTndukaumsa yCTponcTs
HemHoro o cepTndukaLmm KnoyeBbIX HOCUTENEN.

[ns Toro, 4To6bl 3NEKTPOHHAsi NOANWCH OPUANYECKU CYUTanach KBanuuUMpoBaHHON, CPEACTBO KpUNTOrpadmyeckon 3aLumTbl MHopmaumm
(CK3W), ¢ nomoLLbHo KOTOPOro NPOM3BOAMTCSI FeHepaums Knoyei n nocnegyrowas pabota ¢ kntodamu 3lM, 4OMKHO BbITb cepTMdULMPOBaHO B
dCB Poccun.

YTto6bl npoLue 6bIro 3anOMHUTL!

® ®CTIK Poccun cepTucuumpyeT cpecTBo 3aLmTbl MHOpMaLmMn (YCTPOMCTBO).
® ®CB Poccumn ceptudmumpyeT cpeacTBo kpuntorpadumyeckon 3awmTbl MHdopmaumm (CK3U).

Takum o6pasom, B criyyae ¢ U3BreKaeMbIMU KIo4Yamu, CreHeprpoBaHHbLIMK € MOMOLLLI0 nporpammHoro CK3W, B ®Cb Poccuu gomkeH bbiTh
cepTMdULMPOBaH UMEHHO nporpammMHbii FOCT-kpunTonposanaep. A NaccuBHbIN HOcUTeNb PyTokeH fomkeH ObiTb cepTudmumpoBaH Bo PCTIK
Poccun.

B cny4ae ¢ HeusBriekaeMbIMM KrnioHamu Ha akTMBHOM mnm ®KH-HocuTene, Tak Kak Npu reHepaunm Knioven ncnonb3yeTcs annapaTtHas
Kpuntorpadus, ceptudunumnposaHHsiM B ®CB Poccun fomkeH cam HocuTenb.

3akn4deHune

[Ina HagexHoN 3awmThl kntoyer Al OT KONMpoBaHUs 1 NepexeBaTa Mbl PEKOMEHAYEM UCNONb30BaTb aKTUBHbIE HOCUTENWU C BO3MOXHOCTbLIO
reHepauumn Hem3BrekaeMblx Kntoyen Ha "6opTy", Takue kak PyTtokeH SLIIM 3.0 3220. Tak Balua anekTpoHHasi noanvce byaet makcMmansHO
3almLieHa.


https://www.rutoken.ru/products/all/rutoken-ecp-3/
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